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INTRODUCTION TO GLOBALSCAPE®  DMZ GATEWAY 

GlobalSCAPE® DMZ Gateway is designed to reside in the demilitarized zone and provide secure communication 

with EFT Server behind intranet firewalls without requiring any inbound firewall holes between the internal 

network and the DMZ.  

 DMZ Gateway (single-Site) supports connections from EFT Server or EFT Server - Enterprise.  

 DMZ Gateway Enterprise (multi-Site) connects to EFT Server Enterprise only. DMZ Gateway Enterprise 

supports multiple simultaneously connected Sites. DMZ Gateway Enterprise can listen at the same IP 

address to one or more Sites on EFT Server, as long as the Sites that are connected each request a 

different port. If you want multiple Sites to use the same port, for example, if you want Site A listening on 

port 80 for plaintext HTTP connections and Site B listening on port 80 for WTC connections, then a 1-to-1 

mapping is required to avoid port conflicts. You can do this with DMZ Gateway Enterprise by creating one 

or more Profiles in DMZ Gateway that can each map to one or more Sites.  

PEER NOTIFICATION 

EFT Server establishes peer notification channels with DMZ Gateway, and then DMZ Gateway sends all data only 

through these channels. The peer notification channel (PNC), the outbound-initiated two-way socket connection 

used for communication, by default on port 44500 on the DMZ Gateway, acts as a proxy for all transmissions 

through DMZ Gateway; the result is that EFT Server behaves just as if it were in the DMZ, but it is actually safely 

behind the internal network firewall. The peer notification channel replaces the traditional inbound socket 

connection method for socket communications. EFT Server and DMZ Gateway communicate over a peer-

notification channel using a proprietary protocol. Requests for client connectivity to DMZ Gateway are forwarded 

to EFT Server; EFT Server then opens connections to DMZ Gateway using a raw socket connection; the DMZ 

Gateway then pipes all data to the internal server using this socket without any translation. Thus, if the client is 

using HTTPS, then HTTPS traffic goes over that pipe. 

There is no forwarding of client requests. The port that EFT Server and DMZ Gateway use to communicate with 

each other is used for PNC communication and EFT Server -> DMZ Gateway sockets for the brokering of client 

connections. EFT Server specifies which ports on DMZ Gateway are used for the various protocols. For example, 

you could use port 21 for plaintext in the back end Server using local traffic, but configure DMZ Gateway to listen 

to port 2112 for FTP traffic. You could also enable ports and protocols on the backend Server, but disable them on 

DMZ Gateway. 

After restart or settings change, EFT Server determines whether a DMZ Gateway is configured. If so, EFT Server 

tries to establish a connection. After it connects, EFT Server assumes that DMZ Gateway exists and works correctly. 

In case of any error (e.g., connection refused, connection reset by peer, PNC protocol error) EFT Server reconnects. 

It does not matter whether such errors occurred during connection initialization or later when transfers are taking 

place. That is, any connection error or PNC protocol error causes EFT Server to remove any existing connection 

objects and attempt to create a new PNC connection. This allows EFT Server to be independent of DMZ Gateway 

configuration. EFT Server starts working with DMZ Gateway as soon as DMZ Gateway is running and configured 

properly. EFT Server polls DMZ Gateway using the Connect() function while trying to maintain the PNC connection 

in a proper state. Any error causes a reconnect. 
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CLIENT IMPERSONATION 

DMZ Gateway performs client impersonation, which means it replaces EFT Server's socket IP addresses and port 

settings with values taken from the connecting client socket. None of the sockets created through DMZ Gateway 

have the DMZ Gateway IP address and port; instead, all sockets created through DMZ Gateway have the IP address 

and port of the client connection. All information stored in logs or shown in the Administrator status pane have the 

actual connecting client IP addresses and ports. 

Authentication is delegated to the back end EFT Server, as if the client were logging in directly to EFT Server from 

the internal network. DMZ Gateway essentially acts as a Layer 3 router and simply routes data from the client to 

EFT Server. Shown below is the general sequence. This sequence assumes that EFT Server has already established 

the Peer Notification Channel (PNC) to the DMZ Gateway.  

1. Client makes socket connection to DMZ Gateway. 

2. DMZ Gateway sends notification message to EFT Server using PNC. 

3. EFT Server opens a new outbound connection to DMZ Gateway Server. 

4. DMZ Gateway "glues together" the client socket with EFT Server socket established in step 3.  

5. DMZ Gateway routes data between client and EFT Server.  

6. Client and EFT Server proceed as if the client were connected directly to EFT Server.  

DMZ GATEWAY PACKET FORWARDING 

DMZ Gateway is not a network hardware device like a bridge/router, so it does not "pass through" modified 

packets. The DMZ Gateway application (at the application layer) reads in a buffer full of data from the client TCP/IP 

stream (~4KB) and then sends that data over EFT Server's TCP/IP socket. They are completely different TCP/IP 

packets, with different source and destination locations. The headers, therefore, are different; depending upon the 

routes, the packet fragmentation, window size, and so on might be different, however, the payload is NOT 

changed at all. 

SECURING DMZ GATEWAY DATA 

DMZ Gateway allows or restricts incoming EFT Server Peer Notification Channel (PNC) connections based upon IP 

address. No username/password credentials are sent over the channel to establish the connection. The data over 

this channel is a binary header/payload message system with name/value pairs and serialized data. There is 

nothing sensitive contained in the PNC notifications that requires encryption. 

The brokered sockets that "glue together" client connections to EFT Server are not encrypted unless you are using 

SSL- or SSH-based protocols. You should use SSL- or SSH-based protocols to encrypt sensitive information. If a 

client is using a plain text protocol to communicate to EFT Server, then the path from the client to DMZ Gateway is 

in clear text, and the data traveling over the WAN is vulnerable to malicious users. Securing the data on the short 

path from DMZ Gateway to EFT Server provides little added security, because the route from the DMZ Gateway to 

EFT Server is owned by the same enterprise, and not likely to have threats; however, if the client is connecting to 

EFT Server using SFTP or an SSL-based protocol (FTPS or HTTPS), then the data is encrypted when it is sent to the 

DMZ Gateway, and the bytes are passed through to EFT Server and to the WAN in that same encrypted format. 
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DMZ Gateway configuration is obtained only from EFT Server and used until changed at EFT Server. The 

configuration tells DMZ Gateway on which ports and IP addresses it should listen (e.g., 21, 22, 80), and which IP 

addresses are allowed access. The ports and IP addresses can be configured for each Site independently. EFT 

Server sends new configuration to DMZ Gateway, which restarts the listening sockets if needed. The configuration 

is never stored on DMZ Gateway. 

If the PNC connection is broken, DMZ Gateway stops listening on all sockets and waits until EFT Server reconnects 

to the PNC. All existing sockets are open and continue working normally. Once EFT Server reconnects, DMZ 

Gateway restarts all listening sockets and continues operation. 

INSTALLING & ACTIVATING DMZ GATEWAY 

The topics below provide instructions for installing and activating DMZ Gateway. 

SYSTEM REQUIREMENTS FOR DMZ GATEWAY 

The GlobalSCAPE Quality Assurance team tests our products with a variety of operating systems, software, and 

hardware. It is possible for DMZ Gateway to function with other operating systems, software, and hardware, but is 

only tested and approved for use with the following: 

 XP Pro, Vista, Server 2003, and Server 2008  

 x86 compatible processor (tested with 600 MHz dual zeon to 3Ghz dual core)  

 1GB memory  

 1024x768 resolution or higher display  

 DMZ Gateway Enterprise (multi-Site) accepts incoming connections only from EFT Server Enterprise 

version 6, and EFT Server version 5. 

 DMZ Gateway single-Site version accepts incoming connections from EFT Server versions 5 and 6, and EFT 

Server Enterprise version 6. 
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INSTALLING DMZ GATEWAY 

Two versions of DMZ Gateway are available: DMZ Gateway (single Site) and DMZ Gateway Enterprise (multi-Site). 

DMZ Gateway (single Site) is available as an add-on module to EFT Server (basic) or EFT Server Enterprise. DMZ 

Gateway Enterprise is available only with EFT Server Enterprise edition. Neither edition requires the use of a trial 

serial number, however, both have a 30-day trial period after which you must provide a serial number to continue 

using the product. 

 

EFT Server and DMZ Gateway must be installed on separate computers. 

 

For details of clustering with the DMZ Gateway, refer to 
http://help.globalscape.com/help/guides/InstallingDMZGatewayInCluster.pdf. 

To install DMZ Gateway (single or multi -site)  

1. Close all unnecessary applications so that the installer can update system files without rebooting the 

computer. 

2. The DMZ Gateway is installed with the same installer used to install EFT Server. Start the installer. The 

Choose an installer page appears. 

 

3. Click DMZ Gateway (single site) or DMZ Gateway Enterprise (multi-site), then click Next. The installer 

description appears. 

http://help.globalscape.com/help/guides/InstallingDMZGatewayInCluster.pdf
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4. Click Next. The Welcome page appears. 

 

5. Click Next. The License Agreement appears. 
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6. Read the license then click I Agree. The Choose Install Location page appears. 
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The Destination Folder box displays the default location. Keep the default displayed in the box or click 

Browse to specify a different location. Also displayed is the amount of hard drive space required to install 

the program.  

7. Click Next. The shortcuts page appears. 

 

A shortcut to open the DMZ Gateway interface will be installed on the Start Menu in a folder called 

GlobalSCAPE. You can keep this default location, specify a different location in which to install the 

shortcut, or select the Do not create shortcuts check box if you do not want to create shortcuts. 

8. Click Install. The product is installed and the installation log appears. 
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9. Click Next. The completed page appears. 
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The Launch Administrator Interface and Show Readme check boxes are selected by default. Clear the 

check boxes if you do not want to read the release notes or launch the interface to configure DMZ 

Gateway. (You can also access the release notes, notes.txt, in the installation folder.) 

10. Click Finish.  

 If you left the Show Readme check box selected, the release notes appear.  

 If you left the Launch Administrator Interface check box selected, the Welcome page appears. 

 

11. Activate DMZ Gateway or start the trial evaluation.  

12. If a message appears asking if you want to start the DMZ Gateway service, click Yes. The DMZ Gateway 

Administrator interface appears. If you have already provided the DMZ Gateway computer's IP address to 

EFT Server, the interface should show that you are connected. If not, connect to EFT Server and provide 

the DMZ Gateway's IP address on the Gateway node of the Site and Configure DMZ Gateway to connect 

to EFT Server.  
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ACTIVATING DMZ GATEWAY 

To continue using DMZ Gateway after the 30-day trial has expired, you must activate it by registering the serial 

number.  

To activate online, you must be connected to the Internet, and registration must be performed through EFT 

Administrator on the EFT Server computer. You cannot activate through a remote installation of EFT Administrator. 

You can also e-mail the manual registration information to GlobalSCAPE Technical Support. GlobalSCAPE will 

confirm your registration and send you a .reg file. You can send the e-mail from any computer with Internet access, 

and then transfer the .reg file to the computer on which you are installing the software. 

 If you are moving a Server from one computer to another, contact the GlobalSCAPE customer service 

team or your account manager so that we can adjust your account on our activation and registration 

server. Activation on the new computer will not be possible until the adjustment is made. 

 If you are upgrading a Server residing in a clustered environment, contact GlobalSCAPE technical support 

for assistance. 

 If EFT Server is installed on Windows 2003, log in to EFT Server as a user with an account having 

administrator privileges instead of "Local System" privileges to write the .reg file to the registry.  
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To activate DMZ Gateway 

1. Open the DMZ Gateway Administrator Interface and click Enter Serial Number. The Online Registration 

dialog box appears. 

 

2. In the Serial Number field, provide your serial number. 

3. In the Name field, provide your name and/or your company name. 

4. (Optional) If you have changed the name on the account since registering the trial or previous serial 

number, select the Update user information check box. 

5. If you are behind a proxy, click Proxy and configure the proxy settings. 

 

If a firewall or a proxy server is in use, your network administrator should ensure that outbound port 
80 is open during the registration process. 

6. Click Register. You should receive a message confirming registration.  

7. Click OK. Registration is complete. 

If you have any problems with activation, visit GlobalSCAPE Customer Support, at 

http://www.globalscape.com/support/customerservice.aspx.  

CONFIGURING DMZ GATEWAY 

The topics below provide instructions for configuring DMZ Gateway. 

THE DMZ GATEWAY INTERFACE 

The DMZ Gateway Enterprise interface is used for mapping and viewing DMZ Gateway connections. The group of 

configuration settings is called a Profile. The interface displays the configuration for the last Profile modified or 

viewed the last time the interface was opened or the first (default) Profile if no "last viewed" profile value is 

available.  

The DMZ Gateway service status appears in the Status area with the status of the Profile selected in the tree. 

 A red icon  indicates that the DMZ Gateway Service is not running. 

 A warning icon   indicates that the DMZ Gateway Service is running, but one or more profiles have 

errors or  the profile is ready and listening, but no Servers are connected. 

 A green icon  indicates that the DMZ Gateway Service is running and connected to EFT Server. 

When a Profile is selected in the Profile tree, its status appears in the Status area (e.g., "Connected to EFT Server"), 

and the right pane displays its configuration. 

http://www.globalscape.com/support/customerservice.aspx
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When the Profile node is selected in the Profile tree, the mapping box in the right pane displays the port 

assignments used by DMZ Gateway to connect to EFT Server. (The ability to create new profiles, rename profiles, 

and delete profiles is available in DMZ Gateway Enterprise only.)  

CONFIGURING DMZ GATEWAY 

Configuring DMZ Gateway includes specifying the listening IP address for incoming clients, specifying the listening 

IP address and port for EFT Server, and specifying the IP addresses that are allowed or denied access.  

To configure DMZ Gateway 

1. In the Profiles tree, click the default Profile or click New to create a new profile. (Creating a new Profile is 

available only in DMZ Gateway Enterprise.) 
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2. In right pane, in the Listening IP for incoming clients box, specify the IP address on which DMZ Gateway 

listens for connections or click All Incoming. 

3. In the Listening IP for EFT Server and Port boxes, specify the IP address and port on which DMZ Gateway 

communicates with EFT Server, or click All Incoming.  

 

The connection will be refused if the port is being used by another DMZ Gateway/Site or if the IP 
address is on the IP address ban list. 

4. (Optional) All IP addresses are granted access by default. To grant or deny access to specific IP addresses, 

click IP Ban/Allow List. The IP Ban/Allow List dialog box appears. Refer to Controlling Access by IP 

Address for the procedure. 

5. Click Apply to save the changes on DMZ Gateway. When you make changes to DMZ Gateway Server, you 

must stop and restart any Site connected to DMZ Gateway. 

CREATING AND MANAGING PROFILES 

DMZ Gateway has a default Profile for which you define the listening IP address and port of EFT Server and the IP 

address ban list. When DMZ Gateway (single-Site) connects, only the default Profile is displayed. DMZ Gateway 

Enterprise allows you to define multiple Profiles. The graphic to the right of the Profile list illustrates the mapping 

between systems.  
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When you open the DMZ Gateway Enterprise interface, it displays the configuration for the last profile modified or 

viewed the last time the interface was open. You can only create, rename, and delete Profiles in DMZ Gateway 

Enterprise. 

When you create a profile, you assign the Listening IP address for the incoming clients and the Listening IP address 

and port for EFT Server. If an IP address is specified in the Profile's configuration settings (instead of All Incoming), 

and that IP address is not present on the system (e.g., the IP addresses are dynamic), the Profile is loaded in error, 

and the error is sent to the DMZ Gateway log and the Windows Event log. 

To create profiles  

1. Open the DMZ Gateway interface. 

2. In the Profiles tree, click New. A new Profile appears in the tree. 

3. Provide a name for the Profile. The name is limited to 128 characters, but only approximately the first 8 

characters will be displayed without scrolling 

4. Click Apply.  

5. The DMZ Gateway interface automatically increments the port number by one. If you change it back to 

the same port and IP address as another profile, an error prompt appears. Click OK and then adjust the 

settings. 

To rename a profile  

1. Open the DMZ Gateway interface. 

2. In the Profiles tree, click the Profile that you want to rename, then click Rename. The name becomes 

editable. 

3. Provide a new name for the Profile, then press ENTER. The name in the tree updates and the name in the 

right pane after Configuration Settings for updates. 

4. Click Apply. 
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To delete a profile  

You cannot delete the Profile if it is the only Profile configured.  

1. Open the DMZ Gateway interface. 

2. In the Profiles tree, click the Profile that you want to delete, then click the delete icon  . A confirmation 

message appears. 

3. Click Yes. The Profile is removed from the tree. 

4. Click Apply. 

CONTROLLING ACCESS BY IP ADDRESS 

By default, all IP addresses are granted access to DMZ Gateway. You can grant access to only one specific IP 

address or a range of IP addresses, or deny access to one specific address or a range of addresses.  

To grant/deny acces s by IP Address 

1. In the Profile tree, click the default Profile or click New to create a new profile. (Creating a new Profile is 

available only in DMZ Gateway Enterprise.) 

2. Click IP Ban/Allow List. The IP Ban/Allow List dialog box appears.  

 

3. The dialog box displays the IP addresses that are granted or denied access. By default, all IP addresses are 

granted access, so when Granted access is selected, no exceptions are displayed below. 

4. Click Granted access or Denied access. 

 If most IP addresses are allowed access, click Granted access, then add the exceptions. 

 If most IP addresses are denied access, click Denied access, then add the exceptions. 

5. Click Add. The IP Mask dialog box appears. 
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6. Specify the IP address or range of IP addresses to which you are denying or granting access. You can use 

wildcards to select ranges of IP addresses. 

7. Click OK to close the IP Mask dialog box. The IP address/mask appears in the exceptions list. 

8. Click OK to close the IP Access/Ban List dialog box. 

9. Click Apply to save the changes on DMZ Gateway. 

MANAGING DMZ GATEWAY 

After DMZ Gateway is installed and configured, you can view statistics of the DMZ Gateway service in the Status 

pane. The Status pane in the DMZ Gateway interface shows the size of items transferring through DMZ Gateway, 

and indicates whether DMZ Gateway is connected, not connected, running, or not running.  

You can start, pause, restart, or stop the DMZ Gateway service on the DMZ Gateway main menu or toolbar.  

 

To start the DMZ Gateway 

 On the DMZ Gateway main menu, click Action > Start or click Start on the toolbar. 

To pause the DMZ Gateway 

 On the DMZ Gateway main menu, click Action > Pause or click Pause on the toolbar.  

To restart the DMZ Gateway  

 On the DMZ Gateway main menu, click Action > Restart or click Restart on the toolbar. 

To stop the DMZ Gateway 

 On the DMZ Gateway main menu, click Action > Stop or click Stop on the toolbar. 

 

 

When you make changes to DMZ Gateway, you must stop  and restart  any Site connected to the Gateway. 

In the Windows Services dialog box, the service is called GlobalSCAPE Gateway, and in the Task Manager, it is 

called GWService.exe. The DMZ Gateway interface is called GWAdmin.exe in the Task Manager. 
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DMZ GATEWAY STATUS 

The top pane of the DMZ Gateway interface displays the DMZ Gateway service status and the selected profile's 

status. The pane displays: 

 When DMZ Gateway service is stopped. 

 When DMZ Gateway service is running but no Site is connected to the selected profile. 

 When DMZ Gateway service is running and there is a Site connected to the profile and a port is assigned. 

 When DMZ Gateway service is running and there is a Site connected to the profile, but no port is assigned. 

 

When the All Profiles node is selected, as shown below, the Server Status area displays the size of items 

transferring through DMZ Gateway. (Because All Profiles is selected, no status appears in the Selected profile 

status area.)  
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Server statistics include:  

 Accepted Client 

Connections  

 Rejected Client Connections 

 Connections Closed 

 Active Client Connections 

 Client Bytes Read 

 Client Bytes Written 

 EFT Server Bytes Read 

 EFT Server Bytes 

Written 

 Client Bytes Read/s 

 Client Bytes Written/s 

 EFT Server Bytes Read/s 

 EFT Server Bytes 

Written/s 

When the All Profiles node is selected, a check box appears at the bottom of the right pane that allow you to 

enable or disable debug logging. 

DMZ GATEWAY LOGGING 

The following events are logging to the Windows Event log: 

 When the DMZ Gateway service is started. 

 When the DMZ Gateway service is started. 

 When an EFT Server attempt to bind to a port fails. 

 When the DMZ Gateway is unable to start the listener due to an IP address change. 

A log file, DMZActivity.log, is created in the installation root directory for the current DMZ Gateway session. The 

log file records the DMZ Gateway service starting and stopping time (the time on EFT Server computer) and EFT 

Server connection requests.  

The DMZ Gateway <-> EFT Server connection activity can be logged in the log file if the registry entry of 

DMZ_ROOT/Settings/Use activity log  exists with a value of yes . This registry setting can be changed 

in the DMZ Gateway Administrator interface by selecting the Enable DMZ Gateway <-> EFT Server debug logging.  

You can also configure the registry setting manually by running the scripts DMZActivityLogSetting_ON.reg or 

DMZActivityLogSetting_OFF.reg, found in the installation directory: 

By default, each log file has maximum size of j1024*1024, and 10 rotation files are used for archiving. The rotation 

files are named DMZActivity.log_# where # is the number of the archive, 1 through 10. After the 10th log file 

reaches its maximum size, numbering starts again with number 1. If you want to create EFT Server Rules to clean 

up the archives, be sure you specify the cleanup by date and use a wildcard for the number. (For example, 

DMZActivity.log_*) You can edit the log file name and location, maximum file size, number of files to be used for 

archiving, and so on in the logging configuration file, logging.cfg in the installation directory. The log content is 

compliant with W3C convention. See the Log Example, below. 

To log connection activity to the file  

1. Open the DMZ Gateway Administrator interface. 

2. In the Profile list, click All Profiles. The Server Status appears in the right pane. 

http://www.w3.org/TR/WD-logfile
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3. Select the Enable DMZ Gateway <-> EFT Server debug logging check box.  

4. Click Apply to save the changes. 

5. Stop the DMZ Gateway service, then restart it to verify that the log is created. 


