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INTRODUCTION TO GL@ABSCAPE DMZ GATEWAY

GlobalSCAPEMZ Gateway is designed to reside in the demilitarized zone and provide secure communication
with EFT Server behind intranet firewalls without requiramy inbound firewall holes between the internal
network and the DMZ.

e DMZ Gateway (singiBite) supports connections from EFT Server or EFT Sé&mtarprise.

e DMZ Gateway Enterprise (mugite) connects to EFT Server Enterprise only. DMZ Gatewapiisger
supports multiple simultaneously connected Sites. DMZ Gateway Enterprise can listen at the same IP
address to one or more Sites on EFT Server, as long as the Sites that are connected each request a
different port. If you want multiple Sites to usedlsame port, for example, if you want Site A listening on
port 80 for plaintext HTTP connections and Site B listening on port 80 for WTC connections, tioeh a 1
mapping is required to avoid port conflicts. You can do this with DMZ Gateway Enterpcassatigg one
or moreProfilesin DMZ Gateway that can each map to one or more Sites.

PEER NOTIFICATION

EFT Serverstablishes peer notification channels with DMZ Gateway, and then DMZ Gatevelsyadkdata only
through these channels. The peer notification channel (PNC), the outhinitreted two-way socket connection

used for communication, by default on port 44500 on the DMZ Gateway, acts as a proxy for all transmissions
through DMZ Gatewayhe result is thaEFT Servdyehaves just as if it were in the DMZ, but it is actually safely
behind the internal network firewall. The peer notification channel replaces the traditional inbound socket
connection method for socket communicatiof&-T Serveand DMZ Gateway communicate over a peer

notification channel using a proprietary protocol. Requests for client connectivity to DMZ Gateway are forwarded
to EFT ServeEFT Servehen opens connections to DMZ Gateway using a raw socket connection; tde DM
Gateway then pipes all data to the internal server using this socket without any translation. Thus, if the client is
using HTTPS, then HTTPS traffic goes over that pipe.

There is no forwarding of client requests. The port tR&T Serveand DMZ Gatewayse to communicate with

each other is used for PNC communication &kd” Server DMZ Gateway sockets for the brokering of client
connectionsEFT Servespecifies which ports on DMZ Gateway are used for the various protocols. For example,
you could use grt 21 for plaintext in the back end Server using local traffic, but configure DMZ Gateway to listen

to port 2112 for FTP traffic. You could also enable ports and protocols on the backend Server, but disable them on
DMZ Gateway.

After restart or settingsttange EFT Servatetermines whether a DMZ Gateway is configured. IE$6l Server

tries to establish a connection. After it connedEs T Servaassumes that DMZ Gateway exists and works correctly.
In case of any error (e.g., connection refused, conoeateset by peer, PNC protocol err@ff T Serveeconnects.

It does not matter whether such errors occurred during connection initialization or later when transfers are taking
place. That is, any connection error or PNC protocol error catiB&sServeab remove any existing connection

objects and attempt to create a new PNC connection. This alldwWisServeao be independent of DMZ Gateway
configuration.EFT Servestarts working with DMZ Gateway as soon as DMZ Gateway is running and configured
properly.EFT Servarolls DMZ Gateway using the Connect() function while trying to maintain the PNC connection
in a proper state. Any error causes a reconnect.
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CLIENT IMPERSONATION

DMZ Gateway performalient impersonationwhich means it replacdsFT Server so&ket IP addresses and port

settings with values taken from the connecting client socket. None of the sockets created through DMZ Gateway
have the DMZ Gateway IP address and port; instead, all sockets created through DMZ Gateway have the IP address
and portof the client connection. All information stored in logs or shown in the Administrator status pane have the
actual connecting client IP addresses and ports.

Authentication is delegated to the back eB&# T Serveas if the client were logging in directly EFT Servdrom

the internal network. DMZ Gateway essentially acts as a Layer 3 router and simply routes data from the client to
EFT ServeShown below is the general sequence. This sequence assumé&=h&ervdras already established

the Peer Notitation Channel (PNC) to the DMZ Gateway.

1. Client makes socket connection to DMZ Gateway.

DMZ Gateway sends notification messag&l Servarsing PNC.

EFT Server opens a new outbound connection to DMZ Gateway Server.

DMZ Gateway "glues together” theasit socket withEFT Servesocket established in step 3.

DMZ Gateway routes data between client d86T Server

S T

Client andEFT Servegroceed as if the client were connected directlyBBT Server

DMZ GATEWAY PACKETORWARDING

DMZ Gateway is not a nebsk hardware device like a bridge/router, so it does not "pass through™ modified

packets. The DMZ Gateway application (at the application layer) reads in a buffer full of data from the client TCP/IP
stream (~4KB) and then sends that data dZEl ServerBECP/IP socket. They are completely different TCP/IP

packets, with different source and destination locations. The headers, therefore, are different; depending upon the
routes, the packet fragmentation, window size, and so on might be different, howewepahload is NOT

changed at all.

SECURING DMZ GATEWMAATA

DMZ Gateway allows or restricts incoming EFT Server Peer Notification Channel (PNC) conneetiansba®
address. No username/password credentials are sent over the channel to establish the connection. The data over
this channel is a binary header/payload message system with name/value pairs and serialized data. There is
nothing sensitive containeith the PNC notifications that requires encryption.

The brokered sockets that "glue together" client connectionEFd Serveare not encrypted unless you are using
SStor SSkhased protocols. You should use S8lSSHhased protocols to encrypt sensiéi information. If a

client is using a plain text protocol to communicateBBT Servethen the path from the client to DMZ Gateway is

in clear text, and the data traveling over the WAN is vulnerable to malicious users. Securing the data on the short
path from DMZ Gateway tBFT Servearrovides little added security, because the route from the DMZ Gateway to
EFT Serves owned by the same enterprise, and not likely to have threats; however, if the client is connecting to
EFT Servarsing SFTP or an S&ised protocol (FTPS or HTTPS), then the data is encrypted when it is sent to the
DMZ Gateway, and the bytes are passed throughRd Serveand to the WAN in that same encrypted format.
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DMZ Gateway configuration is obtained only fr&fRT Serveand useduntil changed aEFT ServeiThe

configuration tells DMZ Gateway on which ports and IP addresses it should listen (e.g., 21, 22, 80), and which IP
addresses are allowed access. The ports and IP addresses can be configured for each Site indefigiliently.
Serversends new configuration to DMZ Gateway, which restarts the listening sockets if needed. The configuration
is never stored on DMZ Gateway.

i Connect | |
[ 2l [
I Accepl I Cheack IP Access [
e [
| | Assign 1D [
| [
| | Matify Connect & send D [
| } =
| | Connect and send D [
L e 4
| D Create Redirector by ID |
| [
: :_ Send connection confirmation |
L‘ Transmit data | Transmit data [ Attach connection to engine (ex: FTP)
I through command socket » | . through command socket |
|

|

If the PNC connection is broken, DMZ Gateway stops listening on all sockets and waiiB Ti®@rveeconneds
to the PNC. All existing sockets are open and continue working normally EbficBervaeconnects, DMZ
Gateway restarts all listening sockets and continues operation.

INSTALLING& ACTIVATINGDMZ GATEWAY

The topics below provide instructions for insirad) and activatingdMZ Gateway.

SYSTEM REQUIREMENF®R DMZ GATEWAY

The GlobalSAPE Quality Assurance team tests our products with a variety of operating systems, software, and
hardware. It is possible for DMZ Gateway to function with other operating systems, software, and hardware, but is
only tested and approved for use with thdlfawing:

e XP Pro, Vista, Server 2003, and Server 2008

e x86 compatible processor (tested with 600 MHz dual zeon to 3Ghz dual core)
e 1GB memory

e 1024x768 resolution or higher display

e DMZ Gateway Enterprise (mufite) accepts incoming connections only frBfT Server Enterprise
version 6, and EFT Server version 5.

e DMZ Gateway singiBite version accepts incoming connections from EFT Server versions 5 and 6, and EFT
Server Enterprise version 6.
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INSTALLING DMZ GATEAY

Two versions of DMZ Gateway are available: DMZ Gateway (single Site) and DMZ Gateway Enterpi$emulti
DMZ Gateway (single Site) is available as aroadahodule to EFT Server (bagicEFT Server Enterprise. DMZ
Gateway Enterprise is available only with EFT Server Enterprise edition. Neither edition requires the use of a trial
serial number, however, both have a-8@y trial period after which you must provide a serial number to torg

using the product.

@ EFT Server and DMZ Gateway must be installed on separate computers.

For details of clustering with the DMZ Gateway, refer to
http://help.globalscape.com/help/guides/InstallingDMZGatewayInCluster.pdf

To install DMZ Gateway (single or multi -site)

1. Close all unnecessary applications so that the installer can update system files without rebooting the
computer.

2. The DMZ Gateway is iradied with the same installer used to install EFT Server. Start the installer. The
Choose an installepage appears.

lobalSCAPE EFT Server Enterprise Installer Setup el |

GlobalSCAPE EFT Server Enterprize

Choose an installer:

EFT Server Enterprise

EFT Server Enterprise
DMZ Gatewayisingle site)
DMZ Gakeway Enterpriselmulki-sike)
SECUrE .ﬁ:u:l Hioc Transhzr Madule

Mexk = I Cancel

3. ClickDMz Gateway (single sit&yr DMZ Gateway Enterprise (muiite), then clickNext. The installer
description appears.



http://help.globalscape.com/help/guides/InstallingDMZGatewayInCluster.pdf

. GlobalsCAPE EFT Server Enterprise Installer Setup =] |

GlobalSCAPE EFT Server Enterprize

Choose an installer:

DMZ Gakeway Enterprise can be paired with any number of
EFT Server Enterprise Sites {or hosts),

CMZ Gatewaw Enterprise should be installed in wour
demilitarized zone (DMZ), sa it can braker transackions
between external business partners and EFT Server
Enterprise residing secureky behind wvour corporate Firewall,
Wehen you use DMZ Gateway Enterprise, no data resides in
the DMZ, authentication takes place on the back-snd EFT
Server Enkerprise, and no holes are punched through wour
internal Firewall in an east- =west {inbound) Fashion.

Mext = I Cancel |

4. ClickNext. TheWelcomepage appears.

. DMZ Gateway 2.0 (multi-site) Setup =] |

Welcome To the DMZ Gateway 2.0
(multi-site) Setup program

This wizard will guide wou through the installation of DMZ
Gateway 2.0 (mulki-site],

It is recommended that vou close all okher applications
before starting Setup. This will make it possible ko update
relevant system files without having to reboak vour
corpuker,

Click. Mext bo continue,

Mexk = I Cancel

5. ClickNext. TheLicense Agreemerdppears.
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DMZ Gateway 2.0 (multi-site) Setup

License Agreement g
Please review the license terms before instaling DMZ Gateway 2.0 {mulki-site], .,‘\&
-

Press Page Down ko see the resk of the agreement,

SMZ Gakeway Version 2 ﬂ
License and Suppaort Agreement

BEY INSTALLIMG OR USIMG THE EMCLOSED SOFTWARE OR REGISTRATION NUMEER,
Yo AGREE AMD ARE SUBJECT TO THE SOFTWARE LICENSE TERMS SET FORTH BELOW,
If wou do not agree to the terms of this agreement, do not install the Software or use
any registration number that was provided with the Software, You may return the
Software ko the place of purchase For a refund iF wou have not used the registration
cerial number.

=l

If wou accept the kerms of the agreement, click. I Agree to conkinue, You musk accepk the
agreement ko inskall DMZ Gateway 2.0 {mulki-site),

< Back I I Agree I Cancel |

6. Readthe license then clickAgree TheChoose Install Locatiopage appears.

[::] DMZ Gateway 2.0 (multi-site) Setup [_ O] |
Choose Install Location ié*f 7|
Choose the Folder in which toinstall DMZ Gateweay 2.0 (mulki-site), E'%
-

Setup will install DMZ Gateway 2.0 {multi-site) in the Following Folder. Toinstall in a different
fFolder, click Browse and select another Folder, Click Mext ko continue,

Destination Folder

_:\Program Files!GlobalSCAPEIDME Gatewaw Enter Browse, ., |

Space required: 3, 4ME6
Space available: 6.9GE

< Back I Mext = I Zancel
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TheDestination Foldebox displays the default location. Keep the default displayed in the boxcér cl
Browseto specify a different location. Also displayed is the amount of hard drive space required to install
the program.

ClickNext. The shortcuts page appears.

[37;:4 DMZ Gateway 2.0 (multi-site) Setup =] |
Chooze Start Menu Folder {ﬁ?l"ﬁ
hoose a Start Menu Folder For the DMZ Gateway 2.0 {mulki-site) shorbouts, }Zj{.%
-

Select the Start Menu Folder in which wou would like to create the program's shorkcuts, You
can also enter a name bo create a new folder,

Accessaries
Adrminiskrative Toaols
Games

Skartup

I_ Do nok create shortouks

< Back I Inskall I Cancel

A shortcut to open the DMZ Gateway interface will be installed on the Start Menwidex talled
GlobalSCAPE ou can keep this default location, specify a different location in which to install the
shortcut, or select théo not create shortcutgheck box if you do not want to create shortcuts.

Clickinstall. The product is installed arttle installation log appears.

11
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. DMZ Gateway 2.0 (multi-site) Setup _ [T <]

Installation Complete
Setup was completed successFully,

Completed
Extract: gwpc.dl... 100% ﬂ

Extrack: QWiaervice, exe, ., 100%

Ctput Folder: CiProgram FilestGlobalSCAPENDMZE Gateway Enterprise

Extract: aWwadmin.exe, .. 100%

Cukput Folder: C:\Program FilesiGlobalSCAPE\DME Gateway Enterprise

Execube: "CW IMNDOW S system32iregsywr32” fs "CHiProgram FilesiGlobalSCAPEIDME. ..
Created uninstaller: C:\Program FilesiGlobalSCAPEIDME Gateway Enterpriseiuninstall, ..
Cukput Folder: C\Documents and Settingsigsuseri,Start Menu'|ProgramsGlobalsCaPE
Create Folder: Ci\Documents and SettingsigsuserSkart MenuProgramsiGlobal SCAPE. . .
Create shorkouk: ChDocuments and SettingsigsuserSkart MenuiProgramsiclobalsCa. ..
Create shorkouk: ChDaocuments and SettingsigsuserSkart MenuiProgramsiclobalsCa. ..

Completed =
| Mext = | |
9. ClickNext. The completed page appears.
Bl pM2Z Gateway 2.0 (multi-site) Setup [ ] i

DM/ Gateway 2.0 {multi-site) was
installed successftully.

DMZ Gateway 2.0 {multi-site) has been installed on your
compuker.

¥ Launch Administrator Inkerface

¥ show Readme

< Bach: I Finish I Cancel

12



TheLaunch Administrator Interfacend Show Readmeheck boxes are selected by default. Clear the
check boxes if you do not want to read the release notes or launch the interfacmnfigure DMZ
Gateway. (You can also access the release nottes.txt, in the installation folder.)

10. ClickFinish
e If you left theShow Readmeheck box selected, the release notes appear.
e If you left theLaunch Administrator Interfaceheck box selaed, the Welcomepage appears.

Welcome to GlobalSCAPE DMZ Gateway |

Welcome to DMZ Gateway Enterprise!

Dwring your 30 day trial period, all features are fully

functional.
EFT Server

If you have already purchased a license for DMZ
Gateway Enterprise, click Activate Now below to
activate the software. Click Continue Trial to proceed
with the evaluation.

sSupport Note: You must be connected to the Internet to activate

DMZ Gateway
Enterprize

Contact Sales

Contact Us: DMZ Gateway Enterprise.
1-800-290-5054 or

1-210-308-8267 E2009 BlobalSCAPE, Inc. All rights reserved.

Enter Serial Murnber I Start Trial

11. Activate DMZ Gatewanyr start the trial evaluation.

12. If a message appears asking if you want to start the DMZ Gateway servic¥geslitkeDMZ Gateway
Administrator interfaceappears. If you have already provided the DMZ Gateway computer's IP address to
EFT Server, the interface should show that you are connected. If not, connect to EFT Server and provide
the DMZ Gateway'$’laddress on th&atewaynode of the Site an€onfigure DMZ Gatewdg connect
to EFT Server.

13
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.DMZ Gateway Enterprise 1 =]
File Action Help
gt B

DMZ Gateway service status: & The DMZ Gateway service is conmected to EFT Server,

Selected profile status: & Connected to EFT Server.

Select a profile below or Configuration settings for : Profie
create a new one:
El-dw Al Profiles S JElE A i
i Profile ; Listening IP for Bl istening IP For
E;—g incoming clients: ] Server: Park:
i ¥ |1D.D.1.2 'I =1 0.0.1.2 |44SDD e
Remote Client OME EFT Server {inside
{outside your it your nekwark
network) i IP Banfallow List |
Mapping of dient-facing port assignment to connected EFT Server sites for this profile: |
Port 8080 was assigned to [MySite]:[K2003%M] on 10.0.0,100
Part 443 was assigned ta [MySite]:[K2003vM] on 10.0.0,100

Mew Rename |
apply Close

|DMZ Gateway service is running.

ACTIVATING DMZ GATEXY

To continue using DMZ Gateway after B@day trial has expired, you must activate it by registering the serial
number.

To activate online, you must be connected to the Internet, and registration must be performed through EFT
Administrator on the EFT Server computer. You cannot activate thraugmote installation of EFT Administrator.

You can also-eail the manual registration information to GlobalSCAPE Technical Support. GlobalSCAPE will
confirm your registration and send youragfile. You can send themail from any computer with Intmet access,
and then transfer theregfile to the computer on which you are installing the software.

e If you are moving a Server from one computer to anotleentact the GlobalSCAPE customer service
team or your account manager so that we can adjust yamoount on our activation and registration
server. Activation on the new computer will not be possible until the adjustment is made.

e If you are upgrading a Server residing in a clustered environmeentact GlobalSCAPE technical support
for assistance.

o If EFT Servas installed on Windows 2008g in toEFT Serveas a user with an account having
administrator privileges instead of "Local System" privileges to writertiggfile to the registry.

14



To activate DMZ Gateway

1. Open the DMZ Gateway Administoatinterface and clicEnter Serial NumberfTheOnline Registration
dialog box appears.

=

Online Registration

Senial Humber: || Reqgister

Mame; | Cancel

i

I Update user infarmation [optional) Prasy...

I~ Feqister manually [if onling registiation Fails)

2. IntheSerial Numbefield, provide your serial number.
3. In theNamefield, provide your name and/or your company name.

4. (Optional) If you have changed the name on #teount since registering the trial or previous serial
number, select théJpdate user informationcheck box.

5. If you are behind a proxy, cli€koxyand configure the proxy settings.

If a firewall or a proxy server is in use, your network administratoulshensure that outbound por
80 is open during the registration process.

6. ClickRegister You should receive a message confirming registration.
7. ClickOK Registration is complete.

If you have any problems with activation, visit GlobalSCAPE CustomerSapp
http://www.globalscape.com/support/customerservice.aspx

CONFIGURING DMZ GAWRAY

The topics below provide instructions for configuring DMZ Gateway.

THE DMZ GATEWAY INTRFACE

The DMZ Gateway Enterprise interface is used for mapping and viewing DMZ Gateway connections. The group of
configuration settings is calledRrofile The interface displays the configuration fbe last Profile modified or

viewed the last time the interface was opened or the first (default) Profile if no "last viewed" profile value is
available.

The DMZ Gateway service status appears in the Status area with the status of the Profile setbetdde

e Ared icor® indicates that the DMZ Gateway Service is not running.

e Awarning icor'*. indicates that the DMZ Gateway Service is running, but one or more profiles have
errors or the profile is ready and listening, but no Servers are connected.

e Agreen icor® indicates that the DMZ Gateway Service is running and connected to EFT Server.

When a Profile is selected in the Profile tree, its status appears in the Status area (e.g., "Connected to EFT Server"),
and the right pane displays its configuati

15
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DMI Gateway f;i E
Main menu J' Fie Action Help
andtoolbar L pPaLLEL
J' DMZ Gateway service status: @ The DMZ Gateway service is connected to EFT Server,
Status area
Selected profile status: @ Connected to EFT Server,
4 Sedect a profile below or Configuration settings for : Profie \\
creabe & New one:
ol By for Listening IP f
¢ Profle Listening IF = ening IP for
¢ gg incorming chents: EFT Server Port:
=* |woois = &5 1000105 =] [44500 ==
Remote Chent oMz EFT Server
x outside iresidia
Profiletree < Lm"ﬁr G b Bargillow List (mr.wk)m
\ Right pane
irg of chient-faci i to connected EFT Server sites for this profile:
Port 2121 was assigned to [Myste]:[Karlaz003] on 10,0.0.124
Fort B050 veas assigned to [MySite ]:[KarlaZ003] on 10.0.0.124
b
e | e | Pt s
*Cinily Enterprise DMZ will have
thesa functions availble,
|DHZ Gatevesy servios i runving

When theProfile node is selected in the Profile tree, the mapping box in the right pane displays the port
assignments used by DMZ Gateway to conned&Rd Serve(The ability to create new profiles, rename profiles,
and delete profiles is availabinDMZ Gateway Enterprismly.)

CONFIGURING DMZ GAWAY

Configuring DMZ Gateway includes specifying the listening IP address for incoming clients, specifying the listening
IP address and port f&FT Serveand specifying the IP addresses that are allowed or denied access.

To configure DMZ Gateway

1. IntheProfilestree, click the defaulProfile or clickNewto create a new profile(Creating a ng Profile is
available only in DMZ Gateway Enterprise.)

16
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File Action Help

O oz

DMZ Gateway service status: #y The DMZ Gateway service is connected to EFT Server.

Selected profile status: #w Connected to EFT Server,

Select a profile below or Configuration settings for : Profile
create a new one:
= dw All Profiles G e
Profile Listening IP for Bl = istening IF Far
® i‘;] g incoming clienks: ;ﬂi e EFT Server Port:
I — (000105 v e [in0010s  w| 44500 =
Remate Clisnt DMz EFT Server

{outside your

Gatewa g {inside wour
netviarky ¥ IP Ban/allow List nietwark)

Mapping of client-Facing port assignment to connected EFT Server sites For this profile: |
Port 2121 was assigned to [MySite]:[Karla2003] on 10,000,124
Port 8030 was assigned to [MySite]:[Karla2003] on 10.0.0,124

4 4 apply Close

*Only Enterprise DME will have
these functions availble,

DMZ Gateway service is running.

2. Inright pane, in the.istening IP for incoming clientsox, specify the IP address on which DMZ Gateway
listens for connections or cligkl Incoming

3. InthelListening IP for EFT Servaand Port boxes, specify the IP address and port on which DMZ Gateway
communicates witlEFT Serveor clickAll Incoming

The connection will be refused if the port is being used by another DMZ Gateway/Site or if the
address is on the IP address ban list.

4. (Optional) All IP addresses are granted access by default. To grant or deny access to specific IP addresses,
clicklP Ban/Allow List ThelP Ban/Allow Listlialog box appears. Refer @ontrolling Accesby IP
Addresdor the procedure.

5. ClickApplyto save the changes on DMZ Gateway. When you make changes to DMZ Gateway Server, you
must stopand restartany Site connected to DMZ Gateway.

CREATING ANDMANAGING PROFILES

DMZ Gateway has a defafitofilefor which you define the listening IP address and port of EFT Server and the IP
address ban list. When DMZ Gateway (sifgjte) connects, only the dadlt Profile is displayed. DMZ Gateway
Enterprise allows you to define multiple Profiles. The graphic to the right of the Profile list illustrates the mapping
between systems.

17
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Select a profile below or Configuration settings for: Frofie
creake a new one:

= Al Profiles

i - isteni | — Listening IF For EFT
& FProfile -y Listening IP For Bl
§ 1;'5 incaming clienks: %é Server: Port:
b |
S —b (1000157 5] e l10.0.0.187 | |44s00 <=

Remote Client OME EFT 3erver {in side

{outside your wour network)
nekwork) Gateway b panyaliow List

fapping of client-facing port assignment to connected EFT Server sites For this profile: |
Part 2121 was assigned ko [Myaite]:[K2003¥M] an 10.0.0,124

Port 2222 was assigned ko [Myaite]:[K2003WM] on 10,0.0,124

Port S080 was assigned ko [MySite]:[K2003WM] on 10,0.0, 124

Port 443 was assigned bo [MySite]: [K2003%M] on 10.0.0,124

Part 990 was assigned bo [MyaSite]: [K2003WM] on 10.0.0.124

Mew Renarme
Close |

When you open the DMZ Gateway Enterprise interface, it displays the confggufar the last profile modified or
viewed the last time the interface was open. You can only create, rename, and delete Profiles in DMZ Gateway
Enterprise.

When you create a profile, you assign the Listening IP address for the incoming clients aistettied_IP address

and port for EFT Server. If an IP address is specified in the Profile's configuration settings (instead of All Incoming),
and that IP address is not present on the system (e.g., the IP addresses are dynamic), the Profile is loamted in er
and the error is sent to the DMZ Gateway log and the Windows Event log.

To create profiles

1.
2.
3.

Open the DMZ Gateway interface.
In the Profilestree, clickNew. A new Profile appears in the tree.

Provide a name for the Profile. The name is limited to I28acters, but only approximately the first 8
characters will be displayed without scrolling
ClickApply.

The DMZ Gateway interface automatically increments the port number by one. If you change it back to
the same port and IP address as another profiteerror prompt appears. Cli€kkand then adjust the
settings.

To rename a profile

1.
2.

Open the DMZ Gateway interface.

In the Profilestree, click the Profile that you want to rename, then ciRéname The name becomes
editable.

Provide a new name for the &file, then press ENTER. The name in the tree updates and the name in the
right pane afterConfiguration Settings foupdates.

ClickApply.
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To delete a profile

You cannot delete the Profile if it is the only Profile configured.

1.

2.

Open the DMZ Gateway inteice.

In the Profilestree, click the Profile that you want to delete, then click the delete i& A confirmation
message appears.

ClickYes The Profile is removed from the tree.

ClickApply.

CONTRQLING ACCESS BY IDARESS

By default, all IP addresses are granted access to DMZ Gateway. You can grant access to only one specific IP
address or a range of IP addresses, or deny access to one specific address or a range of addresses.

To grant/deny acces s by IP Address

1.

2.

In the Profile tree, click the defauftrofile or clickNewto create a new profile(Creating a new Profile is
available only in DMZ Gateway Enterprise.)

ClicklP Ban/Allow ListThelP Ban/Allow Listialog box appears.
IP Ban/Allow List

IP Access rules For EFT Server connections

By default, all peer EFT Servers will be @ + Granted access

@f (" Denied access
Except those lisked below:

ArCcess IP Address {3ubnet Mask) add. .

il

(019

The dialog boxlisplays the IP addresses that are granted or denied access. By default, all IP addresses are
granted access, so when Granted access is selected, no exceptions are displayed below.

ClickGranted acesor Denied access
e If most IP addresses aaflowedaccess, clickranted accesghen add the exceptions.
e If most IP addresses adeniedaccess, clickenied accesghen add the exceptions.

ClickAdd. ThelP Maskdialog box appears.
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IP Mask

1P mask:

IP mask infio; s - exact match
WY - range
i - any

Example: 200.200.100-200.*

| Cancel

6. Specify theP address or range of IP addresses to which you are denying or granting access. You can use
wildcards to select ranges of IP addresses.

7. ClickOKto close thelP Maskdialog box. The IP address/mask appears in the exceptions list.
8. ClickOKto close thelP Access/Ban Listlialog box.
9. ClickApplyto save the changes on DMZ Gateway.

MANAGING DMZ GATEWAY

After DMZ Gateway is installed and configured, you can view statistibe ®MZ Gateway service in ttatus
pane. TheStatuspane in the DMZ Gateway interface shows the size of items transferring through DMZ Gateway,
and indicates whether DMZ Gateway is connected, not connected, running, or not running.

You can start, pae, restart, or stop the DMZ Gateway service on the DMZ Gateway main menu or toolbar.

File Action Help
o [l _L3

To start the DMZ Gateway

e Onthe DMZ Gateway main menu, cliaétion >Startor clickStart kon the toolbar.

To pause the DMZ Gateway

e Onthe DMZ Gateway main menu, klikction >Pauseor clickPausellon the toolbar.

To restart the DMZ Gateway

e Onthe DMZ Gateway main menu, clittion >Restartor clickRestartmron the toolbar.

To stop the DMZ Gateway

e Onthe DMZ Gateway main menu, clittion >Stopor clickStopMon the toolbar.

@ When you make changes to DMZ Gateway, you must ataprestart any Site connected to the Gateway.

In the WindowsServicegslialog box, the service is call&obalSCAPE Gatewaand in the Task Manager, it is
calledGWService.exeThe DM Gateway interface is call&WAdmin.exdn the Task Manager.
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DMZ GATEWAY STATUS

The top pane of the DMZ Gateway interface displays the DMZ Gateway service status and the selected profile's

status. The pane displa:
e When DMZ Gateway service is stopped.

e When DMZ Gateway service is running but no Site is connected to the selected profile.

e When DMZ Gateway service is running and there is a Site connected to the profile and a port is assigned.

e When DMZ Gateway servigerunning and there is a Site connected to the profile, but no port is assigned.

DMZ Gateway Enterprise g

File Action Help

MM

DMZ Gateway service status: § The DMZ Gateway service is connected to EFT Server,

Selected profile status: & Connected to EFT Server,

When theAll Profilesnode is selected, as shown below, tBerver Statuarea displays the size of items
transferring through DMZ Gateway. (BecaddleProfilesis selecéd, no status appears in the Selected profile
status area.)

DMZ Gateway Enterprise g

File Action Help
(A | e ¢

DMZ Gateway service status: @ The DMZ Gateway service is connected ko EFT Server,

Selected profile status:

Select a profile below or Seryver Status:
creake a new one: p— . .
: accepted Client Connections
=@ [GlEElEE Rejected Client Connections 0
& afdadf Connections Closed 0
& Profile 1 ackive Clisnt Connections 0
Client Bytes Read 0 bytes
Client Bytes Writken 0 bytes
EFT Server Bytes Read 0 bytes
EFT Server Bybes Writken 0 bytes
Client Bytes Read(s 0Ejs
Client Bytes Write/s 0Els
EFT Server Bytes Read)s 0Els
EFT Server Bytes \Write/s 0Ejs

I¥ Enable DMZ Gakeway <-» EFT Server debug logging (Logs are placed in installation Folder, )

[ [=
| Close

DME Gabeway service is running.
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Server statistics include:

e Accepted Client e Client Bytes Read e Client Bytes Read/s

Connections . . . .
e Client Bytes Written e Client Bytes Written/s

*  Rejected Client Connection: EFT Server Bytes Read e EFT Server Bytes Read/

e Connections Closed o EFTServer Bytes e EFT Server Bytes

e Active Client Connections Written Written/s

When theAll Profilesnode is selected, a check box appears at the bottom of the right pane that allow you to
enable or disable debuggging

DMZ GATEWAY LOGGING

The following events are logging to the Windows Event log:
e When the DMZ Gateway service is started.
e When the DMZ Gatwvay service is started.
e When an EFT Server attempt to bind to a port fails.
e When the DMZ Gateway is unable to start the listener due to an IP address change.

A log file DMZActivity.log is created in the installation root directory for the current DMZeBey session. The
log file records the DMZ Gateway service starting and stopping time (the tire€-orServaromputer) and EFT
Server connection requests.

The DMZ Gateway-x< EFT Server connection activity can be logged in the log file if the registyyoé
DMZ_ROOT/Settings/Use activity log exists with a value ofes . This registry setting can be changed
in the DMZ Gateway Administrator interface by selectingEnable DMZ Gateway-x EFT Server debug logging

You can also configure the registryttgey manually by running the scripBMZActivityLogSetting ON.regr
DMZActivityLogSetting_ OFF.refpund in the installation directory:

By default, each log file has maximum size of j1024*1024, and 10 rotation files are used for archiving. The rotation
files are namedMZActivity.log_#wvhere#is the number of the archive, 1 through 10. After the 10th log file

reaches its maximum size, numbering starts again with number 1. If you want to create EFT Server Rules to clean
up the archives, be sure you spgdhe cleanup by date and use a wildcard for the number. (For example,
DMZActivity.log_*)You can edit the log file name and location, maximum file size, number of files to be used for
archiving, and so on in the logging configuration fid@ging.cfgn the installation directory. The log content is
compliant withWw3Cconvention. See theog Examplebelow.

To log connection activity to the file
1. Open the DMZ Gateway Administrator interface.

2. Inthe Prdfile list, clicRll Profiles TheServer Statusppears in the right pane.
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DMZ Gateway Enterprise

File Action Help
Il m

DMZ Gateway service status: & The DMZ Gateway service is connected to EFT Server.

Selected profile status:

Select a profile below or
create a new one!

Server Skatus:

y Accepted Client Connections 0
=@ Al Proﬁh_es Rejected Client Connections 0
& Profile Connections Closed 0
Active Client Connections 0
Client Bytes Read 0 bytes
Client Bytes Writken 0 bytes
EFT Server Bytes Read 0 bytes
EFT Server Bykes Written 0 bytes
Client Bytes Read/s 0B/s
Client Bytes Write/s 0B/s
EFT Server Bytes Readls 0B/
EFT Server Bytes \Write/s 0EB/s

[+ Enable OMZ Gakeway <-= EFT Server debug logaing (Logs are placed in installation Folder )

Tew
Apply | Close

DMZ Gateway service is running.

Select theEnable DMZ Gateway-x EFT Server debug loggicigeck box.
ClickApplyto save the changes.
Stop the DMZ Gatewagervice then restart it to verify that the log is created.
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