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USING THE COM APPLICATION PROGRAMMING INTERFACE  

Performing complex yet repetitive administrative tasks over a large enterprise can be very time consuming in a 
user interface. With scripting, you can automate tasks to save time and avoid user error. In 2004, GlobalSCAPE 
added a COM Application Programming Interface (API) to Secure FTP Server. Later that same year, COM API 
support was included in the first release of EFT Server. With this COM API support, you can interact with 
GlobalSCAPE's server products directly from your own custom applications using any COM-enabled programming 
language with the integrated development environment (IDE) of your choice. To create a new script file or 
program, you must have familiarity with programming concepts and, ideally, some experience with a COM-enabled 
programming language. This guide assumes you know how to create and execute a script and simply provides 
descriptions of the classes, methods, and properties in the GlobalSCAPE Server COM API. Few examples are 
provided; if you need assistance creating scripts, GlobalSCAPE Professional Services can create custom scripts for 
you.  

 

Be sure to heavily document/comment your script. Adding descriptive comments to your script now will remind 
you and others of the purpose of the script, and makes it easier to borrow sections of script to use later in other 
scripts. A year from now, when you don't even remember writing the script, you'll be glad you added 
comments. 

To find the interface, method, or property that you need to use in your script 

 Look in the table of contents, which lists actions you might want to perform (e.g., Retrieving the File Path 
for Certificates (GetCertFilePath)) 

 Use the Search feature in help or the PDF to locate words or phrases within the content of the topics. 
(e.g., "certificate" yields ~50 topics; "certificate country" yields ~12 topics) 

 Look in the Index tab of the help, which provides an alphabetical listing of every method and property in 
the COM API. (e.g., GetCertFilePath, GetChangePwd, GetCheckClientCert) 

 

This guide is intended as a supplement to the EFT Server/Secure FTP Server user guides. For an understanding 
of the concepts in this supplement, please refer to those guides. 

THE SFTPCOMINTERFACE.CISERVER CLASS 
The SFTPCOMInterface.CIServer class is the class that an application can use directly. To start using the SFTP COM 
interface, you create the SFTPCOMInterface.CIServer class object, and then apply the methods and properties in 
the object. 

For example: Set SFTPServer = CreateObject("SFTPCOMInterface.CIServer")  

CIServer implements the ICIServer interface. 

For script examples, refer to Creating Scripts. 

Refer to the following Web sites for helpful information regarding scripting: 

 VBScript Run-time Errors - Reference of run-time errors. 

 VBScript Syntax Errors - Reference of syntax errors 

 Microsoft Windows Script Technologies - Lists the Windows script technologies and describes the 
functionality included in each technology. 

 

For an alphabetized list of every interface, method, property, enumeration, and constant, refer to the Index. 

http://www.globalscape.com/support/professional_services.aspx
http://msdn.microsoft.com/en-us/library/xe43cc8d(VS.85).aspx
http://msdn.microsoft.com/en-us/library/2z84dwk8(VS.85).aspx
http://msdn.microsoft.com/en-us/library/d1et7k7c(VS.85).aspx


GlobalSCAPE COM API 

26 

Available Interfaces 

 Server Interface (ICIServer) - Use the ICIServer interface to access and manage the Server and its 
attributes. 

 Multiple Sites Interface (ICISites) - Use the ICISites interface to list all Sites, to add Sites, and to find 
individual Sites on the Server. It can be obtained by using the Sites method of the ICIServer interface. 

 Single-Site Interface (ICISite) - Use the ICISite interface to manage individual Sites on the server. It can be 
obtained by using the Item and SiteByID methods of the ICISites interface. 

For example: Set Site = Sites.Item(0)  

 Permissions Interface Properties - Use the IPermission interface to set and manage folder permissions. 
Use ICISite::GetFolderPermissions to get folder permissions.  

 Audit Interface Methods - Use the ICIAudit interface to log a Secure Ad Hoc Transfer (SAT) email, file, or 
transaction. Use ICIServer Auditor to retrieve the Audit interface. 

 Client Settings Interface (ICIClientSettings) - Use the ICIClientSettings interface to manage client user or 
client group settings. Use ICISite::GetSettingsLevelSettings for group and ICISite::GetUserSettings for 
client.  

 Command Settings Interface (ICICommandSettings) - Use the ICICommandSettings interface to create or 
manage Site custom commands. Use ICISite::GetCommandSettings to access the interface. 

 Certificate Information Interface (ICICertInfo) - Use the ICICertInfo interface to obtain information about 
certificates. Use ICISite::GetTrustedCertificateInfo or ICISite::GetPendingCertificateInfo to access the 
interface. 

 Event Rule Interfaces - (EFT Server 5.2 and later) Use the Event Rule interfaces to manage Event Rules and 
their Events, Actions, and Conditions. 

 Report Information Interface (ICIReportInfo) - (EFT Server 6.1) Use the ICIReportInfo interface to retrieve 
information about EFT Server reports. 

 SSH Key Information Interface (ICISSHKeyInfo) - (EFT Server 6.1) Use the ICISSHKeyInfo interface to 
ǊŜǘǊƛŜǾŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ 9C¢ {ŜǊǾŜǊΩǎ {{I ǇǳōƭƛŎ ƪŜȅǎΦ 

WHAT'S NEW IN THE COM API? 

Methods, properties, parameters, and enumerators that were added, modified, or removed are listed in the tables 
below. Refer to the specific method, property, parameter, or enumeration topic for more information. 

MODIFIED 
The following enumerations were modified: 

Enumeration  How it's used  

EventActionType enumeration Enumerators and Constants 

PGPOperation enumeration 

ICISITES INTERFACE 

Methods and Properties  How It's Used 

Add Adding a Site (Add) 

AddADSite Adding an Active Directory Authenticated Site (AddADSite) 

AddLDAPSite Adding an LDAP Site (AddLDAPSite) 
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Methods and Properties  How It's Used 

AddLocalSite Adding a Local Site (AddLocalSite) 

AddNTLMSite Adding an NT Authenticated Site (AddNTLMSite) 

AddODBCSite Adding an ODBC-Authenticated Site (AddODBCSite) 

Item  Retrieving a Site's COM Interface by Site Number (Item) 

ICISITE INTERFACE 

Methods and Properties  How It's Used 

AddCertificateToTrusted Adding a Pending Certificate to the Trusted List 
(AddCerficateToTrusted) 

IsStarted Determining if a Site is Started (IsStarted) 

ICICLIENTSETTINGS INTERFACE 

¢ƘŜ ŦƛǊǎǘ ƻǳǘǇǳǘ ǇŀǊŀƳŜǘŜǊ όάLǎ ƛƴƘŜǊƛǘŜŘέύ ǘȅǇŜ ƻŦ ƳǳƭǘƛǇƭŜ L/L/ƭƛŜƴǘ{ŜǘǘƛƴƎǎ άDŜǘέ ƳŜǘƘƻŘǎ ǿŀǎ ŎƘŀƴƎŜŘ ŦǊƻƳ 
Boolean to VARIANT. This provides the possibility of using this parameter in VBS which does not allows output 
parameters of non-variant types.  

Methods and Properties  How It's Used 

GetAllowAnyPwd  Determining if Users Can Create Any Password (GetAllowAnyPwd) 

GetAllowMODEZ Determining if ModeZ is Allowed (GetAllowMODEZ) 

GetAllowNoop Determining if the NOOP Command is Allowed (GetAllowNoop) 

GetAllowXCRC  Determining if the XCRC Command is Allowed (GetAllowXCRC) 

GetAppletEnabled  Determining Web Transfer Client Access (GetAppletEnabled) 

GetChangePwd Determining if Users are Allowed to Change their Passwords 
(GetChangePwd) 

GetClearFTP Determining if Plain FTP Access is Allowed (GetClearFTP) 

GetClearHTTP  Determining if Plain HTTP Access is Allowed (GetClearHTTP) 

GetDownloadsPerSession  Retrieving a Download per Session Limit 
(GetDownloadsPerSession) 

GetEnableAccount Determining if a User Account or User Settings Level is Enabled 
(GetEnableAccount) 

GetEnableTimeOut  Determining if a User Can be Timed Out (GetEnableTimeOut) 

GetEnableDiskQuota  Determining if an Account has a Disk Quota (GetEnableDiskQuota) 

GetFTPS Viewing if FTPS is Enabled for a Client (GetFTPS) 
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Methods and Properties  How It's Used 

GetHasDownloadsPerSession  Determining if a User has a Download per Session Limit 
(GetHasDownloadsPerSession) 

GetHasMaxDownloadSize  Determining if a User has a Download Size Limit 
(GetHasMaxDownloadSize) 

GetHasMaxIPs  Determining for an IP Connection Limit (GetHasMaxIPs) 

GetHasMaxSpeed  Determining the Maximum Allowed Transfer Speed 
(GetMaxSpeed) 

GetHasMaxUploadSize  Retrieving a User's Upload Size Limit (GetMaxUploadSize) 

GetHasMaxUsers Determining if the Number of Concurrent Connections is Limited 
for Users (GetHasMaxUsers) 

GetHasPwdRetries  Determining Failed Password Limit (GetHasPwdRetries) 

GetHasUploadsPerSession  Determining if a User has an Upload per Session Limit 
(GetHasUploadsPerSession) 

GetHomeDir  Determining if Users Can Have a Home Folder (GetHomeDir) 

GetHomeDirIsRoot Determining if the Account Home Folder is the Default Root Folder 
(GetHomeDirIsRoot) 

GetHTTPS  Viewing if HTTPS is Enabled for a Client (GetHTTPS) 

GetIncorrectPasswordAttempts Determining the Number of Failed Password Attempts 
(GetIncorrectPasswordAttempts) 

GetLimitLoginAttempts  Retrieving Number of Login Attempts Allowed 
(GetLimitLoginAttempts) 

GetLockoutNotDisable Viewing Whether Account Lockout is Enabled for a User 
(GetLockoutNotDisable) 

GetLoginMsg  Determining How Users' Login Message is Defined (GetLoginMsg) 

GetMaxDownloadSize Retrieving a User's Download Size Limit (GetMaxDownloadSize)  

GetMaxIPs  Determining Number of Connections Allowed from the Same IP 
Address (GetMaxIPs) 

GetMaxSpace Determining the Disk Quota Size (GetMaxSpace) 

GetMaxSpeed  Determining the Maximum Allowed Transfer Speed 
(GetMaxSpeed) 

GetMaxUploadSize  Retrieving a User's Upload Size Limit (GetMaxUploadSize) 

GetMaxUsers  Determining the Maximum Concurrent Connections Allowed per 
User (GetMaxUsers) 

GetPwdRetries  Retrieving the Failed Password Limit (GetPwdRetries) 
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Methods and Properties  How It's Used 

GetSFTP  Viewing if SFTP Access is Enabled for a Client (GetSFTP) 

GetSftpAuthenticationType  Identifying the SFTP Authentication Type 
(GetSFTPAuthenticationType) 

GetSSHKeyID Retrieving the SFTP (SSH) Certificate ID (GetSSHKeyID) 

GetTimeOut  Determining How Long a Connection can be Inactive (GetTimeOut) 

GetUploadsPerSession  Retrieving a User's Upload per Session Limit 
(GetUploadsPerSession) 

GetUsedSpace Determining How Much Disk Space a User has Used 
(GetUsedSpace) 

GetSSLAuthenticationType  Identifying the SSL Authentication Type 
(GetSSLAuthenticationType) 

GetSSLKeyID  Identifying the SSL Key ID (GetSSLKeyID) 

SetHomeDir Allowing Users to Have a Home Folder (SetHomeDir) 

SetIncorrectPasswordAttempts Specifying the Number of Incorrect Password Attempts 
(SetIncorrectPasswordAttempts) 

SetLockoutNotDisable Setting Account Lockout for a User (SetLockoutNotDisable) 

ICIEVENTRULE INTERFACE 

Methods  How it's used  

GetParams  Event Rule Interface (ICIEventRule) 

SetParams  

AddIfStatement  

ICIEVENTACTION INTERFACE 

 Methods  How it's used  

GetParams Event Action Interface Properties (ICIEventAction) 

SetParams  

ICIIFSTATEMENT INTERFACE 

 Properties and Methods  How it's  used 

IfSection If Statement Interface (ICIIfStatement ) 

ElseSection 

Condition  
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ICIPGPACTIONPARAMS INTERFACE 

 Properties and Methods  How it's used  

Sign  Determining whether to Sign Encrypted Data (Sign) 

KeyIDs  Retrieving or Changing Keys to Encrypt/Decrypt Data (KeyIDs) 

ICIREPORTACTIONPARAMS INTERFACE 

 Properties and Methods  How it's used  

CustomDate Report Action Parameters Interface (ICIReportActionParams) 

DateFormat 

FilterAndOr 

FilterOperator1 and FilterOperator2 

ReportFileFormat 

ADDED 
The following methods, properties, and parameters were added. 

AS2 SEND ACTION PARAMETERS INTERFACE (ICIAS2SENDACTIONPARAMS)  

Parameter  How it's used  

LocalPath Specifying or Retrieving the Path to the File to Send  

UseClientProfile Specifying or Retrieving whether a Certain AS2 Outbound Profile is 
to be Used  

ClientProfile Specifying or Retrieving Username whose AS2 Outbound Profile is 
Used for this AS2 Send Operation  

DeleteSourceFile Specifying or Retrieving whether Source File will be Removed after 
Successful Delivery  

Host Specifying or Retrieving the Remote Host to which to Send the 
AS2 File  

Port Specifying or Retrieving the Remote Port to Send the AS2 File  

RemotePath Specifying or Retrieving the Path on AS2 Server to Send AS2 File  

User Specifying or Retrieving Username for Authentication on AS2 
Server  

Password Specifying or Retrieving Authentication Password for 
Authentication on the AS2 Server  

Subject Specifying or Retrieving AS2 Message Subject  

ContentType Specifying or Retrieving the Type of AS2 File to Send  

Compress Specifying or Retrieving whether AS2 File will be Compressed 
before Sending  
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Parameter  How it's used  

Encrypt Specifying or Retrieving whether AS2 Message will be Encrypted 
with AS2 Partner Certificate  

Sign Specifying or Retrieving whether AS2 Message will be Signed with 
Site Certificate  

PartnerCertificatePath Specifying or Retrieving Path to AS2 Partner Certificate  

AS2ID Specifying or Retrieving the AS2 ID of File Sender  

PartnerAS2ID Specifying or Retrieving the AS2 ID of the AS2 Partner to which 
you are Send an AS2 File  

ReceiptPolicy Specifying or Retrieving Type of Receipt Required for AS2 Message  

ReceiptDelivery Specifying or Retrieving Mechanism of Receipt Delivery Required 
for AS2 Message  

TimeoutSec Specifying or Retrieving the Timeout while Sending AS2 File  

RetriesCount Specifying or Retrieving the Maximum Amount of Sending Retries 
in the Case of Failure  

RetryDelaySec Specifying or Retrieving the Interval between Sending Retries  

AsyncReceiptTimeoutMin Specifying or Retrieving Maximum Wait Time for Asynchronous 
AS2 Receipt  

AUTOMATED WORKFLOW TASK EVENT ACTION PARAMETERS 
(AWTASKACTIONPARAMS)  

Property  How it' s used 

TaskName Automated Workflow Task Event Action Parameters Interface 
(AWTaskActionParams) 

BACKUP ACTION PARAMETERS (ICIBACKUPACTIONPARAMS)  

Property  How it's used  

Folder Backup Action Parameters (ICIBackupActionParams) 

CLIENT SETTINGS INTERFACE 

Methods  How it's used  

GetLimitAccessByIP Retrieving Allowed IP Address (GetLimitAccessByIP) 

IsActivityPeriodLimited Determining whether a User Account's Inactivity Period is Limited 
(IsActivityPeriodLimited) 

IsPasswordAgeLimited Determining if or when Account Password is to Expire 
(IsPasswordAgeLimited) 

SetLimitAccessByIP Setting Allowed IP Address (SetLimitAccessByIP) 



GlobalSCAPE COM API 

32 

ICICOMMANDSETTINGS INTERFACE 

Property  How it's used  

LogPath Specifying or Retrieving the Command Log Path (LogPath) 

EVENT INFORMATION INTERFACE PROPERTIES (ICIEVENTINFO)  

Property  How it's used  

Name Event Information Interface 

Type 

ICIPGPACTIONPARAMS INTERFACE 

 Properties and Methods  How it's used  

ASCIIArmoredOutput  Specifying or Retrieving PGP Action Output Encoded in Text Format 
(ASCIIArmoredOutput) 

CompressionLevel  Specifying or Retrieving Compression Level for PGP Encryption 
Operation (CompressionLevel) 

SignatureInSeparateFile  Specifying or Retrieving whether Signature will be Placed in 
Separate File (SignatureInSeparateFile) 

SigningHash  Specifying or Retrieving Hash Algorithm for Signing (SigningHash) 

SDAPassword  Specifying or Retrieving Password for SDA Operation 

REPORT INFORMATION INTERFACE PROPERTIES (ICIREPORTINFO)  

Property  How it's used  

Name Report Information Interface 

DefinitionPath 

SERVER INTERFACE METHODS AND PROPERTIES (ICISERVER)  

Properties and Methods  How It's Used 

AvailableEvents Retrieving a List of Available Events  

AvailablePGPKeys Retrieving a List of EFT Server's PGP Keys 

AvailableReports Retrieving a List of Available Reports 

GenerateReport Generating an EFT Server Report (GenerateReport) 

AvailableSSHKeys Retrieving List of Available SSH Keys (AvailableSSHKeys) 

ImportSSHKey Importing an SSH Public Key (ImportSSHKey) 

ModuleRegistrationState  Retrieving the Registration status of an EFT Server Module 
(ModuleRegistrationState) 
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Properties and Methods  How It's Used 

RemoveSSHKey Removing an SSH Public Key from EFT Server (RemoveSSHKey) 

SetSSLCertificate Specifying SSL Certificate for Administrator Connections 
(SetSSLCertificate) 

SITE INTERFACE METHODS AND PROPERTIES (ICISITE)  

Properties and Methods  How It's Used 

AutobanSensitivity Retrieving or Specifying the Auto-Ban Sensitivity 
(AutobanSensitivity) 

SetSSLCertificate Specifying the SSL Certificate for a Site (SetSSLCertificate) 

REMOVED 
The following methods were removed. 

CLIENT SETTINGS INTERFACE METHODS (ICICLIENTSETTINGS)  

Method  How It's Used 

GetAllowAnyPwd Determining if Users Can Create Any Password (GetAllowAnyPwd) 

GetAnonymousLogin Viewing Anonymous Logins (GetAnonymousLogin) 

GetHomeIP Determining if Users are Restricted to a Specific IP Address 
(GetHomeIP) 

GetHomeIPString Retrieving Users' Home IP Address (GetHomeIPString) 

SetAllowAnyPwd  Allowing Users to Create Any Password (SetAllowAnyPwd) 

SetAnonymousLogin  Allowing or Prohibiting Anonymous Logins (SetAnonymousLogin) 

SetHomeIP Restricting Users to a Specific IP Address (SetHomeIP) 

SetHomeIPString Specifying Users' Home IP Address (SetHomeIPString) 

SetIncorrectPasswordAttempts Specifying the Number of Incorrect Password Attempts 
(SetIncorrectPasswordAttempts) 

EVENT RULE INTERFACE (ICIEVENTRULE) 

Property  How It's Used 

Params  Event Rule Interface (ICIEventRule) 

EVENT ACTION INTERFACE (ICIEVENTACTION)  

Property  How It's Used 

Params  Event Action Interface Properties (ICIEventAction) 
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PGP ACTION PARAMETERS INTERFACE (ICIPGPACTIONPARAMS)  

Property  How It's Used 

Sign Determining whether to Sign Encrypted Data (Sign) 

REPORT ACTION INTERFACE (ICIREPORTACTIONPARAMS)  

Property  How It's Used 

Name Report Action Parameters Interface (ICIReportActionParams) 

Path 

SERVER INTERFACE METHODS (ICISERVER)  

Method  How It's Used 

AreLingeringTransactions Determining if Lingering Transactions Exist 

IsDBConnected Determining if Server is Connected to the ARM Database 

TIMER EVENT RULE PARAMETERS INTERFACE (CITIMEREVENTRULEPARAMS) 

Method  How It's Used 

LastPremature Timer Event Rule Parameters Interface (ICITimerEventRuleParams) 

LastTime 
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LIST OF METHODS, PROPERTIES, ENUMERATORS, AND 
CONSTANTS 

The tables below list each of the methods, properties, enumerators, and constants used in Secure FTP Server, EFT 
Server, and EFT Server Enterprise. The Applicable Version column indicates in which product and version number 
the method/property/enumeration/constant is available. In most cases, the method, property, enumeration, or 
constant applies to both EFT Server and Secure FTP Server, all versions. 

 

For an alphabetized list, refer to the Index. 

SERVER INTERFACE PROPERTIES (ICISERVER) 

Property  How It's Used 
Applicable 
Version  

AdminPort Editing the Administrator Port  All versions 

AllowClearCommandChannel Allowing a Clear Command Channel on the Server  
EFT Server 5.0.1 
and later 

AllowRemoteAdministration Allowing Remote Administration  All versions 

AllowUnprotectedDataChannel Allowing an Unprotected Data Channel on the Server  
EFT Server 5.0.1 
and later 

ARMDatabaseName Editing the ARM Database Name  
Secure FTP Server 
3.3 

ARMPassword Editing the ARM Password  
Secure FTP Server 
3.3 

ARMServerName Editing the ARM Server Name  
Secure FTP Server 
3.3 

ARMUserName Editing the ARM Username 

Secure FTP Server 
3.3 

AvailableEvents Retrieving a List of Available Events  

EFT Server 6.1 and 
later 

AvailablePGPKeys Retrieving a List of EFT Server's PGP Keys 

EFT Server 6.1 
and later 

AvailableReports Retrieving a List of Available Reports 

EFT Server 6.1 
and later 

AvailableSSHKeys Retrieving List of Available SSH Keys 

EFT Server 6.1 
and later 

CertificateFilePath Editing the File Path for Certificates  All versions 

CipherList Editing the Cipher List  
EFT Server 5.0.1 
and later 

ConnectedUsersNumber Retrieving the Number of Connected Users  
EFT Server 3.5.1 
and later 

EnableARM Enabling Auditing and Reporting  All versions 
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Property  How It's Used 
Applicable 
Version  

GenerateReport Generating an EFT Server Report (GenerateReport) 

EFT Server 6.1 
and later 

ImportSSHKey Importing an SSH Public Key (ImportSSHKey) 

EFT Server 6.1 
and later 

IPAccessAllowedDefault Finding or Setting the Default IP Access Mode  All versions 

KeyFilePath Editing the File Path for Private Key Files  All versions 

ListenIP Editing the Server Administrator IP Address  All versions 

LogPath Editing the Server Log Path  All versions 

LogRotation Rotating Logs  All versions 

LogType Editing the Server Log Type  All versions 

ModuleRegistrationState 
Retrieving the Registration status of an EFT Server 
Module (ModuleRegistrationState) 

EFT Server 6.1 
and later 

PassPhrase Editing Private Key Passphrases  All versions 

RemoveSSHKey 
Removing an SSH Public Key from EFT Server 
(RemoveSSHKey) 

EFT Server 6.1 
and later 

SetSSLCertificate 
Specifying SSL Certificate for Administrator Connections 
(SetSSLCertificate) 

EFT Server 6.1 
and later 

SMTPLogin Editing the Email User Name  All versions 

SMTPPassword Editing the Email Password  All versions 

SMTPPort Editing the Mail Server Port  All versions 

SMTPRecipientAddr Choosing Email Receiver Addresses  All versions 

SMTPRecipientName  Choosing Email Receiver Names  All versions 

SMTPSenderAddr Choosing the From Address in Server Emails  All versions 

SMTPSenderName Choosing the Server Email Sender Name  All versions 

SMTPServer Editing the Mail Server Address  All versions 

SSLVersionMask Retrieving or Setting the SSL Version Mask  
EFT Server 5.0.1 
and later 

UseSSLForAdministration Requiring SSL for Remote Administration  All versions 

SERVER INTERFACE METHODS (ICISERVER) 

Method  How It' s Used 
Applicable 
Version  

AddIPAccessRule Adding an IP Mask  All versions 

ApplyChanges Applying Changes to the Server  
Versions prior to 
EFT Server 5.0 
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Method  How It' s Used 
Applicable 
Version  

AreLingeringTransactions Determining if Lingering Transactions Exist 

EFT Server 5.2 and 
later 

Auditor Retrieving the Audit Interface (Auditor) 

EFT Server 6.0 and 
later 

ChangeAdminPassword Changing the Administrator Password  
EFT Server 4.3.4 
and later 

Close Closing the Administrator Connection to the Server  All versions 

Connect Connecting to the Server as an Administrator  All versions 

GenerateReport Generating an EFT Server Report 
EFT Server 6.1 and 
later 

GetAdminIPs Retrieving a List of Administrator IP Addresses  
EFT Server 4.3.4 
and later 

GetAllowedMasks Retrieving Allowed IP Address Masks  All versions 

GetDeniedMasks Retrieving Denied IP Address Masks  All versions 

GetLocalIP Retrieving the Local IP Address   All versions 

GetLocalTime Retrieving the Local Server Time  All versions 

GetServerAdminCount 
Retrieving the Number of Server Administrator Accounts 
on the Server  

EFT Server 4.3.4 
and later 

ImportSSHKey Importing an SSH Public Key 

EFT Server 6.1 and 
later 

IsDBConnected Determining if Server is Connected to the ARM Database 

EFT Server 5.2 and 
later 

ModuleRegistrationState 
Retrieving the Registration status of an EFT Server 
Module 

EFT Server 6.1 and 
later 

RefreshSettings Refreshing Server Settings  All versions 

RemoveIPAccessRule Removing an IP Address Mask  All versions 

RemoveServerAdminAccount Removing a Server Administrator Account  
EFT Server 4.3.4 
and later 

RemoveSSHKey Removing an SSH Public Key from EFT Server 

EFT Server 6.1 and 
later 

SetSSLCertificate Specifying SSL Certificate for Administrator Connections 

EFT Server 6.1 and 
later 

Sites Retrieving a List of Server Sites  All versions 
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MULTIPLE SITES INTERFACE METHODS (ICISITES) 

Method  How It's Used 
Applicable 
Version  

Add Adding a Site  All versions 

AddADSite Adding an Active Directory Authenticated Site  All versions 

AddLDAPSite Adding an LDAP Site  
EFT Server 4.3.4 
and later 

AddLocalSite Adding a Local Site  All versions 

AddNTLMSite Adding an NT-Authenticated Site  All versions 

AddODBCSite Adding an ODBC-Authenticated Site  All versions 

Count Retrieving the Number of Sites  All versions 

Item Retrieving a Site's COM Interface by Site Number  All versions 

SiteByID Retrieving a Site's COM Interface by Site ID  All versions 

SINGLE-SITE INTERFACE PROPERTIES (ICISITE) 

Property  How It's Used 
Applicable 
Version  

AssignFullPermissionsForHomeFolder Setting the Grant Full Permissions Option  All versions 

AutoBanIPsPermanently Banning IP Addresses  All versions 

AutobanSensitivity Retrieving or Specifying the Auto-Ban Sensitivity 

EFT Server 
version 6.1 and 
later 

AutoCreateHomeFolder Setting the Auto Create Home Folder Option  All versions 

BanIPOnDOS Banning Connections from Specific IP Addresses  All versions 

BlockAntiTimeOut Blocking Anti-Timeout Schemes  All versions 

BlockSiteToSite Blocking Site-to-Site FTP  All versions 

ConnectMessage Editing the Server Connection Message  All versions 

DisconnectOnDOS Limiting Consecutive Invalid Commands  All versions 

DOSLimit Managing the Consecutive Invalid Commands Limit  All versions 

EnablePortRange Enabling a Range of Ports for PASV Connections  All versions 

ExitMessage Managing a Site's Exit Message  All versions 

HasMaxConcurrentLogins Retrieving Maximum Concurrent Logins  Secure FTP Server 

HasMaxConnectionsPerAccount 
Retrieving or Setting Number of Connections per 
User to a Site  

All versions 

HasMaxIPPerAccount Limiting Connections from the Same IP Address  All versions 

HasMaxSpeed 
Enabling or Disabling a Site's Maximum Transfer 
Speed  

All versions 
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Property  How It's Used 
Applicable 
Version  

HasMaxUsers Limiting Concurrent Connections to a Site  All versions 

ID Retrieving a Site's ID  All versions 

InvalidAttemptsPeriod Viewing Invalid Attempts Period for a Site 

EFT Server 5.1.1 
and later 

IPAccessAllowedDefault Setting IP Addresses that have Access to a Site  All versions 

IsStarted Determining if a Site is Started  All versions 

LimitLoginAttempts Enabling Allowed Login Attempt Limit 

EFT Server 5.1.1 
and later 

LockoutNotDisable Enabling Account Lockout  
EFT Server 5.1.1 
and later 

LockoutPeriod Viewing the Lockout Period for a Site 

EFT Server 5.1.1 
and later 

MaxConcurrentConnections 
Retrieving or Setting Maximum Concurrent 
Connections  

All versions 

MaxConnectionsFromSameIP 
Managing Concurrent Connections Allowed from the 
Same IP Address  

All versions 

MaxConcurrentLogins Setting Maximum Concurrent Logins  
Secure Server, All 
versions 

MaxConnectionsPerUser Retrieving or Setting a Site's User Connection Limit  All versions 

MaxInvalidLoginAttempts 
Viewing the Number of Invalid Login Attempts 
Allowed for a Site 

EFT Server 5.1.1 
and later 

MaxTransferSpeed Retrieving or Setting Maximum Transfer Speed  All versions 

Name Retrieving a Site's Name  All versions 

ODBCSettings Retrieving ARM ODBC Settings  
EFT Server 4.3.4 
and later 

PASVListenIP Determining the IP Address for PASV Connections  All versions 

PASVPortMax 
Determining the High End of a PASV Mode Port 
Range  

All versions 

PASVPortMin 
Determining the Low End of a PASV Mode Port 
Range  

All versions 

SetSSLCertificate 
Specifying the SSL Certificate for a Site 
(SetSSLCertificate) 

EFT Server 6.1 
and later 

UserLimitMessage Managing the User Limit Message  All versions 

VFSFilter Retrieving and Modifying a List of Banned File Types  All versions 
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SINGLE-SITE INTERFACE METHODS (ICISITE) 

Method  How It's Used 
Applicable 
Version  

AddCerficateToTrusted 
Adding a Pending Certificate to the Trusted 
List  

All versions 

AddIPAccessRule Adding an IP Mask to a Site  All versions 

AddUserToPermissionGroup Adding a User to a Permission Group  All versions 

AssignEventRuleCustomCommandWorkingFolder 
Assigning the Event Rule Custom Command 
Working Folder  

EFT Server 4.3.4 
and later 

CancelTransfer Cancelling an HTTPS Transfer  
EFT Server 4.3.4 
and later 

ChangeUserPassword Changing a User's Password  All versions 

CreateCommand Creating a New Custom Command  All versions 

CreateComplexPassword Creating a Complex Password for a User  
EFT Server 5.0.1 
and later 

CreatePermissionGroup Creating a Permissions Group  All versions 

CreatePhysicalFolder Creating a Physical Folder  All versions 

CreateSettingsLevel Creating a User Settings Level  All versions 

CreateUser and CreateUserEx Creating a User  All versions 

CreateVirtualFolder Creating a Virtual Folder  All versions 

DisableSFTP Enabling or Disabling SFTP on a Site 

EFT Server 6.1 
and later 

EnableSFTP Enabling or Disabling SFTP on a Site 

EFT Server 6.1 
and later 

EventRules Retrieving a List of Event Rules 

EFT Server 5.2 
and later 

ExportTrustedCertificate Retrieving a Certificate's Data String  All versions 

ForceSynchronizeUserDatabase Synchronizing the User Database  All versions 

GetAllowedMasks Retrieving a List of Allowed IP Masks  All versions 

GetAuthManagerID 
Identifying the Authentication Manager for a 
Site  

All versions 

GetAwaitingCertsPath Retrieving the Path to Pending Certificates  All versions 

GetBlankPermission Creating Blank Permissions  All versions 

GetCertFilePath Retrieving the File Path for Certificates  All versions 

GetCheckClientCert Verifying if Client Certificates are Required  All versions 

GetCommands Retrieving a List of Custom Commands  All versions 

GetCommandSettings Retrieving a Custom Command's Settings  All versions 



List of Methods, Properties, Enumerations, and Constants 

41 

Method  How It's Used 
Applicable 
Version  

GetConnectedCount Retrieving the Number of Connected Users  All versions 

GetConnectedUsers Retrieving a List of Connected Users  
EFT Server 4.3.4 
and later 

GetDeniedMasks Retrieving a List of Denied IP Address Masks  All versions 

GetDownloadCount Retrieving the Number of Active Downloads  All versions 

GetDownloadSpeed Retrieving a Site's Download Speed  All versions 

GetFolderList Retrieving a List of Folders  All versions 

GetFolderPermissions Retrieving a List of Folder Permissions  All versions 

GetFTPAccess Verifying if FTP Access is Enabled for a Site  All versions 

GetHTTPAccess Verifying if HTTP is Enabled for a Site  
EFT Server 4.3.4 
and later 

GetHTTPPort Retrieving the HTTP Port for a Site  
EFT Server 4.3.4 
and later 

GetHTTPSAccess Verifying if HTTPS is Enabled for a Site  
EFT Server 4.3.4 
and later 

GetHTTPSPort Retrieving the HTTPS Port for a Site  
EFT Server 4.3.4 
and later 

GetIP Retrieving a Site's IP Address  All versions 

GetKeyFilePath Retrieving the File Path for Private Keys  All versions 

GetPassPhrase Retrieving Private Key Passphrases  All versions 

GetPendingCertificateInfo 
Retrieving Information for a Pending 
Certificate  

All versions 

GetPendingCertificates Retrieving a List of Pending Certificates  All versions 

GetPermissionGroupList 
Retrieving a List of Users of Specified 
Permission Groups  

All versions 

GetPermissionGroups 
Retrieving a List of Permission Groups on a 
Site  

All versions 

GetPermissionGroupsOfUser Retrieving a List of a User's Permission Groups  All versions 

GetPhysicalPath Retrieving the Physical Path to a Virtual Folder 

EFT Server 5.2.5 
and later 

GetPort Retrieving a Site's Port Number  All versions 

GetRootFolder Retrieving a Site's Root Folder  All versions 

GetSettingsLevels Retrieving a List of User Settings Levels  All versions 

GetSettingsLevelSettings 
Retrieving a List of a Settings in a User 
Settings Level  

All versions 

GetSettingsLevelUsers 
Retrieving a List of Users in a User Settings 
Level  

All versions 
















































































































































































































































































































































































































































