£ A\WAFS/CDP v3.5.2

User Guide

glC balscAPE



GlobalSCAPE, Inc. (GSB)

4500 Lockhill-Selma Road, Suite 150
San Antonio, TX (USA) 78249

Address:
Sales: (210) 308-8267
Sales (Toll Free): (800) 290-5054

Technical Support: (210) 366-3993

Web Support: http://www.globalscape.com/support/

© 2004-2009 GlobalSCAPE, Inc. All Rights Reserved
January 12, 2009


http://www.globalscape.com/support/

Table of Contents

GlobalSCAPE Replication SOftWare ............uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeees 7
WAFS/CDP COMPONENTS ....tttiiiieeeieiittiieeeee e e ae ettt eeeaee e e s s aae et eeeaeesaaasbateeeeaaesssansbsseeeeaeesaaassbaeeeeeaeesaansnneees 8
(T Lo TS =T (= o PR 8
WAFS QUICK SEAI....ceiiiiiiiiiiiii ettt e e e e e sttt et e e e e e e s abbte e e e e e e s e annbeeeeeeeeeaeannnnnees 8
(61D @ 11 o] Q] = o APPSR 11

L0 U Tod QR L= (=] =T o TP 13
File-NamiNg CONVENTIONS .....cciiuiiiiiiiiiie ettt ettt e e e et e e e as bt e e e st e e e e st e e e e e anbeeeeennes 14
INStAlliNG the SOFtWAIE .....vveeii e e e e e eeanes 15
Yo 10122 1= @ 0] g Y o o = o £ PP PPPP 15
Deployment CONSIAEIatioNS ..........ccooviiiiii i 15
System RECOMMENUALIONS ...ttt et e e st b e e e st e e e e s sbn e e e e sbneeeean 16

S0 o] oTeTq=To 1Y [=To 1= LT PP PP PP PPPPPUPPPPPR 16

T SR B L=T o] o) 41T o | AP PP OPPPPO 16
Continuous Data Protection DEPIOYIMENT .......ccoiuiiiiiiiiiee ittt e e sbe e e e sbneeeean 17
INSTAIIING TNE SEIVET ...ttt e st e e e b e e e e b e e e e nbe e e e ennes 18
Installing the FirSt OF MASIEr AQENT.......couuiiiiiiiiie et e e e eb e e neee 18
Installing Additional Or BACKUP AQENLS .. ..o 19
Troubleshooting ConNECtioN ProbIEMS ... .....iu i eeerereraeererernrsrsrnrnrnnes 20
LIiCENSE INTOMMALION ....eeeiiitiiie ittt e et e e e e st e e et e e e s e e e e nnre e e e e enes 20
PermisSions @nd SECUNITY .....ccviiiiiiiiiiiiiiiiiiiieeeeeeeeeeee e 21
ACCESS CONIOI LISIS (ACLS) . .utteeeeittiit ettt ettt et e et e e s et e e e e ebbe e e e e nees 21
REGISIIY KBYS .ottt ettt ettt e e st e e e st bt e e e sabb e e e e sabb e e e e anbbeeeeanbaeeeean 21

ACL Settings DEtWEEN AQENLS ......ooieeieieeee e 22
Granting FUll ACCESS 10 EVEIYONE ... ..ot 22
Limiting Access to a Selected Group Of PEOPIE..........uuiuiiiiiiiiiiiiiiiiiiiiiiieieieieieieeieeeererernreenrnrnenennns 22
Permission and NEtWOIK SNAIE ........c..oiiiiiiiie e 22
ROaMING Profiles ... 23
Deleting Roaming ProfileS ... 24
Configuring and USING the SEIVEr .......coooiiiiiii e 25
LTSRS T=T oY= OO PP PUPPP PP 25
SEIVEI CONSOIE ..ottt ettt e et e e st e e e sa et e e e sa bt e e e st e e e e e sab e e e e e aanre e e e arneeeeans 25
SNAPSOLS ANA FAIOVET .......eiiiiiii ettt e e et e e e e e e s b e e e e e e e e e e anbneeees 27
SEIVET PaArAMEIEIS. ...ttt e et et e e e s e s et e et e e e s e e r e e e e e 28
AdItIONAI CHANNEIS ... ettt s et e e s e e e e anre e e e e 31




WAFS/CDP User Guide

SECUNNG POMS WItN SSL....uiiiiiii i e e e e e e s e s e e e e e e s s san e eeeeeeeannnnnreees 34
Starting and Stopping the SEIVET SEIVICE .........coiiiiiiiii e 36

Y= V=T 1o T PP 37
Configuring and USiNg the AQENt .......coooiiiiiiiii e 39
(000 aliTo 8T gTaTe I ANe (=] 0] a1 od (] (=] (=] TeT= RS 40
GENETAI TAD ..t 40

[ (0214 VRS Y=Y 1 1] T R 1= 1 TSR 42

1ol gT=Te [0 Lo I L PP PP R 43

Placing the ANt OfflINE ........oiiiiie e 44
Starting and Stopping the AGENE SEIVICE ......ccceiiiiiiiii e 46

P [T 10 o o PP PPPTPPPI 47
Configuring and USING JODS ...ouuuiiiii e 49
Managing JoDS ... 49
Creating @ NEW JOD ......oooiiiiiieeeeeeeee ettt ettt ettt ettt e et et et et e e et et e e e 52
Linking to and Unlinking from @ JOD ... 53

L0 01 T 4T e = T Lo o PP 54
Opening the Job AdmInistration CONSOIE .........covviviiiiiiiii e 54
Configuring Job PropertiesS and OPLIONS ........ccoiiuiiiiiiiiiie i e s e e sbreeeeaa 54
JODS Properties @nd OPLIONS. .......cooiuuiiieiiiiie ettt e s et e e e abb e e e e nbre e e e aneee 54

B[] oI (0] {0 T 1= 1« O TP PU PP PTPRPN 58
General File INFO TaD ...ttt st e e anneees 59
CommUNICAION INFO TAD ....oiiiiiiii e aeaeees 60
Change OPLIONS TaD ... 61
Manage PaSSWOIAS TaAD .....uuuuiiiiiiiiiiiiiiiiiiieieiiieieieieieee e ebe e e e be e aeeseseesseeessessssesssessssnrssnsnrnrnrnnes 64
Creating, Modifying, and Deleting USEIS .........coviviiiiiiiiiiieieeeeeee ettt 65
USING FASTIMEITE ..ottt 67
Getting Started With FASIMEIGE ......coiiiiiei et e e et e e s sba e e e e sbreeeean 67
FASIMEIGE OVEIVIEW ...ttt ettt ettt ettt e oo a bt e e e e st et e e e aa bt e e ekt et e e e aabe e e e e anbee e e e anbeeeeennes 69
HOW FASIMEIGE WOTKS ... ettt ettt e ettt e e et e e e e ab e e e e nnbe e e e e et 69
Resolving Conflicts between a Job and a Merged Folder............ccccoeviiiii 70
RUNNING FASTMEBITE ...ttt et e e oo ettt e e e e e s e s bbb e e e e e e e e e s nnbbee e e e e e e s e annbreeaeaaens 71
FASIMEIGE LOQ FlES ...ttt ettt e e e e e ettt e e e e e e st b be e e e e e e e e annbreeeeaaeas 73
FASIMEIGE'S RUIES ...ttt oottt e e e e e s bbbt e e e e e e e s anbbbe e e e e e e e e annbaeeeeaaens 74
Advanced FaStMErge FEALUIES ........ccoii ettt e ettt e e e e e e s et e et e e e e e e e e annbaeeeeaaens 75
BacCKUP @nd RECOVEIY ....ccoiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee ettt 76
Restoring Files Using the Agent's Browser INTErface ..........cooviieiiiiiiiie it 76




Table of Contents

Automatic Recovery and SNAPSNOLS .......cuiiiiiiiiiiiiiir e e e e s st e e e e s s et reeaeeaeanans 76
USING Third-Party BaCKUP........cc.uviiiiiie ettt e e e e e e s s e e e e e s st aa e e e e e e s e anntrnneeeaeas 77
RIS (o] g o IRt AT Y=Y V=T PR 78
CDP Recovery and Failover (Redundant SEIVEIS) ........ccoiiiiiiiiiiiieeiiiiee ettt 79
ConfiIGUIING CDP FAIIOVET .......coiiiiiie ittt e et e st e e s sbr e e e e sbreeeeaa 79
AULOMALING CDP FAIIOVET ...ttt e et e e enbe e e e nees 80
Example: Setting UP CDP FAIIOVET .......cooiiiiii ittt 81
Using MiICrosoft DFS fOr FUOVET ..........ccoiiiiiiiiiiiei e 83
TRE DS ROOL ....ceeiiiiite ettt e ettt e s ekt e e e s bt e e enb e e e enbe e e e e nnes 83
What Happens DUINNG FaIlOVET .........ueiiiiiiii et e et e e s e e e e e s st e e e e e e e e enns 85
Switching Between Replicas DUring FailoVer .............oovviiiiiiiiiiiiicece e 85
The Partition Knowledge Table (PKT) ..o 86
FAIIDACK ...ttt e e e e e e e e e e e e aa 88
Key Terms ASSOCIated WIth DS ..........uuiiiiiiiiiiiiiiiiieieieieieieieeieiereeereaererererersrsrerererersrsrernrsrnrnrnnnrnnes 88

(70} o110 0T8T TN I s 89
Creating the DFS ROOT .........uiiiiiiiiie ittt e e b e e e e nbne e e e neee 89
Creating the firSt DFS LINK ......coouiiiiiiiiii et 90

Adding Additional DFS Targets t0 @ DFS.........ooiiiiiiiiiiiiie et 90
Restoring Files and Folders in a Master Agent Server CDP Deployment.........ccccoovceeeeiniiieenniiee e 90
Restoring a File in a Master Agent Server CDP (No Slave) Deployment..........coccceeeviieeeeiineecenns 90
Restoring a File in a Master Agent Server CDP (with Slave) Deployment ..........ccccccoviiieeiiiieeeens 92
Restoring a Folder in a Master Agent Server CDP (No Slave) Deployment ...........cccccvvvvvvvivivinnnnn. 93
Restoring a Folder in a Master Agent Server CDP (with Slave) Deployment............cccccvvvvvivinnnnn. 96
GOELING HEIP ottt 97
Finding INformation in the HEIP ... 97
Searching the Help File or globalSCape.COM .......oouiiiiiiiiiii e 97
PHNtING @ HEIP TOPIC .. eteeee ittt ettt ettt e st e e e st e e e sba e e e e sbreeeeans 98

S = Lo T I o [ I ] <R 98
S]] o] 0] £ A OL=] o | (=T PSPPI 99
TECHNICAl NOTES ... 101
Agent-Server Communication COMPIESSION ......ciiuuuiieiiiiiiieiriieee s aitieesaibee e sibe e e s atbee e s snbeeeeennreeeeanees 101
Agent Connect and DISCONNECTE SCHPLS ....cieiuuiiiiiiiiiie ittt e e s e e e nbee e e e nees 101
ANTIVIFUS SEHINGS ...eeeeeeitieie ettt ettt e e s sttt e s ettt e e s e a bt e e s e n bt e e s anb bt e e e anbbe e e e enbeeeeennbeeeeennees 102
F T (o1 @ AN R I S PR PTPRT 103
CDP fOI SYSTEIM SEALE .....eeeiiiiiiiii ittt ettt e e e e e et b b e et e e e s e s s bbbt e e e e e e s e annbeeeeaaaeesannnnbeees 105
(61 gF-TaTo T aTo I BN o] o K T 1Y/ o1 TSSO PPUPPP 106
Changing a Linked FOIAEr'S NAME .......coooii ettt e e e e e e 107




WAFS/CDP User Guide

Changing the Default ADMINIStrator ACCOUNL .........ccoiiiiuiiieieee e e e e e e s s s e e e e s e rr e e e e e e e neneeees 108
Changing the Default Location of the AQENt LOGS.......ccuviiiiieiii e e e 108
Changing the Server's IP Address and POI..........ccooiiiiiiiiiiee e e e e srreee e e e e e neneeees 109
1070]¢]11Te1 M ©Xe] 0111 0 4 F=1i o] o HE TP PPPPPRPPPI 110

What does WAFS do when a file collision is detected?..........ccoveeiiiiiiiiiiieeie e 111

Can the conflict resolution behavior be altered?...........occvve i 111
Deploying a Multiple-Server CoNfIQUIatioN ...........ccoiuiiei ittt sbre e 112
Firewall and Router CoNfIgUIAtIoN ...........iuiiiiiiiiiee ittt et e et e e e sbreee e 113
Issues With Other APPIICALIONS ........veiiiiiiiie et e e e e aabre e e 113
Sharing frOM the DIV ......uueeiie et e e e e e e e e e e s st a e e e e e e s s ssnteareeeeeesannnnnenes 115
Server Connect and DISCONNECT SCHPLS......cuuuiiiieie e e e e e s srrre e e e e s s e e e e s s s sanrrarreeeeesanenreees 116
Y= 08 oI (o] YA AT e (oY O [ 13 = PP 117

ST YT PP 118

F X0 =] o £ S SPPPPTPPPP 118

Program INSTAIL............ueeeiiieiiieieiiee e e ee e e e ee e tsseeeeeeessasssesssssssssessessssssssensnrnrnrnrnrnnes 118

SEIVICES INSTAUL ...ttt e st e e e e e e e e nbe e e e e nees 118
SUPPOIt FOr MICTOSOt PTOJECT .......veiii ettt ettt et e s ebn e e e nnnneees 119
Supporting International Characters in Pathnames............cccccoiiiiiiiiiiii e 120
Turning Off ThUMBNAII CACNING........iiiiiiiii e e 121
Using Microsoft's Terminal Services to Remotely Manage the Agent .........ccoocveeiiiiiei e 122
Using the Software 0N MICIOSOTt XP ........iuiiiiiiiiiiei ettt e e sbree e 124
Using the Software With 1S ... 125
Using Third-Party BaCKUP..........coooiiiii 126

Web Interface Security: Limiting User Access to Certain FileS........ccccccovvvvviviiii 127

Vi



GlobalSCAPE Replication Software

GlobalSCAPE's 100% software solutions inexpensively deliver new levels of acceleration, remote-site file
sharing, and continuous backup. The software runs on your existing Windows servers - just load the
Agent on a server at one or multiple sites. Only file differences at the byte level, compressed, ever
transfer. The software operates in real time, with advanced acceleration and optimization techniques
performed end-to-end.

GlobalSCAPE's replication software delivers real-time and global data solutions for all Windows server
platforms. The software mirrors multidirectionally between any number of remote servers, without file
conflicts, open-file issues, or changes to any LAN, WAN, router, or user configuration.

Wide Area File Services (WAFS) allows branch office users to access and share files over the WAN at
LAN speeds through proprietary algorithms that continuously monitor file changes at the byte level and
transfer only the differences. WAFS also supports native file locking, so users can access files with WAFS
exactly the same way they do on the LAN, except that they can share files and work with any branch
office, anywhere, as if it were locally connected.

Continuous Data Protection (CDP) backs up all of your data as quickly as any changes are made. If
you need to roll back to a previous version of a file, or even roll back the entire data set, with CDP you
can restore that backup to any point in time. The servers backup in real time as files change to your
backup site, which can be at the same location, or at any remote location. Your data will safely mirror to
disk at the backup site, continually and in real time, as it changes. CDP ensures that bandwidth is
eliminated, and latency will not affect the integrity and availability of the mirrored data. Should anything
happen to your servers, you can failover to the backup or any second site. The backup server can keep
any number of past versions of each file (and deleted files) and allows you to restore from point-in-time
shapshots. Restore via browser, direct from disk, or recreate an entire server transparently over the
network.

Enterprise combines the functionality of WAFS and CDP into one package. Run Enterprise on your
servers if you need a true wide area file service with file acceleration and real-time mirroring, but you also
need continuous file server backup that keeps track of all changes made and allows you restore data to
any point in time.

An example Enterprise deployment at an engineering firm includes the following software:

¢ In Boston, deploy Enterprise to provide a multidirectional solution for engineering files.

¢ In Chicago, deploy WAFS Multi-Directional, which coherently synchronizes the engineering files
with the Boston and Denver sites.

¢ In Denver, deploy WAFS Multi-Directional, which coherently synchronizes the engineering files
with the Boston and Chicago sites.

e Finally, deploy a Backup in NYC, to backup the accounting files.
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WAFS/CDP Components

WAFS/CDP is comprised of the following components:

The Server acts as the hub, directing traffic, synchronizing mirrors, ensuring file coherency, and resolving
any file conflicts. In all deployment scenarios, a single instance of Server is used.

An Agent is installed on those computers in which data is directly accessed. Agents communicate directly
and only with the Server.

Jobs are the basic building blocks of a WAFS deployment. Jobs are a collection of synchronized folders
and the links between them. Once an Agent adds a folder on its local computer to a Job, full
synchronization is ensured between that folder and folders on other computers that are linked to that
same Job. You can create up to 60 Jobs per Agent.

The Vault is the working space on the Server that stores one or more Jobs' current file versions, past
versions, deleted files, and log files. The default location is C:\AD.

For examples of how GlobalSCAPE customers are using WAFS in their organizations, review the various
case studies available at http://www.globalscape.com/products/casestudies.aspx.

Getting Started

Get up and running in minutes with the following topics, which allow you to perform initial replication at
new Agent sites quickly and easily.

WAFS Quick Start - how to deploy the software in a WAFS configuration

CDP Quick Start - how to deploy the software in a CDP configuration

Installing the Software

Getting Started with FastMerge - frequently asked questions regarding configuring and using FastMerge
to complete initial data replication

Quick Reference - a quick reference for common questions regarding Server setup and operation

File-Naming Conventions - naming your files for successful replication

WAFS Quick Start

WAFS allows computers to synchronize their data in real time using very little bandwidth. When a user
opens a WAFS-linked directory, every document in it is guaranteed to be current i even if a colleague
elsewhere just made a change to it a split-second ago.

WAFS is completely transparent; end-users open their files through the Windows Explorer or Open dialog
box, just as they would any other file.
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The WAFS topology consists of the following:

e Server Computer. Acts as a "traffic cop” and vault for accessing old versions of files
0 Runs the Server
Two or more Agent computers. Provide access to the most current versions of files

o Each computer runs an Agent

Jobs

Jobs, the basic building blocks of a WAFS deployment, are a collection of synchronized folders and the
links between them. Once an Agent adds a folder on its local computer to a Job, full synchronization is
ensured between that folder and other computers that are also linked to that Job.

For exampl e, suppose a fir mds dnthardocahfilesérdeiteaelobl i nks a f ol
"CLI ENTS" on the firmés Server in NYC. A branch i Tok:
"CLI ENTS." From then on, the contents of Londonés "cl i
change in one is synchronized to the "CLIENTS" Job, which will then permeate to every other folder
linked to it. London and Tokyobés folders are both stil/
How to Install WAFS: Overview
WAFS deploys in just three easy steps:
1. Install the Server on the Server computer.
2. Install the first Agent on the first Agent computer, and use it to create a Job.
3. Install additional Agents on other Agent computers and link to that same Job.
@ All of the functionality is handled by just two applications, the Server and Agent, running in different
¥ modes. If you have previously installed the Server software on the Server computer or the Agent
software on an Agent computer, you can skip the applicable installation below.
What 6s Next ?
After you have finished installing WAFS, any change made in any folder linked to the Job you created
appears in every other folder linked to that same Job. Try this out by creating a file in the linked folder of
the first Agent. The file will show up in the second A

folder and the copy in the first folder will be changed, too.
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Review the user guide for important information, including how to:

Change the default administrator login account.

Create additional Jobs.

Link additional Agents to an existing Job.

Create user accounts so that only approved users can access the data.

Manage the,Jobés udatng retrieving past versions or
interface.

Unlink a given folder from a Job. You may also want to remove a Job from the Server altogether.
Use FastMerge for replicating large amounts of data more efficiently.

Access the Server, Agent, and Jobs with the user interfaces.

Configure advanced features

Configure the software to work with Microsoft XP, IIS, and antivirus software

Common Problems with Establishing WAFS

Most users set up WAFS quickly and easily using the deployment wizard. Below are common problems
with setting up WAFS, and recommended solutions.

1.

The Agent cannot connect to the Server.

Make sure the Server is running, and that it is using a port that allows TCP/IP traffic between the
two computers. By default, the Server uses TCP/IP port number 80, but that port may already be
used on the computer (e.g., by 1IS), or may be blocked by a firewall. You can change the port
number in the Server Parameters dialog box.

There are also issues specific to XP firewalls and Microsoft ISA

The master cannot create a backup job because of the ACLs of files in the selected folder.

The Agent works as a SYSTEM process, so it must have full control over all the files in order to
access them. You must ensure that the SYSTEM account (a predefined "user" on every Windows
computer) has full-control over every file and folder. You can let it add SYSTEM or you can add
SYSTEM to every file/folder yourself, using Windows Explorer. You can also use Microsoft's
cacls.exe utility (C:\WINDOWS\system32) from a command line.

Some third-party applications may need adjusting.

Old versions of StorageExec, QuotaAdvisor, PowerQuest, UltraBac, DoubleTake, and UnDelete
may cause performance issues.

10
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CDP Quick Start

CDP provides true, continuous, real-time, tape-less backup and disaster recovery. Any change made to
files in selected folders on the master system is quickly mirrored onto a remote backup location, ready to
be used if the master system breaks. Past versions of files, including deleted files, are also available.
CDP runs on all Windows Server platforms.

The CDP layout consists of two computers running three applications:

e Master computer i source of data to be backed up
o0 Runs CDP master Agent, which establishes the link to the Server
Server computer T provides backup for current and past versions
0 Runs CDP Server, which provides the link for the master Agent

0 Runs CDP backup Agent, which provides access to the most recent versions of the files
mirrored from the master

@ A CDP deployment can have any nhumber of masters, as long as each has a different Job. For
¥ example, you could have a master computer in San Antonio, a master in London, and a master in
NYC, all connected to the same Server in Toronto. The process for setting up each additional

master is identical to setting up the first one.

The Server stores the current (real-time) version of all files from the master, and keeps past versions of
files, even files that have been deleted. The Server also creates point-in-time snapshots and can initiate
automatic failover and recovery.
How to Install CDP: Overview

CDP deploys in just three easy steps:

1. Install the backup Server on the Server computer.

2. Install the master Agent on the master computer and link the desired folder to the backup
computer.

3. Install the backup Agent on the backup computer and link it to the backed-up data.

All of the functionality is handled by just two pieces of software, the Server and Agent, running in
@ different modes.

If you have previously installed the Agent software on the master computer, or either the Agent or
Server software on the Server computer, skip the appropriate installation as indicated during the
step. This may be the case if you have already deployed WAFS and are now setting up CDP.

If this is your first time deploying CDP, it is best to start out with a test folder. Once you get that
backed up, adding additional folders only requires repeating steps 2-3 for each one.

11
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What 6s Next ?

After you have finished installing CDP, any change made to a file in the targeted folder on the master
computer will be reflected in the folder you selected on the backup Server computer.

Review the user guide for important information, including how to:

Change the default administrator login account.

Create additional Jobs.

Link additional Agents to an existing Job.

Create user accounts so that only approved users can access the data.

Manage the,Jobmés udatng retrieving past versbons or
interface.

Unlink a given folder from a Job. You may also want to remove a Job from the Server altogether.
Use FastMerge for replicating large amounts of data more efficiently.

Access Server, Agent, and Jobs with the user interfaces.

Configure advanced features

Configure the software to work with Microsoft XP, IIS, and antivirus software

Manage the backup data, including retrieving past versions or deleted files, using the web
interface.

Common Problems with Establishing CDP

Most users establish CDP quickly and easily using the deployment wizard. Below are common problems
with setting up CDP, and recommended solutions.

1.

The master cannot connect to the Server.

Make sure the Server is running, and that it is using a port that allows TCP/IP traffic between the
two computers. By default, the Server uses TCP/IP port number 80, but that port may already be
used on the computer (e.g., by 1IS), or may be blocked by a firewall. You can change the port
number in the Server Parameters dialog box.

There are also issues specific to XP firewalls and Microsoft ISA

The master cannot create a backup job because of the ACLs of files in the selected folder.

The Agent works as a system process, and so it must have full control over all the files in order to
access them. You must ensure that the SYSTEM account (a predefined "user" on every Windows
computer) has full-control over every file and folder. You can let it add SYSTEM, or you can add
SYSTEM to every file/folder yourself, using Windows Explorer. You can also use Microsoft's
cacls.exe utility from a command line.

Some third-party applications may need adjusting.

Old versions of StorageExec, QuotaAdvisor, PowerQuest, UltraBac, DoubleTake, and UnDelete
may cause performance issues.

12
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Quick Reference

This topic provides a quick reference for common questions regarding WAFS/CDP setup and operation.

To do this...

Refer to this topic...

Install and run a
Server

Installing the Software. After the installer finishes, it will start the Server and prompt you for
the registration code, which determines the number of users and volumes of your system.

Automatically
restarting the
Server after

Server Console. The Server installation procedure places a shortcut to the Server application
in the Windows Startup folder, causing the Server to start automatically whenever the
Windows Server computer restarts. When configured as Services, the Server and Agent start

booting the automatically.

computer

Modify the Server Parameters.

communication

parameters

Support SSL Securing Ports with SSL. You can purchase a security certificate for your domain from a

encryption third party vendor (such as VeriSign). Install it per the instruction from the vendor.
To save the costs of purchasing a third-party certificate, you can use a self-signed certificate.
Using a self-signed certificate may cause a dialog box to pop at the client each time they
access the Server.

Manage Managing Jobs. For security, make sure you change the default administrator's

existing Jobs

username and password.

Access old
versions of files

Web Interface. When the Web interface is enabled, any user has secure access to old
versions of files via any web browser.

Collecting and
processing log
information

Server Parameters. The log files are stored in sub-directory _LOGS under the volume root
directory, and are named after the date/time each log was started. You can delete old log files
that are not needed without affecting system operation.

Replicate large
amounts of data
more efficiently

Using FastMerge to use an alternate copy of a Job's data to initially populate a linked
folder. The disk on which the files are transferred must be formatted as NTFS. If you format
the disk with FAT32, FastMerge will not transfer the files properly, because the file system time
stamp is local time instead of Greenwich Mean Time (GMT).

Prevent
unnecessarily
replicating
thumbnail files

Turning Off Thumbnail Caching. Windows creates a small file in some directories called
thumbs.db. This file is a cache of thumbnail pictures in a directory to speed up the display of
thumbnails when viewing a folder in Thumbnail view. The thumbnail files are constantly
recreated and unnecessarily mirrored, resulting in excessive network traffic, which can
contribute to performance issues.

13
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File-Naming Conventions

WAFS/CDP follows the standard Windows naming conventions, with a few exceptions (such as no
support for Unicode characters).

For example:

e You can name files using almost any character for a name, except for the following reserved
characters:
<>:"[\|?*

e The maximum length for a path is 255 characters. This limitation includes the drive letter, colon,
backslash, directories, subdirectories, filename, and extension.

For more information regarding file-naming conventions, refer to the Microsoft Windows Developer
Network article Naming a File and the Microsoft TechNet article How NTES Works.

14
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Installing the Software

The topics below describe the software components, various deployment considerations, and
requirements/recommendations for installing the software.

Software Components

Software installations include the following:
WAFS:

e Server

e First Agent

e Additional Agents

e Backup Server
e Master Agent
e Backup Agent

When a Server and/or Agent are installed, one or more of the following processes appear in the Windows
Task Manager:

Process Name Definition

AvlAgt.exe Agent Agent when run as an application

AANTS.exe Agent Agent when run as a Windows service

ASRV.exe Server Server when run as an application

ASRVNTS.exe | Server Server when run as a Windows service

ACLMgr.exe ACL Manager | The executable responsible for replication of ACL information

For example, when you start the Server as a service, ASRVNTS.exe is called first and it then calls
ASRV.exe. Therefore, you will see both processes running at the same time. When the Server is running
as an application, only ASRV.exe is running.

Deployment Considerations

The software is easy to install and provides the following configuration options:

o Wide Area File Services (WAFS) provides multi-directional continuous mirroring, real-time file
sharing with coherent locking between all connected systems both local and remote.

e Continuous Data Backup (CDP) offers continuous backup/disaster-recovery of files, ongoing disk
to disk mirroring of live data to a remote server, and the ability to restore data to any point.

e Content distribution and synchronization mirrors changes made to files on the fly in order to share
and preserve development source code, supply multiple production targets, or provide destination
servers with continuously current data.
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System Recommendations

e Windows 2000, XP Professional, 2003
0 WAFS/CDP version 3.5.2 supports 64-bit Windows Server 2003
e 1 GHz Pentium P4 or higher

e RAM is dependent on the number of files:
RAM total = 600 MB + (NumberOfFiles * 0.5 KByte per file), with 1 GB RAM minimum

e Hard drive space equal to or greater than the amount of data being mirrored or backed up; the
Server requires approximately 5 GB.

@ If the Server and Agent are installed on the same computer, ensure that you provide twice

¥ the space requirements for your file storage. That is, users upload their files to the Agent,
but a copy of every file uploaded is saved on the Server, therefore, you will need twice the
capacity.

¢ Any Windows-compatible display system

e Internet Explorer 5.5 or higher

Supported Media

The software supports use of IDE, RAID 5, NAS, iSCSI, SAN, and most other LAN-accessible storage
media.

WAFS Deployment

In a WAFS deployment, files are up-to-date and local in real time at all locations. Any change made at
any location is available at each of the other locations. Users do not notice a difference between
accessing local files and files in remote locations. They still access the data from the network share on
the office's existing file server. Each file server is synchronized in real time with the other remote file
servers. Sharing data between cubicles in the same office is no different from sharing between remote
offices. File access is fast, efficient, and fully transparent. File coherency and locking is maintained,
ensuring that two people do not make changes to the same file at the same time. All files are usable,
everywhere, at all times.

Suppose your company has employees at three separate sites that need to share the same information.
Your company uses large CAD files, and employees at all sites need to access and modify the designs
concurrently. Use WAFS to connect the offices by installing the system as follows:

@ This section is an overview of a WAFS deployment. For detailed installation instructions, refer to
¥ [nstall the Server, Install the First Agent, and Install Additional Agents.

1. Designate one location as the hub, and install the Server there. Typically, this should be the
location with the largest number of users, highest traffic, or where your disaster recovery is
located.

2. Install an Agent at each remote location:

a. Connect the first Agent installed to the Server by creating a Job. See Creating a New
Job.
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b. Connect subsequent Agents to the Server by linking to that Job. See Linking to an
Existing Job.

c. Optionally, install an Agent on the computer running the Server, and connect it with the
Server.

3. Create a new, empty folder at any Agent where you want to link to a Job.
You now have a directory that is mirrored between two computers, in two different locations. Any changes

made to the contents on one computer are reflected on the other. File access works the same as if the
files were on the same LAN, including native file locking.

@ The default share permission for Windows is usually read-only. To give WAFS the ability to change
¥ the contents of a folder that is linked to a Job, you must change the rights to the folder in Windows
to Full Control, as you would normally share any folder.

In Windows XP and 2003, you must run the Agent as an NT service in order for the data to be
shared on the network. To do so, select the NT Service check box in the Agent's Preferences
(General tab). If it is already selected, then you are already running the Agent as an NT Service.

Some applications, such as Microsoft's WordPad and Notepad, do not support file locking.

After running the initial testing, familiarize yourself with the following:

e NT Services - Optimize the Server and Agent(s) by running them as NT services, meaning that
they start automatically after the computers restart and do not require login. You can start and
stop the service from the Windows Services control panel, or you can select or clear the NT
Services check box on the Server and the Agent.

e Job Administration console - Used to modify and delete Jobs.

Continuous Data Protection Deployment

In a CDP deployment, data is constantly being replicated to the specified backup computer. The backup
computer can be on the same LAN or in any remote location. CDP performs continuous backup for any
number of primary servers using just one central server as the backup repository. CDP can perform one-
to-one backup and uses negligible bandwidth.

The source system has the live data in use, and the backup system has a mirror of the source system
data. CDP provides flexible disaster recovery options. It can be configured to provide failover to a second
server or it can maintain a mirror copy and make it available to perform a restore to the original location or
the original server. You can also use CDP to restore single files.

In a remote server deployment, the source system data is constantly mirrored to the server that is located
off-site. If the source system breaks, then another Agent, which can be co-hosted on the computer
running the Server, provides alternate access to the files.

If the source fails, it is possible to deploy a new Agent anywhere quickly, including on the same LAN
where the original Agent is. Name the new server the same name as the failed one and users will
automatically redirect, or you can use DFS to automatically failover.

@ For detailed installation instructions, refer to Installing the Server, Installing the First or Master
¥ Agent, and Installing Additional or Backup Agents.
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Installing the Server

If you are upgrading from an earlier version of WAFS/CDP to version 3.5.2, refer to
255 http://www.globalscape.com/e/wafs/wafs update 3528919.html for important guidelines.

To install the Server

1. Start the installation package on the Server computer, and follow the instructions in the
installation wizard.

2. Click Next. The License Agreement appears.
Read the agreement, then click Yes to accept it and continue with the installation.
4. Do one of the following:

e For WAFS deployment, click Next until the Deploy Server button appears, then click
Deploy Server. The installation destination page appears.

e For CDP deployment, Click next until Deploy Backup Server appears, then click Deploy
Backup Server. The installation destination page appears.

5. Specify the path where you want the Server installed, then click OK. If you are not sure, use the
default.

6. Complete the activation (registration) information, then click Next. The Storage and
Communication page appears.

7. Specify the directory that the Server will use as the Vault.
Confirm the Server's computer name or IP address.

9. Specify the communications port. By default, the Server uses port 80 for communications. If
another service is using port 80, such as Microsoft IIS Server, specify a different, unused port to
avoid conflicts.

10. Click Next, then click Finish. The Server finishes installation, then the Server Console appears.

Next Step: Install the First or Master Agent

Installing the First or Master Agent

If you are upgrading from an earlier version of WAFS/CDP to version 3.5.2, refer to
255 http://lwww.globalscape.com/e/wafs/wafs _update 3528919.html for important guidelines.

Agents are installed on any computer that contains data to be shared.

To install the First or Master Agent
1. On the first Agent computer, start the installation package and follow the installation wizard.
2. Do one of the following:

e For WAFS deployment, click Next until the Deploy First WAFS Agent button appears,
then click Deploy First WAFS Agent.

e For CDP deployment, click Next until the Deploy Master Agent button appears, then
click Deploy Master Agent.

The Agent installs, then the Select a folder page appears.
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Click the ellipsis J to select the target folder for the first Job or backup Job, then click Next.

The target folder is the folder that contains the files you want to mirror using WAFS or back up

using CDP. The Create a new Job page appears.

Provide the IP address or name of the Server. If the port number is not 80 (the default), provide

the server name followed with the port number in the format Servername:port. For example, type:
AVSRD:711

@ If you are unable to connect to the Server, verify that you are not using port 80 for
¥ something else, such as Microsoft IIS. If so, designate a different port for the Server in the
Server Parameters dialog box.

The name of the folder appears in the Job name box; keep the name or specify a new name for
the Job.

Click Next. The Job Summary appears.

Review the settings. If you want to change any settings, click Back. If you are satisfied with the
settings, click Link to Job.

If a warning appears that all of the files in the target folder must be closed and not in use while
the target folder is mapped for the first time, verify that no files are open and that no applications
are using files in the target folder, then click OK.

The Agent links with the Server and all of the files in the target folder are replicated in the Server Vault.

Next Step: Install Additional or Backup Agents

Installing Additional or Backup Agents

After you have installed the Server and the first or master Agent, install Agents on any other computer on
which you want to set up a WAFS mirror or CDP backup.

To install additional or backup Agents

1.

On the computer on which you are installing the Agent, create an empty folder. This folder is
populated with the contents of the first or master Agent's target folder.

Start the installation package and follow the instructions in the installation wizard.
Do one of the following:

e For WAFS deployment, click Next until the Deploy another WAFS Agent button
appears, then click Deploy Another WAFS Agent.

e For CDP deployment, click Next until the Deploy Backup Agent button appears, then
click Deploy Backup Agent.

The Agent installs, then the Select a folder page appears.

Click the ellipsis J to specify the empty folder you created in step 1, then click Next. The Link
to an existing Job page appears.

Specify the IP address or name of the server. If the port number is not 80 (the default), provide
the server name followed with the port number in the format Servername:port. For example, type:
AVSRD:711

Click Next. The Job Summary page appears.
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7. Click Link to Job. The Agent links with the Server and all of the files related to the Job are
replicated in the folder you selected in step 5.

8. Repeat Steps 1-8 on any other computer that you want to add to the system as a mirror or
backup.

Troubleshooting Connection Problems

If another service is using port 80, such as Microsoft IIS Server, you must specify a different, unused port
to avoid conflicts. If you specify port 80 and another service is using that port, you will not be able to
connect to the Server. If you installed the Server using port 80 and are unable to connect, specify a
different port, then restart the Server.

For more information about special configurations, considerations for use with other applications, and
connection problems, refer to Technical Notes.

License Information

The Server License Information dialog box displays the activation key, number of Servers licensed, and
any options licensed. This information is useful for customer support.

You can also reset the license key in this dialog box using the procedure below. When an upgrade is
purchased, such as to enable more users, and the upgrade includes a new key, or the Server application
is removed from this computer, possibly in order to transfer the license to another computer, you might
need to provide a new key.

To view the Server license information

1. On the Server computer, click the Server icon ﬂ then click Display Server control panel.
2. Clicking License info. The Server License dialog box appears.

Availl Server License Information

D :
‘ Vai” Help |
Rezet |

activation key: I ROBAT-T 4HMNW -HEDHI-YRRAF [dema]

licenzed for: {3 Al Enterprize Servers, data up to 50 GE

options: Auto-Recoveny, Snapshot
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To provide a new key
1. Click Reset. A warning appears and then the registration key is erased. There is no undo option.
2. Click OK to erase the key (or Cancel to abort and keep the key).

3. If you are activating a new key, restart the Server. The activation wizard appears in which you are
asked to provide the new key.

To update to the latest version

Refer to the latest update page.

Permissions and Security

The topics below describe how to configure and manage permissions for the system.

Access Control Lists (ACLS)

An ACL (access control list) is a property of every file and folder in Microsoft's NTFS file system. An

access control entry (ACE) is an element in an access control list (ACL). It allows an administrator to limit
the access to given files to a selected group of users. The ACLs of a file or folder are can be set from the
Security tab of the file of folder's properties, which can be accessed by right-clicking on the file or folder.

@ Make sure no shares have been set to the Windows 2003 default "read-only" (look in the Share tab)
¥ or it will override the permissions you set in the Security tab.

The software fully supports ACLs; therefore, you can set the security of each file (i.e., set the access
rights) exactly like in NTFS on the Security tab.

Because the software runs under SYSTEM account credentials, the "user" SYSTEM must have full
access rights. On the Security tab, make sure SYSTEM is listed with full control. Failure to give the
SYSTEM account full control to every file and folder results in users or applications not being able to
access, move, or otherwise modify these files and folders.

Registry Keys

When the source Agent is configured for automatic ACL replication, the source Agent checks for ACL
changes every 30 minutes (by default). The default value of 30 minutes can be changed by a registry key
named ACLP_src_cycle . Itis an integer value and the unit is minutes. After each ACL check, the
source Agent calculates the duration to process ACL, and multiplies it by a factor of 10 (by default),
compares this new value to the cycle time defined in ACLP_src_cycle , then chooses the larger value
as the new cycle time. The default factor of 10 can be changed in a registry key named

ACLP_src_factor

The new cycle is formulated as: Max (ACLP_src_cycle, Duration * ACLP_src_factor )

On the target side, the default cycle is controlled by ACL_trg_cycle and the default factor is controlled
by ACLP_trg_factor . Each of these registry key REG_DWORDs are per-Job based and are located in
HKey Local Machine/SOFTWARE/AVAILL/AvaillClient/l/S/[servername]/V/[jobname]/

For these registry keys to take effect, the Agent must be restarted after you create or change them.
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ACL Settings between Agents

For each Job, one Agent must be selected as the Source, and its ACLs will be projected to the Job on all
other Agents linked to the same Job.

Granting Full Access to Everyone

1. In Windows Explorer, right click the Job, then click Properties.
= 5§ My Computer
[# e Local Disk (iZ:)
= = Local Disk (D)
& ) ATI
& 53 AWCSkufF
) AYME
H ) dell
[+ [ Z) Docurments and Setkings
[ I3 Program Files
[ [ temp
=l 1) WaFS Jobs
(mrir st WAFS Job
I WINDOWS

[

2. The Properties dialog box appears. Click the Security tab.
3. Allow full control to Everyone and to SYSTEM.

4. Select Advanced, choose Replace permissions entries on all child objects, then click OK.

For example, suppose you create a new folder in a Job, and want to give users jsmith and jjones
full access to the folder and to all the files that would be stored in it. In NTFS, you would open the
Security tab, then add user jsmith and jjones. You would do the exact same thing with the WAFS
folders, but you would also have to add "user" SYSTEM and give it full access.

Limiting Access to a Selected Group of People

This is similar to the previous example, except that instead of Everyone you would have to include the list

of people and groups that are allowed to access the volume; ensure SYSTEM is included and has full
control on every file and folder.

Permission and Network Share

When you network-share a Job or a folder in a Job, verify that the network-share permissions are
appropriate for your users.
To check the network-share permissions

1. In Windows Explorer, right-click the Job, then click Properties.

2. Click the Sharing tab, then click Permissions.

For information on setting file sharing permissions, see Article ID: 304040 (and others) at
@ http://support.microsoft.com/default.aspx.
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Roaming Profiles

There are installations that use roaming profiles to provide a centralized Active Directory service to a
distributed organization. For example, a company might have a site in San Diego with the main Active
Directory server, and have another site in Chicago that "roams" via VPN to the Active Directory server in
San Diego.

Situations like this often result in slowness related to obtaining security information. For example, you
may check the security on a given file, and you will see bunch of hex numbers in the security list, each
representing a user ID. These numbers resolve into actual names within a second or more. This is
because the local computer had to access the remote Active Directory for translating the user-ID to an
actual name.

Two operations are affected by this slowness of the "roaming" process:

1. During the process of creating a new Job, the Agent scans the folder and checks security. This is
"step 1" of the two-step mapping process. Although the Agent does not check every single file,
the process may be extremely slow, and may end with an error message.

2. If you set ACL copy to copy security between sites (either automatic or manual), the process
might take a very long time. For example, if there are 100,000 files in a job, the ACL copy process
might take more than a day.

The best way is to avoid the slowness problem is by using security of predefined users. For example,
before mapping a folder to a new Job, change its security, as well as the security of all the files and
subfolders under it, to SYSTEM and EVERYONE having full control. Because these are predefined
permissions, the local computer does not need to roam, allowing everything to process very quickly.

If possible, it is desirable to keep this security even after the creation of the job (and control user access
via the share permissions). If that is not an option, then use the following process to create a new Job:

1. Check the actual security of the folder, so that you can restore it later.

2. Change the security of the folder and all its content to SYSTEM and EVERYONE having full
control.

Using an Agent, create a new Job for this folder.

4. Atthe end of the mapping process (should take a few minutes), you will get a confirmation dialog
box. Verify on the Agent that the Job is created.

5. Stop the agent. Preferably, this should be done after the files finished the initial upload, but it is
OK to stop it even before they are done uploading.

6. Restore the security as desired.

@ Always grant SYSTEM full-control to every file and subfolder. Otherwise, the Agent might
** hot be able to access it.

7. Start the Agent.

If the above process is not feasible, e.g., if there is a very complex security setting that will be difficult to
restore, there is a procedure for disabling the security check during the Job creation. This would
accelerate the process. To use this procedure, please contact GlobalSCAPE Technical Support.

See also ACLs.
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Deleting Roaming Profiles

When WAFS replicates a roaming profile, a user or administrator might not be able to delete the user's
roaming profile directory and/or subdirectories.

Depending on the level of the directory selected for deletion, the user or administrator might receive
the message "Error Deleting File or Folder - Cannot remove folder <Folder>: The directory is not empty"
or the folder will appear to delete, but then be replicated again from the WAFS Server.

Before you can delete a roaming profile directory and/or subdirectories, you need to remove the "Read-
only" attribute on the applicable roaming profile subdirectories under the WAFS Job's
("RoamingProfiles") P directory in the WAFS Server vault ("AD").

To remove the read-only attribute from multiple subdirectories
1. Open a Windows Command Prompt on the WAFS Server computer.
a. Click Start, then click Run. The Run dialog box appears.
b. Inthe Open box, type cmd, then click OK (or press ENTER).

2. Change directories to the top-level directory of the profile you want to delete. For example, type:

c:
cd AD \ RoamingProfiles  \ P\ jsmith

3. Using the attrib command, recursively remove the read-only setting from child files/folders. Type:
atrib  -R -S -H*/S/D
You can now delete the directory from any Agent using an administrator account.

When deleting WAFS-replicated folders from the Agent machine, you must use SHIFT+DEL.
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The topics below describe using and managing the Server.

The Server

The Server operates in a hub-and-spoke topology with all the clients. The Server:

Manages Jobs

Stores past versions in its Vault

Provides a Web interface to access Jobs

Provides the data transfer interface to and from all Agents
Maintains mirror coherency

Maintains file lock coherence

Maintains link security

Maintains access rights

Allows snapshots, failover, and alarms in case of disconnection from an Agent

Server Console

The Server Console appears when you click the Server icon & in the host server's system tray.

=4

@ Closing the Server Console does not shut down the Server.
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[ 1
%7 [AD] Availl Server Console 3.3.9.6999 (=)
e 4 Manage Snapshots & Parameters. .
A’ - -Il &vaill Jobs Failover
vai
[nos running as MT Service])
auto run az an MT Service
Exit
dizk C uzage, and the auto-cleanup threshold
0 g,181 MBE
uzed [ ] 1,931 MB
threshold I 4,067 MB
[houzekeeping iz idle)
clierts
My total HTTP= packets errars
Agents 1 1 0 109 0
wvek 0 7 0 7 0
file stat= data communication
lalt) tatal ir oLt
opened ] 1] LIMCITIRE . 3542 52,903
to sy  from sy rani 16 671 37 776
# files ] 1] ;
open-file backup
AT . - files: 0 bytes: 0

The information and options available in the Server Console are described below.

Manage Jobs launches the Web interface for managing Jobs, setting the owner login and password,
setting the maximum amount of space the Job may take, managing the Job's files (including old
versions), or even deleting the Job.

Snapshots & Failover opens the interface to create point-in-time snapshots and run automated
processes, such as an alarm if an Agent goes offline due to an unplanned event. Refer to Snapshots &
Failover for details of the Snapshots and Failover dialog box.

Parameters opens the Server Parameters dialog box, which allows you to view and modify the server
parameters, such as its port number, or to change where the Server uses disk space for its Vault. Refer to
Server Parameters for details of the Server Parameters dialog box.

License Info displays the license options and resets the registration key.
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Auto Run as NT Service controls whether the Server runs as a user program (if unchecked), or as an NT
Service (if checked); you can switch between the two modes. Typically, you run the server as an NT
Service so that it runs automatically after reboot.

RUN starts the Server, allowing Agents to connect and gain full access. This is only needed if the Server
was started as a process and not as a service. The Server should be kept running. If it is shut off, or the
computer it runs on is down, the Agents keep running and users see no impact, but replication ceases.
Agents will automatically reconnect once the server comes back and is reachable.

Help opens the Server's online help in the default browser.

EXxit stops the Server if it is running as a process. Typically, the server is running as an NT service, and
you must stop it from the Windows Services control panel.

Disk usage and auto-cleanup threshold manages how the Server handles available disk space. The
top number on the right is the size of your entire disk. This is unrelated to the Server. The second
number, used, is the total amount of the disk that is currently used for any reason. The Server can be a
small or large part of this total, depending on what else you have on the disk. The threshold allows you
to determine how much disk can be used before the Server runs its auto-cleanup operation on the Vault.

The space used by the Server is in C:\AD by default.

@ This space has nothing to do with any Agent you may also have running on this same computer. To
¥ move the space that the Server uses to a different device, use the Server Parameters dialog box.

The Vault (in the AD directory) is where the latest copies are kept, in addition to past versions and deleted
files, up to the space specified by the threshold. The auto-cleanup deletes oldest version of files until the
used space falls below the set threshold. Of course, the cleanup only affects old versions of files and
deleted files; current files will not be deleted. You can force a cleanup at any time by moving the slide bar
to the left of the "used" area, thus allocating less space than is currently used and forcing the Server to
delete files. This may slow performance of the Agents for a few minutes.

It is not a good idea to keep the threshold bar so close to the used bar that cleanup happens very often.
Move it as far to the right as you can afford in drive space.

Clients displays information on all clients that have accessed the Server, including Agents and users
logged into the Web interface. Information is displayed for all clients currently connected and all clients
connected since the Server last started. This area also displays how many of those connections were
made through HTTPS, how many packets were transferred and how many errors were encountered.

File stats displays statistics on file usage, including number of files currently open and number of files,
and bytes, transferred to and from the server.

Data communication displays information on the amount of data that has been transferred into (from
clients) and out of (to clients) this Server. Because the data is compressed before it is sent, the amount of
raw data (i.e., data actually transmitted) sent is lower than the amount of uncompressed data.

Snapshots and Failover

In addition to its other roles, the Server supports optional snapshots and automatic recovery operations.
Open the Snapshots and Failover dialog box by clicking Snapshots & Failover in the Server Console.

Snapshot and auto-recovery operations are defined for each Job separately. Click the down arrow next to
the Job box to select the Job you want to define snapshot and recovery options.
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The Server's snapshot option allows you to take periodic snapshots of your Job's data. You can manually
take a snapshot at any time, and for every Job, you can take up to eight snapshots per day and store
them at a location of your choosing. A snapshot includes the latest copy of all the files in the chosen Job
at that instant (no past versions or deleted files are included in a snapshot). There is no impact on
ongoing use of files at any Agent during the snapshot.

To specify a snapshot schedule for a given Job
1. To select a Job, click the down arrow next to the Job box.

2. Select the perform periodic data snapshots check box, then type the time(s) to take the
snapshots. The time is specified as HH:MM where HH is the hours (0 to 23), and MM is the
minutes (0 to 59).

3. Specify a disk quota, in GB, for all of the snapshots. As many snapshots as will fit in the quota are
kept, and when the quota is reached, old snapshots are erased.

4. Inthe target folder box, specify the folder in a local or network drive in which snapshots will be
stored. The snapshots are stored in a folder named target\NAME.TIME where target is the
specified target folder, NAME is the Job name and TIME is in the format YYYYMMDD_hhmm
specifying the date and time when the snapshot started. (e.g.,
C:\Snapshot\FIRSTFOLDER.20080604 1055)

5. If you want to specify snapshots for several Jobs, you can specify the same target folder for all
Jobs, or specify a unique target folder for each Job.

If files are opened (by a user, through an Agent) at the time of the snapshot, the snapshot process opens
it in read-only mode for the purpose of reading the data from it and copying it. Only if the file is opened in
exclusive mode by one of the Agents (rare), would it be skipped.

The snapshot process creates a log file at the top level of the snapshot folder. If there are any copy
errors, they are listed in that log file.

Server Parameters

The Server Parameters dialog box is used to change/specify the computer name, Server working space,
port, Server cleanups, SSL certificates, log settings, volume display, and Web interface options.
To open the Server Parameters dialog box

1. Click the Server icon & in the host server's system tray. The Server Console dialog box
appears.
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2. Click Parameters. The Server Parameters dialog box appears.
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Machine name / IP address / domain is used by the Agents to connect (via TCP/IP) to

the Server. If the Server is only used inside a corporate LAN, the computer's domain
name is typically the computer name, e.g. AVSRV5 (from the desktop, right-click My

Computer, click Properties, then click the Computer Name tab. Use the Full computer
name.) You can also use the IP address of the computer such as 196.178.1.110, or a
name known to DNS. This is the computer name Agents use when creating or linking to a
Job.

Server cleanups of old versions and deleted files can be set to occur at any time or only
during designated hours. Cleanups only occur if the Server uses more space than is
allocated to it in the Server Console.

Normal port (HTTP) specifies the main port the Server will use. The Server's default
protocol is HTTP over port 80 so that it can traverse firewalls. In situations where port 80
is not used for the Server, administrators use port 711 instead. To use secure ports, refer
to Securing Ports with SSL.

The port will be used for requests to handle the following:

o Communications with the client (either using the "native" protocol or using
HTTP/HTTPS, as selected by the optional proxy settings of the Agent)
o Remote Job administration, a special Web-interface mode for server

administrators. Note that if a server supports SSL, the normal port is never used
for Job administration. (For details of using SSL, see Secure Ports, below.)
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o Communications in Web-interface mode from any Web browser. To log in to the
server from a Web browser, simply point your browser to http://server:port (if the
port is 80, http://server will suffice). After the first-time setup, the port is set to 80.
Some IT administrators may prefer to use a port other than port 80 (port 80 is the
default HTTP port). A different port might be used because:

A Port 80 is already taken by another Web server. If port 80 is already
used by another application (such as 1IS), you must select another port
number. After installation, if Manage Jobs does not work, the likely
cause is a conflict on port 80. Some applications cause an intermittent
conflict.

A For security policy reasons, a company does not want to open this HTTP
port

A The Server is running in a local network, and the system administrator
wants to map the port to the corporate firewall running on another
computer.

@ If you do change from port 80, remember it for all the Agent installs. Whenever
¥ asked for server name, append the port number to the server name with a colon, as
in server_name:port.

0 additional - If you have an enterprise Server, you also have the multi-channel feature.
This feature allows you to identify multiple ports for Server to Agent communications. See
Additional Channels.

Server Working Space - The Server working space specifies where the Server keeps
the Vault, which includes Jobs' current file versions, past versions, deleted files, and log
files. The default location is C:\AD. To change this location, you have to be running the
server as an application. (See To make changes using the Server Console below.)
Before launching the Server as an application, copy the current Vault directory to its new
location. Once the server is back up, check that the Server is using the correct location
and that all of the Jobs are intact. If they are, it is safe to delete the old folder.

Log Settings specifies the level of detail written to the log file. Log files are written to the
folder _Logs in the Vault. Each time the Server runs, it creates a new log file with a name
containing the date and time when the Server was started (e.g.,
Srv_20070706_1536_001.txt). You can delete old log files. Click Change Log Settings
to edit log levels. Refer to Logging Server Information for more information.

list volumes protected by passwords - Allows users who are adding to Jobs to see the
list of all available Jobs. If the check box is not selected, only Jobs that have the
username U and password P are displayed.

Web interface to files specifies how users can view Jobs through their Web browser. By
default, users can download, rename, and upload files in Jobs in their Web browser (as
long as they know the Job's login and password).

o0 To restrict such access to read-only or disallow it altogether, select the
appropriate option: full (R/W) web access, limited (R/O) web access, no web
access.

0 To allow Job administration through the Web interface, select the allow job
admin check box.
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Additional Channels

@ Do not use additional channels before setting up a complete network using just the main channel.
¥ After the system is correctly deployed, you can try to add more channels if they are needed.

Normally, all of the Agents connect to the Server via the specified channel using the computer name and
port number. Each Agent might have several activities that need to be executed at the same time. For
example, for a given Job, the Server might need to download a new file (created by an Agent), upload a
file updated locally, and obtain the latest content of a given folder. With multiple Jobs, the likelihood of
having to execute several tasks at the same time increases.

With one channel, these activities are serialized. Suppose a new file has to be uploaded and that the
entire upload activity requires 20 TCP/IP packets. The Server interleaves packet streams from different
activities. For example, after sending the fourth upload packet, it might send a packet for informing the
Server of another file's rename, and then continue with the fifth upload packet. The interleaving is done
using a sophisticated priority mechanism that ensures responsiveness for higher priority activities while
assigning lower priority for background activities such as file downloads.

Prioritized serialization works very well and provides performance nearing that of a local disk, even if the
Agent and Server are on a WAN; however, on low-bandwidth networks, the packet round-trip time can
adversely affect interactive performance. For example, suppose a user opens a spreadsheet and, as a
result, the Agent needs to send a packet to the Server to verify that the local data is coherent and that the
file is not opened by another user on another Agent. The round-trip of this file-open packet might be
relatively quick, but if another upload packet is now being sent, then the Agent needs to wait for the
Server to reply to that packet before sending the file-open packet. Even though the file-open packet has
higher priority than upload packets, the Agent still needs to wait, slowing down file activities.

If your license allows it, you can use the Additional Channels feature. By defining multiple channels, the
Agent can use channels for concurrent activity. All of the additional channels are used only for upload and
download activities, freeing the main channel (the main port) for foreground file activities such as file-open
or file-lock.

e You can define up to 9 additional ports, allowing concurrent upload and download of a maximum
of 9 files.

e Specify the additional channels by port numbers. The Server listens to these ports, and they are
opened on each Agent.

¢ You must make sure the proper firewall setting enables traffic on these ports. You can use any of
the fields for port definition.

e In some rare cases, you may want to connect several physical links and use different IP
addresses to route agent traffic. In that case, specify the Server using the computer name, IP, or
DNS, followed by the port number.
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To specify additional channels

1. Open the Server Parameters dialog box.

Availl Server Parameters

—machine name / IF addrezs # domain

IKLMUMEDDE

if needed, start Server cleanups at ——
[ any time

ar only between I 0o j and I 04:00 j

— normal port [HTTF]

Help |

port humber I a0 0 additional | [T S5L  Certificate... |
—dreaill Server working space
IE:-\_&D zelect another |
lozation
— Log Settingz web interface to files
lizt walures &+ full (B weh access
Change Log Setftings. .. | v protected by " limited [F/0) web access
password " o web access

V¥ allow job admin

Cancel |
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2. Inthe normal port (HTTP) area, click 0 additional. The Additional Channels dialog box
appears.

= e 1

Additional Channels

, _,_.} If itv addition ba the main channel, you can define
ity additional channels [portz]. These channels increaze
Mi” the effective bandwidth and agents’ rezponzivenesz.
Specify the channels below.

Click Help for more information.

3. Type a port number in the channel box or an IP address and port number if using a different IP
address. For example, you could open two additional channels using ports 801 and 802 (the
Agent connects to these channels using the same Server specification as for the main channel),
and one additional channel using another IP address and port: 22.30.111.1:803.

4. Click OK. The Server Parameters dialog box updates with the additional channels. For example,
if you added 3 additional channels, the button now displays 3 additional.

3 additional
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Securing Ports with SSL

All communications are encrypted end-to-end by default; SSL is only used for regulatory reasons. Using
the SSL option allows communication with clients (both the Windows client and Web-interface) over
HTTPS with encryption keys of up to 128 bits. The port for HTTPS is typically 443.

SSL can be used on any Windows client, but only Servers running on Windows 2003 and some versions
of Windows 2000 can be configured to use SSL.

You need a security certificate to use SSL. This is typically purchased from a Certificate Authority (such
as VeriSign), but it can also be self-signed. Using a self-signed certificate may cause a warning dialog
box to appear at the client computer. A self-signed certificate is also less secure than a signed certificate.

To manage certificates

1. Open the Server Parameters dialog box.

2. Inthe normal port (HTTP) area, select the SSL check box. The normal port (HTTP area
becomes the secure port (HTTPS) area.

3. Click Certificate. The SSL Certificate dialog box appears.

e o

SSL Certificate

Current Certificate

Subject name <Mo Certificate Available
|zsuer name

Yersion

Sefial number

Signature algarithm

Subject

|zsLier

W alid frarm

alid ko

Certifizate Store e

[3enerate ] [ | rpart ]

4. Do one of the following:

e To import a certificate, click Import. The Open dialog box appears in which you can
browse for and select a certificate.
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e To generate a certificate, click Generate. The Generate Certificate dialog box appears.
The Subject Name box contains the Server name.

-

Generate Certificate

-

City
State

Country

b anths walid 12

Subject Mame | GS0056

Help ]

T

Cancel

o Type the City, State, Country, and Months valid, then click OK. The certificate

is generated.
The information appears in the SSL Certificate dialog box.

-~

S5L Certificate

=,

Current Certificate
Subject name
|zzuer name
Yersion
Senal number

Signature alaarithnn

50056

50056

W3

3D FA 35 4F CO 24 EA A3
zhal ASA

Subject CH=GS005E, O=Avalll Server, L=5San Antonio, 5=Tx, C
lzsLer CM=GS50056, O=tvaill Server, L=5an Antonia, 5=T, C
Y alid from tonday, August 13, 2007 339 P
Y alid ha Wednesday, August 13, 2008 339 PM
Certificate Store b’

Generate l [ | rpurt ] [ Delete ]

Help

[

Cloze

5. Click Close.
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Starting and Stopping the Server Service

The Server starts automatically and runs as a Windows system service, if so configured.

To start or stop the Server using the Services option in the Control Panel

1. Inthe Windows Services dialog box, right-click or double-click the Server service and click
Start (or Stop).

2. Close the Services and Administrative Tools windows.

To start or stop the Server from the command line
1. Click Start, then click Run.
2. Entercmd or command.
3. Click OK.
4

To start the Server service, at the prompt type:
Net start "availl server"

(Include the quotation marks.)

5. To stop the Server service, at the prompt type:
Net stop "availl server"

(Include the quotation marks.)

6. After the service is started or stopped, type EXxit.
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Server Logs

Each time the Server is started, it creates a new log file with a name containing the date and time when

the Server started (e.g.,

Srv_20070706_1536_001.txt). Log files are written to the Vault in a folder called

_Logs (e.g., C:\AD\_Logs). You can specify the detail of information saved in the log (when instructed to
do so by GlobalSCAPE Customer Support), and you can delete old log files.

To change the log level

1. On the Server Parameters dialog box, in the Log Settings area, click Change Log Settings. The

Change Log Levels dialog box appears.

Change Log Levels . x|

Set all levels to: |||NF|:| -| Diefault |

Log Category | Log Lewvel | -
DEY IMFO
MOME IMFO
REWISION INFO
CObAb INFO
SYHC IMFO
SCAN IMFO
JPLOAD INFO
DOWHLOAD INFO
AUDIT IMFO
DELTA IMFO | |
] INFO
ACL INFO
LOCKFILE IMFO
JOBSTAT IMFO
SHARE INFO
] Apply

e The Log Category column lists the type of information that is saved to the log.

e The Log Level column lists the level of logging selected:

(o]

OFF, SEVERE, ERROR, WARN, TRACE, DEBUG, ALL - Logs more detail for
diagnostic use. Logs will grow very quickly. Do NOT use these settings unless
instructed to do so by GlobalSCAPE Customer Support.

INFO - Logs basic information such as the date/time the Server was started,
computer name, software version, listening port, and so on.

1. Unless asked by GlobalSCAPE Customer Support to change the log level,
" leave it at the default of INFO.

2. To specify the level of detail written to the log, click the drop-down menu to select a level, then
click Set all levels to. The default is INFO.

Click Default to reset the log level to INFO.
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Click Apply to save changes without closing the dialog box.
Click OK to save changes and close the dialog box.
Click Cancel to cancel changes and close the dialog box.

3. If you selected TRACE, a warning message appears stating that this setting will significantly
increase the log size. Click Yes to keep the level of TRACE or No to cancel.
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The Agent places an icon in the system tray when started. View the status of the Agent (online or offline)
by placing your cursor over the system tray icon 2. Click the icon to display the Agent menu.

The Agent menu gives you access to all the functions of the Agent, including Job management, Agent
setup and configuration, and Agent preferences.

To open the Agent menu

On the Agent computer, click the Windows system tray icon N

About Awvaill Agent, ..
? Help and Information
Bvaill on the web

[T1create & new WAFS or mirror Jab, .,
L_l&dd this machine o an existing WaFs or mirrar Job..,

[T Create a new file backup Jab. ..
| |Create a new database backup Job. ..
|_ladd this machine to an existing backup Jab...

Availl Job Properties & Options. ..
Agent Setup & Preferences. ..
Log Settings ...

|3 Explare Folders linked ko Availl Jobs 3

Exit the Awvaill agent

The menu provides the following options:

About Availl Agent provides a link to the About dialog box and displays the version number of
the software.

Help and Information - Links to the online help file.

Create a new WAFS or mirror Job - Opens a wizard that helps you create a new Wide Area File
System, or Job. The first step is to choose the source folder for the Job. This can be a folder on
any local hard drive, including SAN and iSCSI drives, but not a mapped drive.

Add this computer to an existing WAFS or mirror Job - Link a local, empty folder to an
existing Job. When you link a folder, it immediately populates the folder with the data associated
with the Job, and makes the data fully accessible according to read/write permissions.

Create a new file backup Job - Create a Job to provide continuous data backup.

Add this computer to an existing backup Job - Link a local, empty folder to an existing
continuous backup Job. When you link a folder to an existing Job, the backed up data populates
in the folder in read-only mode.

Job Properties & Options - The Job Properties & Options dialog box allows you to view current
Jobs and change Job properties such as type, bandwidth throttling, and password management.
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e Agent Setup & Preferences - The Setup & Preferences dialog box allows you to monitor the
status of the Agent and make some configuration changes to the Agent.

e Log Settings - Opens the Change Log Levels dialog box, which specifies the level of detail
written to the log file. Log files are written to the folder C:\AVCStuff\logs.SYSTEM. Each time the
Agent runs, it creates a new log file with a name containing the date and time when it was started
(e.g., Agn_20080604_1100_001.txt). You can delete old log files. For details of log settings, refer

to Agent Logs.

e Explorefolders links to Jobs - Opens a submenu of folders linked to Jobs, which you can click
to open the folder in Windows Explorer.

e Exit the Agent - Used to close the Agent if you are not running the Agent as a service. (If you are
running the Agent as a service, you must use the Services dialog box or a command line to stop
the service.)

Configuring Agent Preferences

The Agent Setup and Preferences dialog box controls configuration options of the Agent, such as mirror
location, proxy settings, and scheduling when mirroring occurs.

General Tab

The General tab of the Agent setup and preferences dialog box is used to view/edit Agent information.

To open the General tab

¢ Inthe Windows system tray, click the Agent icon 3! then click Agent Setup & Preferences.

Availl Agent setup and preferences  Availl Agent 351353 x|

= = General | Prosy Settingl Schedulel
-/ Help |
‘-Will — Currently openied files & folders
falders: files: :
Availl agent 0 a detailz |

—Availl access

™ delay files' upload drive letter IG: vI

[ auto Explorer refresh

COMm params| [reset]l 0k,
This gowemns fail's i orimor on disk... ¥ Bun as MT Service Apply
normal operation, as
we || 35 the communi- [ Delayed startup

Cancel

cation proxy settings.

Currently opened files & folders - Displays the number of files and folders that are opened. Click
details to view a list of opened files.

The delay files' upload check box is cleared by default. When the check box is cleared, a file is
replicated when it is saved or closed. When the check box is selected, the file is replicated only after it is
closed.

The auto Explorer refresh check box is cleared by default.
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e When the check box is not selected, if two Agents both have folders linked to the same Job and
one creates a file in its local folder, the change is replicated immediately and the file is placed in
the other Agent's folder. The new file does not appear in the second Agent's Windows Explorer
until it is manually refreshed (e.g. by pressing F5).

e |If the box is selected, it will alert Windows Explorer and force it to refresh the display. Selecting
the check box causes a slight overhead, but it may be important for some applications, such as
IIS, which rely on Windows Explorer updates in order to manage their cache.

drive letter - You change the drive letter used to access the data in Windows Explorer. Remember, there
is only one physical copy of the data on the hard drive. The drive, which is just a link to the Job's folder, is
a convenient additional place to access the data, which is normally accessed from the folder linked to the
Job. After you change the drive letter, restart the Agent by going to Windows' Services control panel,
stopping the Agent service and restarting it.

comm params i Reads and displays the set of communications configuration parameters used to
control how the Agent communicates with the server. These parameters are defined in the registry under
HKEY_LOCAL_MACHINESOFTWAREvaill \ AvaillClient \ Settings \ Comm

2\ AVComm - Notepad E]@

File Edit Format View Help
lawaill communication parameters report Tuesday, september 18, 2007 14:37:30 central Daylight Time [a
reg param value
regBwl 3
regBw2 5
regew3 1000
regBwd 10000
regBws 60
regBwe 45000
regBw? 5000
regBws 100
regBwg 1000
regBwlo 500 |

[reset] i Clears the communication counters and resets internal communication variables to the values
contained in the registry. For the communication parameters not in the registry, it resets their value to 0;
values not in the registry include internal counter variables, which are displayed as a counter parameter
at the bottom of the information displayed by clicking comm params.

_-3‘5 AVComm - Notepad g@

File Edit Format View Help

counter param value
CNTKFL
CNTKF2
CNTKF3
cntkLl
cntkL2
CntKL3
cntKLd
cntoLl
cntoL2
cntDL3
cntDL4
cntDLS

Lo e e e e s e e e e s e
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mirror on disk - Opens the locate the mirror directory dialog box in which you can specify a different
directory.

locate the mirror directory |

"D
Availl
Your zpztem haz maore than ane hard drive. 'ou can re-azzigh the mirrar
directary to any of the dives.

our choice of drive should be based mosztly on the amount of free zpace.

3

currently, the mirror s on disk C:h

move the mirror to digk Ch =

Cancel

d

e To specify a different drive for the mirror, click the move the mirror to disk box, click a different
drive letter, then click OK.

Run as NT service - If the check box is selected, the Agent will run as an NT Service. For production,
always run the Agent as an NT Service.

Delayed startup - Normally not selected. Selecting this check box causes the Agent not to start until after
the computer boots up, delayed by approximately one minute.

Proxy Setting Tab

A proxy is a software program that allows several computers to share one Internet connection. When the
Agent is connected directly to an Internet Service Provider (ISP), the computer is connected directly to
the Internet and there is no need for a proxy. Even in a corporate environment in which many computers
share the same Internet connection, it may not be necessary to specify a proxy.

The Proxy Setting tab is accessed by clicking the Agent icon a! then clicking Agent Setup &
Preferences.
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Availl Agent setup and preferences  Awvaill Agent 3513 x|

i = General Proxy Setting | Schedule
% y Help |
‘Wi’l V¥ Always use HTTP protocol

Availl agent

[ ilze |E's prosy settings
Address Pt

[ Use a prosy server Ok,
Addrezs Firt S
This gowems Soaill's PRy
normal aperation, as I ||:|
well 3z the communi-
cation prosy settings. Cancel

By default, the Agent and Server communicate via HTTP protocol. Clearing the check box causes the
client to use a proprietary WAFS protocol. The advantage of using HTTP is that some firewalls allow
HTTP, but will not allow proprietary protocols to pass through. In this case, HTTP protocol is
recommended.

e If the connection fails without a proxy, configure the Agent for a proxy environment. In most
cases, the connection with the Server will be established after you select the Use IE's proxy
settings check box.

e |f selecting the Use IE's proxy settings check box does not work, you may need to configure the
proxy settings manually. If so, select the Use a proxy server check box and provide the Address
and Port of the proxy server. Ask your system administrator for the proxy server's IP address and
port number.

Proxy settings are for advanced user only. Specify a proxy only if you have tried to connect to a
Server from a LAN environment and the connection cannot be made.

Schedule Tab
The Schedule tab of the Agent setup and preferences dialog box is used to specify a replication mode.

Mirror settings have no effect on other Agents on other computers, which will continue to mirror on their
own schedules. File-locking is not available when mirroring is suspended. If two or more users edit the
same file while mirroring is suspended, the last version of the file uploaded is considered the current file;
however, as always, all versions are saved and any version can be made the current version. For
example, suppose an Agent in Istanbul connects to the Server and uploads myfile.doc. Then an Agent in
Chicago connects to the Server and uploads myfile.doc. Because the Chicago Agent uploaded last, that
file version prevails over the version uploaded by the Istanbul Agent.

To open the Schedule tab
1. Inthe Windows system tray, click the Agent icon 3! then click Agent Setup & Preferences.
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2. Click the Schedule tab.

3. Click a replication mode:

Mirror continually - The default mode, real-time, always-on replication. Any change to
any file or folder is automatically mirrored.

Suspend mirroring - The Agent is in offline mode. Users can still access the files and
modify them, but these changes are not replicated to the Server or to other Agents. Once
this change is applied, the Agent will display an alert in the system tray to indicate that it
is no longer connected to the Server and the Agent icon changes to the Agent Offline

icon . It may take up to a minute for the alert to appear and the icon to change.

Mirror on a schedule - You can specify to allow replication only at certain times, such as
Mondays and Wednesdays between 2:30 a.m. and 4:30 a.m. Click the days desired, start
time (in 24-hour format, e.g., 18:00 = 6 p.m.), and duration. The Agent is disconnected
from the Server except during these times. (Users can still access the files and modify
them, but these changes are not replicated to the Server or to other Agents until mirroring
begins.)

4. Click OK or Apply to save the changes.

Placing the Agent Offline

There are certain times, such as before restoring a file or making changes to the registry, when you might
need to place the Agent offline.

1. Onthe Windows system tray, right-click the Agent 2. icon. The Agent menu appears.
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