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GlobalSCAPE Replication Software 

GlobalSCAPE's 100% software solutions inexpensively deliver new levels of acceleration, remote-site file 

sharing, and continuous backup. The software runs on your existing Windows servers - just load the 

Agent on a server at one or multiple sites. Only file differences at the byte level, compressed, ever 

transfer. The software operates in real time, with advanced acceleration and optimization techniques 

performed end-to-end. 

GlobalSCAPE's replication software delivers real-time and global data solutions for all Windows server 

platforms. The software mirrors multidirectionally between any number of remote servers, without file 

conflicts, open-file issues, or changes to any LAN, WAN, router, or user configuration.   

Wide Area File Services (WAFS) allows branch office users to access and share files over the WAN at 

LAN speeds through proprietary algorithms that continuously monitor file changes at the byte level and 

transfer only the differences. WAFS also supports native file locking, so users can access files with WAFS 

exactly the same way they do on the LAN, except that they can share files and work with any branch 

office, anywhere, as if it were locally connected. 

Continuous Data Protection (CDP) backs up all of your data as quickly as any changes are made. If 

you need to roll back to a previous version of a file, or even roll back the entire data set, with CDP you 

can restore that backup to any point in time. The servers backup in real time as files change to your 

backup site, which can be at the same location, or at any remote location. Your data will safely mirror to 

disk at the backup site, continually and in real time, as it changes. CDP ensures that bandwidth is 

eliminated, and latency will not affect the integrity and availability of the mirrored data. Should anything 

happen to your servers, you can failover to the backup or any second site. The backup server can keep 

any number of past versions of each file (and deleted files) and allows you to restore from point-in-time 

snapshots. Restore via browser, direct from disk, or recreate an entire server transparently over the 

network. 

Enterprise  combines the functionality of WAFS and CDP into one package. Run Enterprise on your 

servers if you need a true wide area file service with file acceleration and real-time mirroring, but you also 

need continuous file server backup that keeps track of all changes made and allows you restore data to 

any point in time.  

An example Enterprise deployment at an engineering firm includes the following software: 

 In Boston, deploy Enterprise to provide a multidirectional solution for engineering files.  

 In Chicago, deploy WAFS Multi-Directional, which coherently synchronizes the engineering files 

with the Boston and Denver sites.  

 In Denver, deploy WAFS Multi-Directional, which coherently synchronizes the engineering files 

with the Boston and Chicago sites.  

 Finally, deploy a Backup in NYC, to backup the accounting files.  
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WAFS/CDP Components 

WAFS/CDP is comprised of the following components: 

The Server acts as the hub, directing traffic, synchronizing mirrors, ensuring file coherency, and resolving 

any file conflicts. In all deployment scenarios, a single instance of Server is used. 

An Agent is installed on those computers in which data is directly accessed. Agents communicate directly 

and only with the Server.  

Jobs are the basic building blocks of a WAFS deployment. Jobs are a collection of synchronized folders 

and the links between them. Once an Agent adds a folder on its local computer to a Job, full 

synchronization is ensured between that folder and folders on other computers that are linked to that 

same Job. You can create up to 60 Jobs per Agent. 

The Vault is the working space on the Server that stores one or more Jobs' current file versions, past 

versions, deleted files, and log files. The default location is C:\AD.  

For examples of how GlobalSCAPE customers are using WAFS in their organizations, review the various 

case studies available at http://www.globalscape.com/products/casestudies.aspx. 

Getting Started 

Get up and running in minutes with the following topics, which allow you to perform initial replication at 

new Agent sites quickly and easily.  

WAFS Quick Start - how to deploy the software in a WAFS configuration 

CDP Quick Start - how to deploy the software in a CDP configuration 

Installing the Software 

Getting Started with FastMerge - frequently asked questions regarding configuring and using FastMerge 

to complete initial data replication 

Quick Reference - a quick reference for common questions regarding Server setup and operation 

File-Naming Conventions - naming your files for successful replication 

WAFS Quick Start 

WAFS allows computers to synchronize their data in real time using very little bandwidth. When a user 

opens a WAFS-linked directory, every document in it is guaranteed to be current ï even if a colleague 

elsewhere just made a change to it a split-second ago.  

WAFS is completely transparent; end-users open their files through the Windows Explorer or Open dialog 

box, just as they would any other file. 

http://www.globalscape.com/products/casestudies.aspx
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The WAFS topology consists of the following: 

 Server Computer. Acts as a "traffic cop" and vault for accessing old versions of files  

o Runs the Server  

 Two or more Agent computers. Provide access to the most current versions of files  

o Each computer runs an Agent  

Jobs 

Jobs, the basic building blocks of a WAFS deployment, are a collection of synchronized folders and the 

links between them. Once an Agent adds a folder on its local computer to a Job, full synchronization is 

ensured between that folder and other computers that are also linked to that Job. 

For example, suppose a firmôs London office links a folder "clients" on their local file Server to a Job 

"CLIENTS" on the firmôs Server in NYC. A branch in Tokyo links a local folder "clients" to the same Job 

"CLIENTS." From then on, the contents of Londonôs "clients" and Tokyoôs "clients" will be the same. Any 

change in one is synchronized to the "CLIENTS" Job, which will then permeate to every other folder 

linked to it. London and Tokyoôs folders are both still local, so access to even large files is at LAN speeds.  

How to Install WAFS: Overview 

WAFS deploys in just three easy steps: 

1. Install the Server on the Server computer.  

2. Install the first Agent on the first Agent computer, and use it to create a Job. 

3. Install additional Agents on other Agent computers and link to that same Job. 

 

All of the functionality is handled by just two applications, the Server and Agent, running in different 
modes. If you have previously installed the Server software on the Server computer or the Agent 
software on an Agent computer, you can skip the applicable installation below.  

Whatôs Next? 

After you have finished installing WAFS, any change made in any folder linked to the Job you created 

appears in every other folder linked to that same Job. Try this out by creating a file in the linked folder of 

the first Agent. The file will show up in the second Agentôs linked folder. Change that file in the second 

folder and the copy in the first folder will be changed, too.  
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Review the user guide for important information, including how to: 

 Change the default administrator login account. 

 Create additional Jobs.  

 Link additional Agents to an existing Job. 

 Create user accounts so that only approved users can access the data.  

 Manage the Jobôs data, including retrieving past versions or deleted files, using the Serverôs web 

interface. 

 Unlink a given folder from a Job. You may also want to remove a Job from the Server altogether. 

 Use FastMerge for replicating large amounts of data more efficiently. 

 Access the Server, Agent, and Jobs with the user interfaces. 

 Configure advanced features  

 Configure the software to work with Microsoft XP, IIS, and antivirus software 

Common Problems with Establishing WAFS 

Most users set up WAFS quickly and easily using the deployment wizard. Below are common problems 

with setting up WAFS, and recommended solutions. 

1. The Agent cannot connect to the Server. 

 

Make sure the Server is running, and that it is using a port that allows TCP/IP traffic between the 

two computers. By default, the Server uses TCP/IP port number 80, but that port may already be 

used on the computer (e.g., by IIS), or may be blocked by a firewall. You can change the port 

number in the Server Parameters dialog box.  

 

There are also issues specific to XP firewalls and Microsoft ISA 

2. The master cannot create a backup job because of the ACLs of files in the selected folder. 

 

The Agent works as a SYSTEM process, so it must have full control over all the files in order to 

access them. You must ensure that the SYSTEM account (a predefined "user" on every Windows 

computer) has full-control over every file and folder. You can let it add SYSTEM or you can add 

SYSTEM to every file/folder yourself, using Windows Explorer. You can also use Microsoft's 

cacls.exe utility (C:\WINDOWS\system32) from a command line. 

3. Some third-party applications may need adjusting. 

 

Old versions of StorageExec, QuotaAdvisor, PowerQuest, UltraBac, DoubleTake, and UnDelete 

may cause performance issues.  
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CDP Quick Start 

CDP provides true, continuous, real-time, tape-less backup and disaster recovery. Any change made to 

files in selected folders on the master system is quickly mirrored onto a remote backup location, ready to 

be used if the master system breaks. Past versions of files, including deleted files, are also available. 

CDP runs on all Windows Server platforms. 

The CDP layout consists of two computers running three applications: 

 Master computer ï source of data to be backed up  

o Runs CDP master Agent, which establishes the link to the Server  

 Server computer ï provides backup for current and past versions  

o Runs CDP Server, which provides the link for the master Agent  

o Runs CDP backup Agent, which provides access to the most recent versions of the files 

mirrored from the master  

 

A CDP deployment can have any number of masters, as long as each has a different Job. For 
example, you could have a master computer in San Antonio, a master in London, and a master in 
NYC, all connected to the same Server in Toronto. The process for setting up each additional 
master is identical to setting up the first one. 

The Server stores the current (real-time) version of all files from the master, and keeps past versions of 

files, even files that have been deleted. The Server also creates point-in-time snapshots and can initiate 

automatic failover and recovery. 

How to Install CDP: Overview 

CDP deploys in just three easy steps: 

1. Install the backup Server on the Server computer.  

2. Install the master Agent on the master computer and link the desired folder to the backup 

computer.  

3. Install the backup Agent on the backup computer and link it to the backed-up data.  

 

All of the functionality is handled by just two pieces of software, the Server and Agent, running in 
different modes. 
 
If you have previously installed the Agent software on the master computer, or either the Agent or 
Server software on the Server computer, skip the appropriate installation as indicated during the 
step. This may be the case if you have already deployed WAFS and are now setting up CDP. 
 
If this is your first time deploying CDP, it is best to start out with a test folder. Once you get that 
backed up, adding additional folders only requires repeating steps 2-3 for each one. 
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Whatôs Next? 

After you have finished installing CDP, any change made to a file in the targeted folder on the master 

computer will be reflected in the folder you selected on the backup Server computer.  

Review the user guide for important information, including how to: 

 Change the default administrator login account. 

 Create additional Jobs.  

 Link additional Agents to an existing Job. 

 Create user accounts so that only approved users can access the data.  

 Manage the Jobôs data, including retrieving past versions or deleted files, using the Serverôs web 

interface. 

 Unlink a given folder from a Job. You may also want to remove a Job from the Server altogether. 

 Use FastMerge for replicating large amounts of data more efficiently. 

 Access Server, Agent, and Jobs with the user interfaces. 

 Configure advanced features  

 Configure the software to work with Microsoft XP, IIS, and antivirus software 

 Manage the backup data, including retrieving past versions or deleted files, using the web 

interface. 

Common Problems with Establishing CDP 

Most users establish CDP quickly and easily using the deployment wizard. Below are common problems 

with setting up CDP, and recommended solutions. 

1. The master cannot connect to the Server. 

 

Make sure the Server is running, and that it is using a port that allows TCP/IP traffic between the 

two computers. By default, the Server uses TCP/IP port number 80, but that port may already be 

used on the computer (e.g., by IIS), or may be blocked by a firewall. You can change the port 

number in the Server Parameters dialog box.  

 

There are also issues specific to XP firewalls and Microsoft ISA 

2. The master cannot create a backup job because of the ACLs of files in the selected folder. 

 

The Agent works as a system process, and so it must have full control over all the files in order to 

access them. You must ensure that the SYSTEM account (a predefined "user" on every Windows 

computer) has full-control over every file and folder. You can let it add SYSTEM, or you can add 

SYSTEM to every file/folder yourself, using Windows Explorer. You can also use Microsoft's 

cacls.exe utility from a command line. 

3. Some third-party applications may need adjusting. 

 

Old versions of StorageExec, QuotaAdvisor, PowerQuest, UltraBac, DoubleTake, and UnDelete 

may cause performance issues. 
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Quick Reference 

This topic provides a quick reference for common questions regarding WAFS/CDP setup and operation. 

To do this... Refer to this topic... 

Install and run a 
Server 

Installing the Software. After the installer finishes, it will start the Server and prompt you for 

the registration code, which determines the number of users and volumes of your system.  

Automatically 
restarting the 
Server after 
booting the 
computer 

Server Console. The Server installation procedure places a shortcut to the Server application 

in the Windows Startup folder, causing the Server to start automatically whenever the 
Windows Server computer restarts. When configured as Services, the Server and Agent start 
automatically. 

Modify the 
communication 
parameters 

Server Parameters. 

Support SSL 
encryption 

Securing Ports with SSL. You can purchase a security certificate for your domain from a 
third party vendor (such as VeriSign). Install it per the instruction from the vendor. 

To save the costs of purchasing a third-party certificate, you can use a self-signed certificate. 
Using a self-signed certificate may cause a dialog box to pop at the client each time they 
access the Server.  

Manage 
existing Jobs 

Managing Jobs. For security, make sure you change the default administrator's 
username and password. 

Access old 
versions of files 

Web Interface. When the Web interface is enabled, any user has secure access to old 
versions of files via any web browser. 

Collecting and 
processing log 
information 

Server Parameters. The log files are stored in sub-directory _LOGS under the volume root 

directory, and are named after the date/time each log was started. You can delete old log files 
that are not needed without affecting system operation.   

Replicate large 
amounts of data 
more efficiently 

Using FastMerge to use an alternate copy of a Job's data to initially populate a linked 
folder. The disk on which the files are transferred must be formatted as NTFS. If you format 

the disk with FAT32, FastMerge will not transfer the files properly, because the file system time 
stamp is local time instead of Greenwich Mean Time (GMT). 

Prevent 
unnecessarily 
replicating 
thumbnail files 

Turning Off Thumbnail Caching. Windows creates a small file in some directories called 
thumbs.db. This file is a cache of thumbnail pictures in a directory to speed up the display of 
thumbnails when viewing a folder in Thumbnail view. The thumbnail files are constantly 
recreated and unnecessarily mirrored, resulting in excessive network traffic, which can 
contribute to performance issues.  
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File-Naming Conventions 

WAFS/CDP follows the standard Windows naming conventions, with a few exceptions (such as no 

support for Unicode characters).  

For example: 

 You can name files using almost any character for a name, except for the following reserved 

characters:  

< > : " / \ | ? *  

 The maximum length for a path is 255 characters. This limitation includes the drive letter, colon, 

backslash, directories, subdirectories, filename, and extension.  

For more information regarding file-naming conventions, refer to the Microsoft Windows Developer 

Network article Naming a File and the Microsoft TechNet article How NTFS Works.   

http://msdn.microsoft.com/en-us/library/aa365247.aspx
http://technet2.microsoft.com/windowsserver/en/library/8cc5891d-bf8e-4164-862d-dac5418c59481033.mspx?mfr=true
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Installing the Software 

The topics below describe the software components, various deployment considerations, and 

requirements/recommendations for installing the software. 

Software Components 

Software installations include the following: 

WAFS: 

 Server 

 First Agent 

 Additional Agents 

CDP: 

 Backup Server 

 Master Agent 

 Backup Agent 

When a Server and/or Agent are installed, one or more of the following processes appear in the Windows 

Task Manager: 

Process Name Definition 

AvlAgt.exe Agent Agent when run as an application 

AANTS.exe Agent Agent when run as a Windows service 

ASRV.exe Server Server when run as an application 

ASRVNTS.exe Server Server when run as a Windows service 

ACLMgr.exe ACL Manager The executable responsible for replication of ACL information 

For example, when you start the Server as a service, ASRVNTS.exe  is called first and it then calls 

ASRV.exe. Therefore, you will see both processes running at the same time. When the Server is running 

as an application, only ASRV.exe is running. 

Deployment Considerations 

The software is easy to install and provides the following configuration options: 

 Wide Area File Services (WAFS) provides multi-directional continuous mirroring, real-time file 

sharing with coherent locking between all connected systems both local and remote.  

 Continuous Data Backup (CDP) offers continuous backup/disaster-recovery of files, ongoing disk 

to disk mirroring of live data to a remote server, and the ability to restore data to any point. 

 Content distribution and synchronization mirrors changes made to files on the fly in order to share 

and preserve development source code, supply multiple production targets, or provide destination 

servers with continuously current data. 
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System Recommendations 

 Windows 2000, XP Professional, 2003  

o WAFS/CDP version 3.5.2 supports 64-bit Windows Server 2003 

 1 GHz Pentium P4 or higher 

 RAM is dependent on the number of files:  

RAM total = 600 MB + (NumberOfFiles * 0.5 KByte per file), with 1 GB RAM minimum 

 Hard drive space equal to or greater than the amount of data being mirrored or backed up; the 

Server requires approximately 5 GB. 

 

If the Server and Agent are installed on the same computer, ensure that you provide twice 
the space requirements for your file storage. That is, users upload their files to the Agent, 
but a copy of every file uploaded is saved on the Server, therefore, you will need twice the 
capacity. 

 Any Windows-compatible display system 

 Internet Explorer 5.5 or higher 

Supported Media 

The software supports use of IDE, RAID 5, NAS, iSCSI, SAN, and most other LAN-accessible storage 

media. 

WAFS Deployment 

In a WAFS deployment, files are up-to-date and local in real time at all locations. Any change made at 

any location is available at each of the other locations. Users do not notice a difference between 

accessing local files and files in remote locations. They still access the data from the network share on 

the office's existing file server. Each file server is synchronized in real time with the other remote file 

servers. Sharing data between cubicles in the same office is no different from sharing between remote 

offices. File access is fast, efficient, and fully transparent. File coherency and locking is maintained, 

ensuring that two people do not make changes to the same file at the same time. All files are usable, 

everywhere, at all times. 

Suppose your company has employees at three separate sites that need to share the same information. 

Your company uses large CAD files, and employees at all sites need to access and modify the designs 

concurrently. Use WAFS to connect the offices by installing the system as follows: 

 

This section is an overview of a WAFS deployment. For detailed installation instructions, refer to 
Install the Server, Install the First Agent, and Install Additional Agents. 

1. Designate one location as the hub, and install the Server there. Typically, this should be the 

location with the largest number of users, highest traffic, or where your disaster recovery is 

located. 

2. Install an Agent at each remote location:  

a. Connect the first Agent installed to the Server by creating a Job. See Creating a New 

Job.  
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b. Connect subsequent Agents to the Server by linking to that Job. See Linking to an 

Existing Job. 

c. Optionally, install an Agent on the computer running the Server, and connect it with the 

Server. 

3. Create a new, empty folder at any Agent where you want to link to a Job. 

You now have a directory that is mirrored between two computers, in two different locations. Any changes 

made to the contents on one computer are reflected on the other. File access works the same as if the 

files were on the same LAN, including native file locking.  

 

The default share permission for Windows is usually read-only. To give WAFS the ability to change 
the contents of a folder that is linked to a Job, you must change the rights to the folder in Windows 
to Full Control, as you would normally share any folder. 
 
In Windows XP and 2003, you must run the Agent as an NT service in order for the data to be 
shared on the network. To do so, select the NT Service check box in the Agent's Preferences 
(General tab). If it is already selected, then you are already running the Agent as an NT Service. 
 
Some applications, such as Microsoft's WordPad and Notepad, do not support file locking. 

After running the initial testing, familiarize yourself with the following: 

 NT Services - Optimize the Server and Agent(s) by running them as NT services, meaning that 

they start automatically after the computers restart and do not require login. You can start and 

stop the service from the Windows Services control panel, or you can select or clear the NT 

Services check box on the Server and the Agent. 

 Job Administration console - Used to modify and delete Jobs. 

Continuous Data Protection Deployment 

In a CDP deployment, data is constantly being replicated to the specified backup computer. The backup 

computer can be on the same LAN or in any remote location. CDP performs continuous backup for any 

number of primary servers using just one central server as the backup repository. CDP can perform one-

to-one backup and uses negligible bandwidth. 

The source system has the live data in use, and the backup system has a mirror of the source system 

data. CDP provides flexible disaster recovery options. It can be configured to provide failover to a second 

server or it can maintain a mirror copy and make it available to perform a restore to the original location or 

the original server. You can also use CDP to restore single files. 

In a remote server deployment, the source system data is constantly mirrored to the server that is located 

off-site. If the source system breaks, then another Agent, which can be co-hosted on the computer 

running the Server, provides alternate access to the files. 

If the source fails, it is possible to deploy a new Agent anywhere quickly, including on the same LAN 

where the original Agent is. Name the new server the same name as the failed one and users will 

automatically redirect, or you can use DFS to automatically failover. 

 

For detailed installation instructions, refer to Installing the Server, Installing the First or Master 
Agent, and Installing Additional or Backup Agents. 
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Installing the Server 

 

If you are upgrading from an earlier version of WAFS/CDP to version 3.5.2, refer to 
http://www.globalscape.com/e/wafs/wafs_update_3528919.html for important guidelines. 

To install the Server 

1. Start the installation package on the Server computer, and follow the instructions in the 

installation wizard. 

2. Click Next. The License Agreement appears. 

3. Read the agreement, then click Yes to accept it and continue with the installation. 

4. Do one of the following: 

 For WAFS deployment, click Next until the Deploy Server button appears, then click 

Deploy Server. The installation destination page appears. 

 For CDP deployment, Click next until Deploy Backup Server appears, then click Deploy 

Backup Server. The installation destination page appears. 

5. Specify the path where you want the Server installed, then click OK. If you are not sure, use the 

default. 

6. Complete the activation (registration) information, then click Next. The Storage and 

Communication page appears. 

7. Specify the directory that the Server will use as the Vault. 

8. Confirm the Server's computer name or IP address. 

9. Specify the communications port. By default, the Server uses port 80 for communications. If 

another service is using port 80, such as Microsoft IIS Server, specify a different, unused port to 

avoid conflicts. 

10. Click Next, then click Finish. The Server finishes installation, then the Server Console appears. 

Next Step: Install the First or Master Agent 

Installing the First or Master Agent 

 

If you are upgrading from an earlier version of WAFS/CDP to version 3.5.2, refer to 
http://www.globalscape.com/e/wafs/wafs_update_3528919.html for important guidelines. 

Agents are installed on any computer that contains data to be shared. 

To install the First or Master Agent 

1. On the first Agent computer, start the installation package and follow the installation wizard. 

2. Do one of the following: 

 For WAFS deployment, click Next until the Deploy First WAFS Agent button appears, 

then click Deploy First WAFS Agent. 

 For CDP deployment, click Next until the Deploy Master Agent button appears, then 

click Deploy Master Agent.  

The Agent installs, then the Select a folder page appears. 

http://www.globalscape.com/e/wafs/wafs_update_3528919.html
http://www.globalscape.com/e/wafs/wafs_update_3528919.html
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3. Click the ellipsis  to select the target folder for the first Job or backup Job, then click Next. 

The target folder is the folder that contains the files you want to mirror using WAFS or back up 

using CDP. The Create a new Job page appears. 

4. Provide the IP address or name of the Server. If the port number is not 80 (the default), provide 

the server name followed with the port number in the format Servername:port. For example, type: 

AVSRD:711 

 

If you are unable to connect to the Server, verify that you are not using port 80 for 
something else, such as Microsoft IIS. If so, designate a different port for the Server in the 
Server Parameters dialog box.  

5. The name of the folder appears in the Job name box; keep the name or specify a new name for 

the Job.  

6. Click Next. The Job Summary appears.  

7. Review the settings. If you want to change any settings, click Back. If you are satisfied with the 

settings, click Link to Job. 

8. If a warning appears that all of the files in the target folder must be closed and not in use while 

the target folder is mapped for the first time, verify that no files are open and that no applications 

are using files in the target folder, then click OK. 

The Agent links with the Server and all of the files in the target folder are replicated in the Server Vault. 

Next Step: Install Additional or Backup Agents 

Installing Additional or Backup Agents 

After you have installed the Server and the first or master Agent, install Agents on any other computer on 

which you want to set up a WAFS mirror or CDP backup. 

To install additional or backup Agents 

1. On the computer on which you are installing the Agent, create an empty folder. This folder is 

populated with the contents of the first or master Agent's target folder. 

2. Start the installation package and follow the instructions in the installation wizard. 

3. Do one of the following: 

 For WAFS deployment, click Next until the Deploy another WAFS Agent button 

appears, then click Deploy Another WAFS Agent. 

 For CDP deployment, click Next until the Deploy Backup Agent button appears, then 

click Deploy Backup Agent.  

The Agent installs, then the Select a folder page appears. 

4. Click the ellipsis  to specify the empty folder you created in step 1, then click Next. The Link 

to an existing Job page appears. 

5. Specify the IP address or name of the server. If the port number is not 80 (the default), provide 

the server name followed with the port number in the format Servername:port. For example, type: 

AVSRD:711 

6. Click Next. The Job Summary page appears. 
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7. Click Link to Job. The Agent links with the Server and all of the files related to the Job are 

replicated in the folder you selected in step 5. 

8. Repeat Steps 1-8 on any other computer that you want to add to the system as a mirror or 

backup. 

Troubleshooting Connection Problems 

If another service is using port 80, such as Microsoft IIS Server, you must specify a different, unused port 

to avoid conflicts. If you specify port 80 and another service is using that port, you will not be able to 

connect to the Server. If you installed the Server using port 80 and are unable to connect, specify a 

different port, then restart the Server. 

For more information about special configurations, considerations for use with other applications, and 

connection problems, refer to Technical Notes. 

License Information 

The Server License Information dialog box displays the activation key, number of Servers licensed, and 

any options licensed. This information is useful for customer support.  

You can also reset the license key in this dialog box using the procedure below. When an upgrade is 

purchased, such as to enable more users, and the upgrade includes a new key, or the Server application 

is removed from this computer, possibly in order to transfer the license to another computer, you might 

need to provide a new key.  

To view the Server license information  

1. On the Server computer, click the Server icon , then click Display Server control panel. 

2. Clicking License info. The Server License dialog box appears. 

 

 



Permissions and Security 

21 

To provide a new key  

1. Click Reset. A warning appears and then the registration key is erased. There is no undo option. 

2. Click OK to erase the key (or Cancel to abort and keep the key). 

3. If you are activating a new key, restart the Server. The activation wizard appears in which you are 

asked to provide the new key. 

To update to the latest version 

Refer to the latest update page. 

Permissions and Security 

The topics below describe how to configure and manage permissions for the system. 

Access Control Lists (ACLs) 

An ACL (access control list) is a property of every file and folder in Microsoft's NTFS file system. An 

access control entry (ACE) is an element in an access control list (ACL). It allows an administrator to limit 

the access to given files to a selected group of users. The ACLs of a file or folder are can be set from the 

Security tab of the file of folder's properties, which can be accessed by right-clicking on the file or folder. 

 

Make sure no shares have been set to the Windows 2003 default "read-only" (look in the Share tab) 
or it will override the permissions you set in the Security tab. 

The software fully supports ACLs; therefore, you can set the security of each file (i.e., set the access 

rights) exactly like in NTFS on the Security tab.  

Because the software runs under SYSTEM account credentials, the "user" SYSTEM must have full 

access rights. On the Security tab, make sure SYSTEM is listed with full control. Failure to give the 

SYSTEM account full control to every file and folder results in users or applications not being able to 

access, move, or otherwise modify these files and folders. 

Registry Keys 

When the source Agent is configured for automatic ACL replication, the source Agent checks for ACL 

changes every 30 minutes (by default). The default value of 30 minutes can be changed by a registry key 

named ACLP_src_cycle . It is an integer value and the unit is minutes. After each ACL check, the 

source Agent calculates the duration to process ACL, and multiplies it by a factor of 10 (by default), 

compares this new value to the cycle time defined in ACLP_src_cycle , then chooses the larger value 

as the new cycle time. The default factor of 10 can be changed in a registry key named 

ACLP_src_factor . 

The new cycle is formulated as:  Max (ACLP_src_cycle, Duration * ACLP_src_factor ) 

On the target side, the default cycle is controlled by ACL_trg_cycle   and the default factor is controlled 

by ACLP_trg_factor . Each of these registry key REG_DWORDs are per-Job based and are located in 

HKey Local Machine/SOFTWARE/AVAILL/AvaillClient/I/S/[servername]/V/[jobname]/ .  

For these registry keys to take effect, the Agent must be restarted after you create or change them.  

http://www.globalscape.com/support/wafs_upgrade.aspx
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ACL Settings between Agents 

For each Job, one Agent must be selected as the Source, and its ACLs will be projected to the Job on all 

other Agents linked to the same Job.  

Granting Full Access to Everyone 

1. In Windows Explorer, right click the Job, then click Properties. 

 

 

2. The Properties dialog box appears. Click the Security tab.  

3. Allow full control to Everyone and to SYSTEM.  

4. Select Advanced, choose Replace permissions entries on all child objects, then click OK.   

For example, suppose you create a new folder in a Job, and want to give users jsmith and jjones 

full access to the folder and to all the files that would be stored in it. In NTFS, you would open the 

Security tab, then add user jsmith and jjones. You would do the exact same thing with the WAFS 

folders, but you would also have to add "user" SYSTEM and give it full access. 

Limiting Access to a Selected Group of People 

This is similar to the previous example, except that instead of Everyone you would have to include the list 

of people and groups that are allowed to access the volume; ensure SYSTEM is included and has full 

control on every file and folder. 

Permission and Network Share 

When you network-share a Job or a folder in a Job, verify that the network-share permissions are 

appropriate for your users.  

To check the network-share permissions 

1. In Windows Explorer, right-click the Job, then click Properties. 

2. Click the Sharing tab, then click Permissions. 

 

For information on setting file sharing permissions, see Article ID: 304040 (and others) at 

http://support.microsoft.com/default.aspx. 

http://support.microsoft.com/default.aspx
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Roaming Profiles 

There are installations that use roaming profiles to provide a centralized Active Directory service to a 

distributed organization. For example, a company might have a site in San Diego with the main Active 

Directory server, and have another site in Chicago that "roams" via VPN to the Active Directory server in 

San Diego. 

Situations like this often result in slowness related to obtaining security information. For example, you 

may check the security on a given file, and you will see bunch of hex numbers in the security list, each 

representing a user ID. These numbers resolve into actual names within a second or more. This is 

because the local computer had to access the remote Active Directory for translating the user-ID to an 

actual name. 

Two operations are affected by this slowness of the "roaming" process: 

1. During the process of creating a new Job, the Agent scans the folder and checks security. This is 

"step 1" of the two-step mapping process. Although the Agent does not check every single file, 

the process may be extremely slow, and may end with an error message. 

2. If you set ACL copy to copy security between sites (either automatic or manual), the process 

might take a very long time. For example, if there are 100,000 files in a job, the ACL copy process 

might take more than a day.  

The best way is to avoid the slowness problem is by using security of predefined users. For example, 

before mapping a folder to a new Job, change its security, as well as the security of all the files and 

subfolders under it, to SYSTEM and EVERYONE having full control. Because these are predefined 

permissions, the local computer does not need to roam, allowing everything to process very quickly. 

If possible, it is desirable to keep this security even after the creation of the job (and control user access 

via the share permissions). If that is not an option, then use the following process to create a new Job: 

1. Check the actual security of the folder, so that you can restore it later.  

2. Change the security of the folder and all its content to SYSTEM and EVERYONE having full 

control.  

3. Using an Agent, create a new Job for this folder.  

4. At the end of the mapping process (should take a few minutes), you will get a confirmation dialog 

box. Verify on the Agent that the Job is created.  

5. Stop the agent. Preferably, this should be done after the files finished the initial upload, but it is 

OK to stop it even before they are done uploading.  

6. Restore the security as desired.  

 

Always grant SYSTEM full-control to every file and subfolder. Otherwise, the Agent might 
not be able to access it.  

7. Start the Agent. 

If the above process is not feasible, e.g., if there is a very complex security setting that will be difficult to 

restore, there is a procedure for disabling the security check during the Job creation. This would 

accelerate the process. To use this procedure, please contact GlobalSCAPE Technical Support. 

See also ACLs. 
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Deleting Roaming Profiles 

When WAFS replicates a roaming profile, a user or administrator might not be able to delete the user's 

roaming profile directory and/or subdirectories.  

Depending on the level of the directory selected for deletion, the user or administrator might receive 

the message "Error Deleting File or Folder - Cannot remove folder <Folder>: The directory is not empty" 

or the folder will appear to delete, but then be replicated again from the WAFS Server.  

Before you can delete a roaming profile directory and/or subdirectories, you need to remove the "Read-

only" attribute on the applicable roaming profile subdirectories under the WAFS Job's 

("RoamingProfiles") P directory in the WAFS Server vault ("AD"). 

To remove the read-only attribute from multiple subdirectories 

1. Open a Windows Command Prompt on the WAFS Server computer. 

a. Click Start, then click Run. The Run dialog box appears. 

b. In the Open box, type cmd, then click OK (or press ENTER). 

2. Change directories to the top-level directory of the profile you want to delete. For example, type:  

c:  

cd AD \ RoamingProfiles \ P\ jsmith  

3. Using the attrib command, recursively remove the read-only setting from child files/folders. Type: 

attrib - R - S - H * /S /D  

You can now delete the directory from any Agent using an administrator account.  

When deleting WAFS-replicated folders from the Agent machine, you must use SHIFT+DEL.  
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Configuring and Using the Server 

The topics below describe using and managing the Server. 

The Server 

The Server operates in a hub-and-spoke topology with all the clients. The Server:  

 Manages Jobs 

 Stores past versions in its Vault 

 Provides a Web interface to access Jobs 

 Provides the data transfer interface to and from all Agents 

 Maintains mirror coherency 

 Maintains file lock coherence 

 Maintains link security 

 Maintains access rights 

 Allows snapshots, failover, and alarms in case of disconnection from an Agent 

Server Console 

The Server Console appears when you click the Server icon  in the host server's system tray.  

 

Closing the Server Console does not shut down the Server. 



WAFS/CDP User Guide 

26 

 

The information and options available in the Server Console are described below. 

Manage Jobs launches the Web interface for managing Jobs, setting the owner login and password, 

setting the maximum amount of space the Job may take, managing the Job's files (including old 

versions), or even deleting the Job. 

Snapshots & Failover opens the interface to create point-in-time snapshots and run automated 

processes, such as an alarm if an Agent goes offline due to an unplanned event. Refer to Snapshots & 

Failover for details of the Snapshots and Failover dialog box. 

Parameters opens the Server Parameters dialog box, which allows you to view and modify the server 

parameters, such as its port number, or to change where the Server uses disk space for its Vault. Refer to 

Server Parameters for details of the Server Parameters dialog box. 

License Info displays the license options and resets the registration key.  
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Auto Run as NT Service controls whether the Server runs as a user program (if unchecked), or as an NT 

Service (if checked); you can switch between the two modes. Typically, you run the server as an NT 

Service so that it runs automatically after reboot. 

RUN starts the Server, allowing Agents to connect and gain full access. This is only needed if the Server 

was started as a process and not as a service. The Server should be kept running. If it is shut off, or the 

computer it runs on is down, the Agents keep running and users see no impact, but replication ceases. 

Agents will automatically reconnect once the server comes back and is reachable. 

Help opens the Server's online help in the default browser. 

Exit stops the Server if it is running as a process. Typically, the server is running as an NT service, and 

you must stop it from the Windows Services control panel. 

Disk usage and auto-cleanup threshold manages how the Server handles available disk space. The 

top number on the right is the size of your entire disk. This is unrelated to the Server. The second 

number, used, is the total amount of the disk that is currently used for any reason. The Server can be a 

small or large part of this total, depending on what else you have on the disk. The threshold allows you 

to determine how much disk can be used before the Server runs its auto-cleanup operation on the Vault. 

The space used by the Server is in C:\AD by default.  

 

This space has nothing to do with any Agent you may also have running on this same computer. To 
move the space that the Server uses to a different device, use the Server Parameters dialog box. 

The Vault (in the AD directory) is where the latest copies are kept, in addition to past versions and deleted 

files, up to the space specified by the threshold. The auto-cleanup deletes oldest version of files until the 

used space falls below the set threshold. Of course, the cleanup only affects old versions of files and 

deleted files; current files will not be deleted. You can force a cleanup at any time by moving the slide bar 

to the left of the "used" area, thus allocating less space than is currently used and forcing the Server to 

delete files. This may slow performance of the Agents for a few minutes. 

It is not a good idea to keep the threshold bar so close to the used bar that cleanup happens very often. 

Move it as far to the right as you can afford in drive space. 

Clients displays information on all clients that have accessed the Server, including Agents and users 

logged into the Web interface. Information is displayed for all clients currently connected and all clients 

connected since the Server last started. This area also displays how many of those connections were 

made through HTTPS, how many packets were transferred and how many errors were encountered. 

File stats displays statistics on file usage, including number of files currently open and number of files, 

and bytes, transferred to and from the server. 

Data communication displays information on the amount of data that has been transferred into (from 

clients) and out of (to clients) this Server. Because the data is compressed before it is sent, the amount of 

raw data (i.e., data actually transmitted) sent is lower than the amount of uncompressed data. 

Snapshots and Failover 

In addition to its other roles, the Server supports optional snapshots and automatic recovery operations. 

Open the Snapshots and Failover dialog box by clicking Snapshots & Failover in the Server Console. 

Snapshot and auto-recovery operations are defined for each Job separately. Click the down arrow next to 

the Job box to select the Job you want to define snapshot and recovery options.  
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The Server's snapshot option allows you to take periodic snapshots of your Job's data. You can manually 

take a snapshot at any time, and for every Job, you can take up to eight snapshots per day and store 

them at a location of your choosing. A snapshot includes the latest copy of all the files in the chosen Job 

at that instant (no past versions or deleted files are included in a snapshot). There is no impact on 

ongoing use of files at any Agent during the snapshot.  

To specify a snapshot schedule for a given Job 

1. To select a Job, click the down arrow next to the Job box.  

2. Select the perform periodic data snapshots check box, then type the time(s) to take the 

snapshots. The time is specified as HH:MM where HH is the hours (0 to 23), and MM is the 

minutes (0 to 59).  

3. Specify a disk quota, in GB, for all of the snapshots. As many snapshots as will fit in the quota are 

kept, and when the quota is reached, old snapshots are erased.  

4. In the target folder box, specify the folder in a local or network drive in which snapshots will be 

stored. The snapshots are stored in a folder named target\NAME.TIME where target is the 

specified target folder, NAME is the Job name and TIME is in the format YYYYMMDD_hhmm 

specifying the date and time when the snapshot started. (e.g., 

C:\Snapshot\FIRSTFOLDER.20080604_1055) 

5. If you want to specify snapshots for several Jobs, you can specify the same target folder for all 

Jobs, or specify a unique target folder for each Job.  

If files are opened (by a user, through an Agent) at the time of the snapshot, the snapshot process opens 

it in read-only mode for the purpose of reading the data from it and copying it. Only if the file is opened in 

exclusive mode by one of the Agents (rare), would it be skipped.  

The snapshot process creates a log file at the top level of the snapshot folder. If there are any copy 

errors, they are listed in that log file. 

Server Parameters 

The Server Parameters dialog box is used to change/specify the computer name, Server working space, 

port, Server cleanups, SSL certificates, log settings, volume display, and Web interface options. 

To open the Server Parameters dialog box 

1. Click the Server icon  in the host server's system tray. The Server Console dialog box 

appears. 
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2. Click Parameters. The Server Parameters  dialog box appears. 

 

 

 Machine name / IP address / domain is used by the Agents to connect (via TCP/IP) to 

the Server. If the Server is only used inside a corporate LAN, the computer's domain 

name is typically the computer name, e.g. AVSRV5 (from the desktop, right-click My 

Computer, click Properties, then click the Computer Name tab. Use the Full computer 

name.) You can also use the IP address of the computer such as 196.178.1.110, or a 

name known to DNS. This is the computer name Agents use when creating or linking to a 

Job. 

 Server cleanups of old versions and deleted files can be set to occur at any time or only 

during designated hours. Cleanups only occur if the Server uses more space than is 

allocated to it in the Server Console.  

 Normal port (HTTP) specifies the main port the Server will use. The Server's default 

protocol is HTTP over port 80 so that it can traverse firewalls. In situations where port 80 

is not used for the Server, administrators use port 711 instead. To use secure ports, refer 

to Securing Ports with SSL.  

 

The port will be used for requests to handle the following: 

o Communications with the client (either using the "native" protocol or using 

HTTP/HTTPS, as selected by the optional proxy settings of the Agent) 

o Remote Job administration, a special Web-interface mode for server 

administrators. Note that if a server supports SSL, the normal port is never used 

for Job administration. (For details of using SSL, see Secure Ports, below.) 
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o Communications in Web-interface mode from any Web browser. To log in to the 

server from a Web browser, simply point your browser to http://server:port (if the 

port is 80, http://server will suffice). After the first-time setup, the port is set to 80. 

Some IT administrators may prefer to use a port other than port 80 (port 80 is the 

default HTTP port). A different port might be used because: 

Á Port 80 is already taken by another Web server. If port 80 is already 

used by another application (such as IIS), you must select another port 

number. After installation, if Manage Jobs does not work, the likely 

cause is a conflict on port 80. Some applications cause an intermittent 

conflict. 

Á For security policy reasons, a company does not want to open this HTTP 

port 

Á The Server is running in a local network, and the system administrator 

wants to map the port to the corporate firewall running on another 

computer. 

 

If you do change from port 80, remember it for all the Agent installs. Whenever 
asked for server name, append the port number to the server name with a colon, as 
in server_name:port. 

 0 additional - If you have an enterprise Server, you also have the multi-channel feature. 

This feature allows you to identify multiple ports for Server to Agent communications. See 

Additional Channels. 

 Server Working Space - The Server working space specifies where the Server keeps 

the Vault, which includes Jobs' current file versions, past versions, deleted files, and log 

files. The default location is C:\AD. To change this location, you have to be running the 

server as an application. (See To make changes using the Server Console below.) 

Before launching the Server as an application, copy the current Vault directory to its new 

location. Once the server is back up, check that the Server is using the correct location 

and that all of the Jobs are intact. If they are, it is safe to delete the old folder. 

 Log Settings specifies the level of detail written to the log file. Log files are written to the 

folder _Logs in the Vault. Each time the Server runs, it creates a new log file with a name 

containing the date and time when the Server was started (e.g., 

Srv_20070706_1536_001.txt). You can delete old log files. Click Change Log Settings 

to edit log levels. Refer to Logging Server Information for more information. 

 

list volumes protected by passwords - Allows users who are adding to Jobs to see the 

list of all available Jobs. If the check box is not selected, only Jobs that have the 

username U and password P are displayed. 

 Web interface to files specifies how users can view Jobs through their Web browser. By 

default, users can download, rename, and upload files in Jobs in their Web browser (as 

long as they know the Job's login and password).  

o To restrict such access to read-only or disallow it altogether, select the 

appropriate option: full (R/W) web access, limited (R/O) web access, no web 

access.  

o To allow Job administration through the Web interface, select the allow job 

admin  check box. 
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Additional Channels 

 

Do not use additional channels before setting up a complete network using just the main channel. 
After the system is correctly deployed, you can try to add more channels if they are needed. 

Normally, all of the Agents connect to the Server via the specified channel using the computer name and 

port number. Each Agent might have several activities that need to be executed at the same time. For 

example, for a given Job, the Server might need to download a new file (created by an Agent), upload a 

file updated locally, and obtain the latest content of a given folder. With multiple Jobs, the likelihood of 

having to execute several tasks at the same time increases.  

With one channel, these activities are serialized. Suppose a new file has to be uploaded and that the 

entire upload activity requires 20 TCP/IP packets. The Server interleaves packet streams from different 

activities. For example, after sending the fourth upload packet, it might send a packet for informing the 

Server of another file's rename, and then continue with the fifth upload packet. The interleaving is done 

using a sophisticated priority mechanism that ensures responsiveness for higher priority activities while 

assigning lower priority for background activities such as file downloads. 

Prioritized serialization works very well and provides performance nearing that of a local disk, even if the 

Agent and Server are on a WAN; however, on low-bandwidth networks, the packet round-trip time can 

adversely affect interactive performance. For example, suppose a user opens a spreadsheet and, as a 

result, the Agent needs to send a packet to the Server to verify that the local data is coherent and that the 

file is not opened by another user on another Agent. The round-trip of this file-open packet might be 

relatively quick, but if another upload packet is now being sent, then the Agent needs to wait for the 

Server to reply to that packet before sending the file-open packet. Even though the file-open packet has 

higher priority than upload packets, the Agent still needs to wait, slowing down file activities. 

If your license allows it, you can use the Additional Channels feature. By defining multiple channels, the 

Agent can use channels for concurrent activity. All of the additional channels are used only for upload and 

download activities, freeing the main channel (the main port) for foreground file activities such as file-open 

or file-lock. 

 You can define up to 9 additional ports, allowing concurrent upload and download of a maximum 

of 9 files.  

 Specify the additional channels by port numbers. The Server listens to these ports, and they are 

opened on each Agent.  

 You must make sure the proper firewall setting enables traffic on these ports. You can use any of 

the fields for port definition. 

 In some rare cases, you may want to connect several physical links and use different IP 

addresses to route agent traffic. In that case, specify the Server using the computer name, IP, or 

DNS, followed by the port number.  
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To specify additional channels 

1. Open the Server Parameters dialog box. 
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2. In the normal port (HTTP) area, click 0 additional. The Additional Channels  dialog box 

appears. 

 

 

3. Type a port number in the channel box or an IP address and port number if using a different IP 

address. For example, you could open two additional channels using ports 801 and 802 (the 

Agent connects to these channels using the same Server specification as for the main channel), 

and one additional channel using another IP address and port: 22.30.111.1:803. 

4. Click OK. The Server Parameters dialog box updates with the additional channels. For example, 

if you added 3 additional channels, the button now displays 3 additional. 

 

. 
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Securing Ports with SSL 

All communications are encrypted end-to-end by default; SSL is only used for regulatory reasons. Using 

the SSL option allows communication with clients (both the Windows client and Web-interface) over 

HTTPS with encryption keys of up to 128 bits. The port for HTTPS is typically 443. 

SSL can be used on any Windows client, but only Servers running on Windows 2003 and some versions 

of Windows 2000 can be configured to use SSL. 

You need a security certificate to use SSL. This is typically purchased from a Certificate Authority (such 

as VeriSign), but it can also be self-signed. Using a self-signed certificate may cause a warning dialog 

box to appear at the client computer. A self-signed certificate is also less secure than a signed certificate.  

To manage certificates 

1. Open the Server Parameters dialog box.  

2. In the normal port (HTTP) area, select the SSL check box. The normal port (HTTP area 

becomes the secure port (HTTPS) area. 

3. Click Certificate. The SSL Certificate dialog box appears. 

 

 

4. Do one of the following: 

 To import a certificate, click Import. The Open dialog box appears in which you can 

browse for and select a certificate. 
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 To generate a certificate, click Generate. The Generate Certificate dialog box appears. 

The Subject Name box contains the Server name.  

 

 

o Type the City, State, Country, and Months valid, then click OK. The certificate 

is generated. 

The information appears in the SSL Certificate dialog box. 

 

 

5. Click Close. 
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Starting and Stopping the Server Service 

The Server starts automatically and runs as a Windows system service, if so configured.  

To start or stop the Server using the Services option in the Control Panel 

1. In the Windows Services  dialog box, right-click or double-click the Server service and click 

Start  (or Stop). 

2. Close the Services and Administrative Tools windows. 

To start or stop the Server from the command line 

1. Click Start, then click Run. 

2. Enter cmd  or command. 

3. Click OK. 

4. To start the Server service, at the prompt type: 

Net start "availl server"  

(Include the quotation marks.) 

5. To stop the Server service, at the prompt type: 

Net stop "availl server"  

(Include the quotation marks.) 

6. After the service is started or stopped, type Exit. 
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Server Logs 

Each time the Server is started, it creates a new log file with a name containing the date and time when 

the Server started (e.g., Srv_20070706_1536_001.txt). Log files are written to the Vault in a folder called 

_Logs (e.g., C:\AD\_Logs). You can specify the detail of information saved in the log (when instructed to 

do so by GlobalSCAPE Customer Support), and you can delete old log files.  

To change the log level 

1. On the Server Parameters dialog box, in the Log Settings area, click Change Log Settings. The 

Change Log Levels dialog box appears. 

 

 

 The Log Category column lists the type of information that is saved to the log. 

 The Log Level column lists the level of logging selected: 

o OFF, SEVERE, ERROR, WARN, TRACE, DEBUG, ALL - Logs more detail for 

diagnostic use. Logs will grow very quickly. Do NOT use these settings unless 

instructed to do so by GlobalSCAPE Customer Support. 

o INFO - Logs basic information such as the date/time the Server was started, 

computer name, software version, listening port, and so on. 

 

Unless asked by GlobalSCAPE Customer Support to change the log level, 
leave it at the default of INFO. 

2. To specify the level of detail written to the log, click the drop-down menu to select a level, then 

click Set all levels to. The default is INFO. 

 Click Default to reset the log level to INFO. 
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 Click Apply to save changes without closing the dialog box. 

 Click OK to save changes and close the dialog box. 

 Click Cancel to cancel changes and close the dialog box. 

3. If you selected TRACE, a warning message appears stating that this setting will significantly 

increase the log size. Click Yes to keep the level of TRACE or No to cancel. 
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Configuring and Using the Agent 

The Agent places an icon in the system tray when started. View the status of the Agent (online or offline) 

by placing your cursor over the system tray icon . Click the icon to display the Agent menu. 

The Agent menu gives you access to all the functions of the Agent, including Job management, Agent 

setup and configuration, and Agent preferences. 

To open the Agent menu 

 On the Agent computer, click the Windows system tray icon . 

 

 

The menu provides the following options: 

 About Availl Agent provides a link to the About dialog box and displays the version number of 

the software. 

 Help and Information - Links to the online help file. 

 Create a new WAFS or mirror Job - Opens a wizard that helps you create a new Wide Area File 

System, or Job. The first step is to choose the source folder for the Job. This can be a folder on 

any local hard drive, including SAN and iSCSI drives, but not a mapped drive.  

 Add this computer to an existing WAFS or mirror Job - Link a local, empty folder to an 

existing Job. When you link a folder, it immediately populates the folder with the data associated 

with the Job, and makes the data fully accessible according to read/write permissions. 

 Create a new file backup Job - Create a Job to provide continuous data backup. 

 Add this computer to an existing backup Job - Link a local, empty folder to an existing 

continuous backup Job. When you link a folder to an existing Job, the backed up data populates 

in the folder in read-only mode. 

 Job Properties & Options - The Job Properties & Options dialog box allows you to view current 

Jobs and change Job properties such as type, bandwidth throttling, and password management. 
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 Agent Setup & Preferences - The Setup & Preferences dialog box allows you to monitor the 

status of the Agent and make some configuration changes to the Agent. 

 Log Settings - Opens the Change Log Levels dialog box, which specifies the level of detail 

written to the log file. Log files are written to the folder C:\AVCStuff\logs.SYSTEM. Each time the 

Agent runs, it creates a new log file with a name containing the date and time when it was started 

(e.g., Agn_20080604_1100_001.txt). You can delete old log files. For details of log settings, refer 

to Agent Logs. 

 Explore folders links to Jobs  - Opens a submenu of folders linked to Jobs, which you can click 

to open the folder in Windows Explorer. 

 Exit the Agent - Used to close the Agent if you are not running the Agent as a service. (If you are 

running the Agent as a service, you must use the Services  dialog box or a command line to stop 

the service.) 

Configuring Agent Preferences 

The Agent Setup and Preferences dialog box controls configuration options of the Agent, such as mirror 

location, proxy settings, and scheduling when mirroring occurs. 

General Tab 

The General tab of the Agent setup and preferences dialog box is used to view/edit Agent information. 

To open the General tab 

 In the Windows system tray, click the Agent icon , then click Agent Setup & Preferences. 

 

Currently opened files & folders - Displays the number of files and folders that are opened. Click 

details to view a list of opened files.  

The delay files' upload check box is cleared by default. When the check box is cleared, a file is 

replicated when it is saved or closed. When the check box is selected, the file is replicated only after it is 

closed.  

The auto Explorer refresh check box is cleared by default.  
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 When the check box is not selected, if two Agents both have folders linked to the same Job and 

one creates a file in its local folder, the change is replicated immediately and the file is placed in 

the other Agent's folder. The new file does not appear in the second Agent's Windows Explorer 

until it is manually refreshed (e.g. by pressing F5).  

 If the box is selected, it will alert Windows Explorer and force it to refresh the display. Selecting 

the check box causes a slight overhead, but it may be important for some applications, such as 

IIS, which rely on Windows Explorer updates in order to manage their cache.  

drive letter - You change the drive letter used to access the data in Windows Explorer. Remember, there 

is only one physical copy of the data on the hard drive. The drive, which is just a link to the Job's folder, is 

a convenient additional place to access the data, which is normally accessed from the folder linked to the 

Job. After you change the drive letter, restart the Agent by going to Windows' Services control panel, 

stopping the Agent service and restarting it.  

comm params  ï Reads and displays the set of communications configuration parameters used to 

control how the Agent communicates with the server. These parameters are defined in the registry under 

HKEY_LOCAL_MACHINE\ SOFTWARE\ Availl \ AvaillClient \ Settings \ Comm.   

 

 

[reset] ï Clears the communication counters and resets internal communication variables to the values 

contained in the registry. For the communication parameters not in the registry, it resets their value to 0; 

values not in the registry include internal counter variables, which are displayed as a counter parameter 

at the bottom of the information displayed by clicking comm params. 
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mirror on disk - Opens the locate the mirror directory dialog box in which you can specify a different 

directory. 

 

 

 To specify a different drive for the mirror, click the move the mirror to disk box, click a different 

drive letter, then click OK. 

Run as NT service - If the check box is selected, the Agent will run as an NT Service. For production, 

always run the Agent as an NT Service. 

Delayed startup - Normally not selected. Selecting this check box causes the Agent not to start until after 

the computer boots up, delayed by approximately one minute. 

Proxy Setting Tab 

A proxy is a software program that allows several computers to share one Internet connection. When the 

Agent is connected directly to an Internet Service Provider (ISP), the computer is connected directly to 

the Internet and there is no need for a proxy. Even in a corporate environment in which many computers 

share the same Internet connection, it may not be necessary to specify a proxy.  

The Proxy Setting tab is accessed by clicking the Agent icon , then clicking Agent Setup & 

Preferences. 
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By default, the Agent and Server communicate via HTTP protocol. Clearing the check box causes the 

client to use a proprietary WAFS protocol. The advantage of using HTTP is that some firewalls allow 

HTTP, but will not allow proprietary protocols to pass through. In this case, HTTP protocol is 

recommended. 

 If the connection fails without a proxy, configure the Agent for a proxy environment. In most 

cases, the connection with the Server will be established after you select the Use IE's proxy 

settings check box.  

 If selecting the Use IE's proxy settings check box does not work, you may need to configure the 

proxy settings manually. If so, select the Use a proxy server check box and provide the Address 

and Port of the proxy server. Ask your system administrator for the proxy server's IP address and 

port number.  

 

Proxy settings are for advanced user only. Specify a proxy only if you have tried to connect to a 
Server from a LAN environment and the connection cannot be made.   

Schedule Tab 

The Schedule tab of the Agent setup and preferences dialog box is used to specify a replication mode. 

Mirror settings have no effect on other Agents on other computers, which will continue to mirror on their 

own schedules. File-locking is not available when mirroring is suspended. If two or more users edit the 

same file while mirroring is suspended, the last version of the file uploaded is considered the current file; 

however, as always, all versions are saved and any version can be made the current version. For 

example, suppose an Agent in Istanbul connects to the Server and uploads myfile.doc. Then an Agent in 

Chicago connects to the Server and uploads myfile.doc. Because the Chicago Agent uploaded last, that 

file version prevails over the version uploaded by the Istanbul Agent. 

To open the Schedule tab 

1. In the Windows system tray, click the Agent icon , then click Agent Setup & Preferences. 
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2. Click the Schedule tab. 

 

 

3. Click a replication mode: 

 Mirror continually - The default mode, real-time, always-on replication. Any change to 

any file or folder is automatically mirrored. 

 Suspend mirroring - The Agent is in offline mode. Users can still access the files and 

modify them, but these changes are not replicated to the Server or to other Agents. Once 

this change is applied, the Agent will display an alert in the system tray to indicate that it 

is no longer connected to the Server and the Agent icon changes to the Agent Offline 

icon . It may take up to a minute for the alert to appear and the icon to change. 

 Mirror on a schedule - You can specify to allow replication only at certain times, such as 

Mondays and Wednesdays between 2:30 a.m. and 4:30 a.m. Click the days desired, start 

time (in 24-hour format, e.g., 18:00 = 6 p.m.), and duration. The Agent is disconnected 

from the Server except during these times. (Users can still access the files and modify 

them, but these changes are not replicated to the Server or to other Agents until mirroring 

begins.) 

4. Click OK or Apply to save the changes. 

Placing the Agent Offline 

There are certain times, such as before restoring a file or making changes to the registry, when you might 

need to place the Agent offline.  

1. On the Windows system tray, right-click the Agent   icon. The Agent menu appears. 


