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Introduction to GlobalSCAPE® Mail Express™ 
GlobalSCAPE® Mail Express™ allows you to send and receive e-mail file attachments to 
recipients outside of your organization quickly, reliably, and securely, while reducing the load 
on your mail server and without manually creating or maintaining FTP accounts. Mail Express 
can send files as an add-in to Microsoft Outlook, with secure authentication, non-repudiation, 
and auditing capabilities. An automated process sets up temporary user accounts, assigns home 
folders, notifies the recipient that a file is ready to be picked up, audits all transactions, expires 
old temporary accounts, and finally, deletes expired accounts. 

When you send a file using Mail Express, the system generates a temporary user account with a 
randomly generated username/password pair. The Mail Express administrator can configure 
the authentication scheme to change the way recipients authenticate against Mail Express 
Server to download their files. One authentication scheme allows users to access their files 
without providing any credentials; the other requires the recipient to type in a temporary 
username and password that are included in the e-mail that contains the download link. These 
temporary accounts expire when the attachments expire; by default, attachments expire within 
14 days of creation, but you can specify the expiration time from 1 to 999 days.  

 

The settings apply to all transfers on Mail Express Server, not to individual accounts or specific e-
mails. 

When you send an attachment, the attachment is uploaded to Mail Express Server to the 
temporary account's home folder over HTTPS. When the recipient clicks the hyperlink in the e-
mail notification, a Web page appears over which the recipient can download the attachment. 
All visits to the download page and file downloads are recorded in the database.  

When an e-mail has very large attachments, the mail client will often leave the e-mail in the 
outbox instead of sending it. When you allow Mail Express to manage e-mail attachments, the 
mail client is not processing the attachment, so the e-mail cannot get "stuck in the outbox." 
When Mail Express manages the e-mail, it strips off the attachments, saves them to a 
temporary user folder on Mail Express Server, and inserts a link into the e-mail from which the 
recipient can download the attachments. This process has the added benefit of end-users not 
exceeding their SMTP server mailbox quota, since the e-mail itself is normally quite small. 

Auditing to a database provides a detailed history of transfers showing senders and receivers, 
which files were transferred, and when they were transferred. 

Installing Mail Express 
Installing Mail Express includes installing Mail Express Server and then installing the Mail 
Express Client (Microsoft Outlook add-in) on user's workstations. The topics below provide the 
system requirements, installation procedures, and activation instructions. 

System Requirements 

GlobalSCAPE Quality Assurance tested and approved Mail Express for use with the following 
programs and hardware.   
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Mail Express Server requirements: 

 Mail Express Server must reside in an Internet-facing location so that recipients can 
browse the attachment links to pick up those managed attachments (typically in the 
DMZ behind a firewall such as Microsoft ISA Server). 

 Microsoft Windows Server 2008 with SP1 (32-bit only), Microsoft Windows Server 2003 
with SP1 (32-bit only), or XP Professional 

 500 megahertz (MHz) processor or higher  

 256 megabyte (MB) RAM or higher  

 Approximately 200 MB of hard drive space for installation files  

 1024x768 or higher resolution monitor  

 Microsoft .NET Framework 3.5.1 SP1 or later 

 Internet Explorer 6.0 or later (Win), Firefox 3, or Safari 3, with latest OS/browser 
patches, with JavaScript and cookies enabled (Other browsers such as IE8, Firefox 2, 
Safari 2, Konqueror, Google Chrome, and Opera 8/9 should work also, but they were not 
tested and approved to work with Mail Express.) 

 Access to an SMTP Server (It is possible to install Mail Express Server on the same 
computer as the SMTP Server.) 

 Access to an auditing database (The installer installs SQL Express; however, you can use 
Microsoft SQL Server 2005 instead.) 

 (optional) The Mail Express Server computer should have an up-to-date anti-virus 
checker installed so that attachments managed by Mail Express Server are free from 
malicious software. 

Mail Express Client (add-in) requirements: 

 32-bit Microsoft Outlook 2003 or 2007. 

 Microsoft XP Professional, Microsoft Vista 

 

Installing Mail Express™ Server 

Mail Express Server is used to manage the file attachments that are sent via the Mail Express 
Client (Microsoft Outlook add-in). When you attach a file to an e-mail, Mail Express generates a 
temporary user account with a randomly generated username/password pair and a unique 
HTTPS URL to access the temporary account's home folder. The attachment is uploaded to Mail 
Express Server to the temporary account's home folder over HTTPS. The Server maintains a 
history of the transactions, stores the files for the time determined by your attachment policy, 
and authenticates client connections when they access the download page linked in the e-mail.  



 

Installing Mail Express™ Server  7 

An installer wizard guides you through the installation process. You will need the following 
information: 

 Connection information to an auditing database, if used. (The Mail Express installer 
installs SQL Server 2005 Express Edition on Mail Express Server's computer. You can 
change the database connection information after installation, if desired.) 

 An administrator username and password for Mail Express Server (Mail Express enforces 
complex passwords.) 

 The SMTP server's host address and port to use for Mail Express to send pickup 
notifications 

 The listening IP address, HTTPS port 443, and domain name to use for Mail Express 
Server 

 The destination folder for the Mail Express files 

 A default From e-mail address and name 

 

If you would like to read the release notes for the current version before installing, refer to the 

GlobalSCAPE Support Center. 

Before installing, refer to System Requirements. If the system requirements are not met, the 

installer will fail. 

To install Mail Express Server 

1. Double-click the installer. The Welcome page appears. 

 

2. Click Next. The License Agreement appears. 

http://www.globalscape.com/support/gme.aspx
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3. Read the license agreement, then click I agree. The Choose Install Location page 
appears. 

 

4. Specify a location for Mail Express Server, or keep the default of C:\Program 
Files\GlobalSCAPE\GlobalSCAPE Mail Express Server. 

5. Click Next. The Choose Attachment Folder page appears. 
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6. Specify a location in which to store file attachments, or keep the default of 
C:\InetPub\MailExpressRoot\. This folder potentially requires a large amount of 
available space.  

7. Click Next. The Admin Account page appears. 

 

8. Provide a username and password to use when administering and monitoring Mail 
Express Server. Both are case sensitive, should be between 6 and 20 characters, and 
meet complexity requirements. The password must contain both upper- and lowercase 
letters, plus numbers and/or special characters (e.g., #, %, ^). If the password does not 
meet complexity requirements, an error message appears.  

9. Click Next. The Web Access page appears. 
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10. Specify the IP Address on this computer on which Mail Express will listen for HTTPS 
connections. 

11. Specify the Domain Name that recipients will use to connect to the Server to download 
attachments. 

12. Specify the private Admin Subnet that is allowed access to mail client attachment 
management and administration services. All other subnets connecting to this Server 
will be restricted to attachment pickup only. 

13. Click Next. The SMTP Server page appears. 

 

14. Provide the SMTP Server IP address or host name and Port number through which 
receipts are e-mailed when files are downloaded by recipients. Note that the default 
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SMTP Server is "localhost"; you will need to change that to an IP address or host name 
of the SMTP server that is reachable by the computer on which you are installing Mail 
Express Server (e.g., smtp.mailexpress.com). 

15. Click Next. Mail Express Server files are installed, including SQL Server Express, which 
will take several minutes. 

 

The Mail Express installer deploys SQL Server Express 2005 (SP2) as a named instance 
(with the instance name "MailExpress"). The Mail Express uninstaller removes only the 
MailExpress instance. 

16. When installation is complete, click Next, then click Finish.  

17. If a certificate alert appears, click Yes to proceed or click View Certificate for more 
information. If you click Yes, you are connected to Mail Express Server administration 
site (e.g., https://localhost/docs/welcome.html), and a login page appears. 

 

18. Provide your Mail Express Web administration credentials, then click Login. A browser 
window appears with a Welcome page. (A shortcut to the administration URL is also 
placed on the Start menu, e.g., C:\Documents and Settings\All Users\Start 
Menu\Programs\GlobalSCAPE Mail Express Server\Mail Express Administration.) 
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19. Click the administration interface link to get started. (In the administration interface, 
you can access the online help and register Mail Express. A link to customer support is 
also provided in the online help.) 

20. The administration interface opens to the Quick Start page. 

Registering Mail Express 

Register Mail Express using the Web administration interface. In the Web administration 
interface, you can view the current activation status of the product (trial, fully registered, or 
locked), and the number of client access licenses (CAL) that are allowed based upon the current 
license. When you provide a serial number, the system contacts the GlobalSCAPE registration 
server to validate the serial number and update the licensing accordingly.  

The trial allows 5 client connections. It is recommended that you connect no more than 50 
clients per server. You can have multiple servers, and configure them in a load-balancing type 
of configuration. 

To activate Mail Express 

1. Do one of the following: 

 In the Mail Express Web Administration Interface, click Documentation > 
Registration. 

 Click the registration link on the Quick Start page.  

The Registration page appears.  

 

2. In the Serial Number box, provide the serial number from your invoice. 

3. In the Registered By box, provide the company name or contact name.   

4. Click Register Mail Express. Mail Express connects to the GlobalSCAPE registration 
server, then adds the serial number and contact name to the registration database. This 
information is used to look up your account if you contact Customer Support or Sales. A 
message appears indicating successful activation. 

If activation is not successful, ensure you have access to the Internet and try again, or 
activate Mail Express manually on the GlobalSCAPE Web site, 
http://www.globalscape.com/support. 

 

http://technet.microsoft.com/en-us/library/cc786562.aspx
http://www.globalscape.com/support
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Mail Express Client Quick Start 

The Quick Start page allows you to manage the Mail Express Client including generating 
public/private keys and the script that you can use to install or repair the Mail Express Client. 
You can select and copy the script from the text box or click Download to download a script file 
named MailExpress-Addin.bat, which you can deploy across the enterprise to your users' 
desktops. 

To view the Quick Start page 

1. On the left or top navigation pane, click Documentation > Quick Start. The Quick Start 
page appears. 

 

2. In Step 1, click the link to go to the registration page and register your serial number. 
You must register the serial number before clients can connect to Mail Express Server. 

3. After you register, click Documentation > Quick Start to go back to the Quick Start page. 

4. In Step 2, click Outlook Add-in, and then copy the text in the Installation Script box to 
the clipboard, or download the script as a batch file.   

 

The script executes the Mail Express Client installer, GlobalSCAPEOutlookAddIn.msi.  

 For the initial installation, use the Installation Script. 

 For repairing an existing Outlook add-in installation, use the Repair Mode Script. 
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5. In Step 3, configure the file type and size limits on your mail server to allow the 
attachment types and size that Mail Express will manage. (Refer to Preventing Outlook 
from Blocking Attachments for information about editing Microsoft Exchange settings to 
allow Mail Express to process attachments.) 

 

6. Step 4 is optional. A key is generated automatically when Mail Express Server is 
installed. You can specify a different key or click Generate New Key to create a new one. 
If you specify a new key, click Apply New Key. A new add-in installation script is 
generated which you must use to reinstall the add-in with the new key. If you do not 
reinstall the add-in with the new key, clients will not be able to connect to Mail Express 
Server.  

Upgrading Mail Express 

To update the settings that the Mail Express Outlook Add-in stores in the registry, run the 
installer from a command line in repair mode as follows: 

msiexec.exe /fvamus GlobalSCAPEOutlookAddIn.msi 

GSCLIENTACCESSKEY=KEY GSSERVERDOMAINNAME=192.168.100.240GS 

SERVERPATH=system/adhoctransfer 

The "/f" means repair mode, while "vamus" deploys all files and writes configuration data 
to the registry.   

Refer to the following link for a description of the MSIEXEC command line switches: 
http://support.microsoft.com/default.aspx/kb/227091 

Changed Mail Express Server's IP Address or Secret Key 

If you change the IP address or Secret Key on Mail Express Server, then you must also update 
each workstation on which the Mail Express Client is installed.   

Edit the upgrade script depending on your situation and which client you are using. Substitute 
the GSCLIENTACCESSKEY, GSSERVERDOMAINNAME, and GSSERVERPATH values for your actual 
values per your copy of Mail Express. 

http://support.microsoft.com/default.aspx/kb/227091
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 If this is the first install or the installer has changed since the last installation: 

msiexec /qb /i GlobalSCAPEOutlookAddIn.msi GSCLIENTACCESSKEY={B1A4DD97-2BF4-

4EC1-8337-1B744FB55714} GSSERVERDOMAINNAME=GS0154.forest.intranet.gs 

GSSERVERPATH=system/adhoctransfer 

 If the installer has not changed since the last installation: 

msiexec /fvamus GlobalSCAPEOutlookAddIn.msi GSCLIENTACCESSKEY={B1A4DD97-2BF4-

4EC1-8337-1B744FB55714} GSSERVERDOMAINNAME=GS0154.forest.intranet.gs 

GSSERVERPATH=system/adhoctransfer 

 For standard GUI-based installations (not suitable for logon scripts): 

msiexec /i GlobalSCAPEOutlookAddIn.msi GSCLIENTACCESSKEY={B1A4DD97-2BF4-4EC1-

8337-1B744FB55714} GSSERVERDOMAINNAME=GS0154.forest.intranet.gs 

GSSERVERPATH=system/adhoctransfer 

 

Administering Mail Express 
The topics below provide the procedures for configuring Mail Express Server. 

Configuring Mail Express 

The Mail Express Administration home page appears when you log on to the Mail Express Web 
Administration Web interface with your administrator credentials.  

To launch the Mail Express Web Administration interface 

 Do one of the following: 

o Click the shortcut on the desktop or Start menu. 

o Type the Mail Express Web Administration interface URL in your Web browser 
(e.g., https://mailexpress/system/admin/Default.aspx). 

When you install Mail Express Server, the wizard prompts you to provide the network 
connection, SMTP settings, and authentication options. On the Mail Express Administration 
home page, you can edit these settings, view current connections and transfers that are in 
progress, view transaction history, and specify how you want the Server to manage 
attachments (known as "Policy Administration"). 

 

When you make any changes to the Mail Express configuration, end-users might have to close and 
then re-open their e-mail client to see the changes; therefore, it is recommended that you make 
configuration changes after hours, when end-users are less likely to be using their e-mail client. 
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When you click a link in the navigation bar or side menu, the selected menu expands to provide 
more options: 

System Administration menu - Provides links to configure the network connection, database 
settings, SMTP settings, attachments policy, and authentication options. 

System Monitoring menu - Provides links to view client connections, active transfers, transfer 
history, and auditing. 

Documentation menu - Provides a quick start, links to view the Mail Express version 
information and help file, and a link to register Mail Express. 

 

Configuring Network Connections to Mail Express 

Mail Express Server provides an HTTPS address that allows the system administrator to 
configure the Server using the authentication credentials created at installation time. Through 
the Web interface, you can configure policies, manage accounts, and review transfer history.  

It is recommended you make changes to configuration at times when there are few users 
connected, because when you apply changes (Save Settings), the Server will restart, 
disconnecting any connected clients. 

 

Changing settings on this page may cause you to lose connectivity with the Server temporarily. If 
this occurs, launch the Web administration interface again using the "Mail Express 
Administration" shortcut in the Start menu or desktop (e.g., Programs > GlobalSCAPE Mail 
Express Server > Mail Express Administration).  

To configure network connections to Mail Express 

1. Launch the Mail Express Web administration interface. 

2. Click System Administration, then click Network Configuration. 
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3. In the Listening IP box, specify the IP address at which Mail Express is to listen for 
connections. The default is All Incoming. 

4. In the Port box, specify the port on which Mail Express is to listen for connections. The 
default is 443. 

5. In the Trusted IP Range box, specify the subnet or leave the default (*.*.*.*). 

6. In the Domain box, specify the domain of Mail Express. For example, type: 
mailexpress.mycompany.com 

7. If you have an SSL Certificate, click Browse to specify the certificate to use for client 
connections to Mail Express. Otherwise, click Create Certificate. The Create SSL 
Certificate popup appears. 
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8. Provide the name, location, expiration date, passphrase, and key length, then click Next. 
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9. Provide the requested information, then click Finish. (All fields are required.) The path 
to the certificate appears under the SSL Certificate box. 

10. In the Certificate Key box, click Browse to provide the certificate key for the specified 
certificate. The path to the key appears under the Certificate Key box. 

11. In the Key Passphrase box, provide the passphrase for the specified certificate. 

12. Click Save Settings to apply changes or Discard if you do not want to apply changes. 

If you point to an existing SSL Certificate (i.e., you did not create a new one), the Server 
will verify that the certificate files and passphrase are valid. If it is not valid, the current 
certificate will not change and you will receive the following message: 

"The certificate information that you provided is not valid. Please verify that the 
certificate and key file paths and passphrase are correct." 

Configuring Database Settings 

When you install Mail Express Server, SQL Express is installed by default as the database in 
which to store Mail Express activity for auditing purposes; however, you can point Mail Express 
to a different database for auditing Mail Express activity. The Database Settings page allows 
you to configure the connection between Mail Express and the auditing database. 
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To configure the database connection 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Administration, then click Database Settings. The Database Settings page 
appears. 

 

The default SQL Server settings appear. You can change these settings to point to a 
different database. 

3. The Server Name box displays the name or IP address of the database server used to 
track Mail Express activity.  

4. The Username box displays the username used to connect to the database server. 

5. The Password box displays asterisks to represent the password.  

 To change the password, click Set New Password. A blank text box appears in 
which you can provide a new password, then click Set, or click Cancel to keep the 
current password. 

6. The Database name box displays the name of the database used to track Mail Express 
activity. 

7. Click Test Connection. If the settings are correct, "Connection Succeeded" appears. 

8. To save any changes made to the settings, click Save Settings; click Discard if you do not 
want to keep your changes. 
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Configuring SMTP 

To transfer files over Mail Express Server, you need to configure the SMTP settings. 

To configure SMTP settings 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Administration, then click SMTP Settings. 

 

3. In the SMTP host address box, provide the address of the mail server that Mail Express 
will use to send outgoing messages. 

4. In the Port box, provide the port used by the SMTP server. By default, the SMTP port is 
25. 

5. In the From e-mail address box, provide the e-mail address that is to appear in e-mails 
sent from Mail Express. 

6. In the From name box, provide the name that is to appear in the From field of e-mails 
sent by Mail Express.  

7. If the SMTP server requires authorization, select the check box, then provide the 
Username and Password used to authenticate. 

8. Click Save Settings to save the configuration or click Discard if you do not want to save 
the changes. 

 

 



GlobalSCAPE® Mail Express™ 

22  Administering Mail Express 

Configuring Attachment Policy 

You can specify which types, the number, and size of attachments that Mail Express is to 
manage. If an e-mail being sent matches the criteria specified in the Mail Express Policy 
Administration page, Mail Express will send the message and manage the attachments; 
otherwise, the message and attachments are sent as the client normally does without Mail 
Express.  

Attachment limits are still enforced by the SMTP server. The mail client is configured by the 
SMTP server to allow only certain types of attachments up to a certain size. You can use the 
SMTP server's settings and Mail Express together to set attachment policies.  

 

Mail Express does not block attachments. The attachment policy only specifies which attachments 
you want Mail Express to manage.  

On the Mail Express Policy Administration page, you can specify the following criteria: 

 Type of attachments that connected clients can transfer through the Mail Express 
system. You can specify that Mail Express should manage ALL attachments or manage 
only those based upon policy options. 

 Expiration period in days, for processed attachments. The default is 14 days, but can be 
in the range of 1-999. If you have specified in the Authentication Options that the 
system should generate a unique username and password for temporary accounts, the 
temporary account will expire when the attachment expires. 

 Whether to manage embedded attachments, such as a company logo in the signature 
block or a picture inserted into the body of the e-mail rather than attached to the e-mail 

 Policy options consisting of any one or more of the following criteria: 

o Messages that contain <n> or more attachments (can be in the range of 0-99; 0 = 
ignore this setting) 

o Messages that have attachments at least <n> KB in size (1024, 1 MB, is the 
default) (cumulative size of all attachments) 

o Attachments whose file names match one or more wildcard patterns. The 
default is: 

 *.doc* 

 *.xls* 

 *.pdf 
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For example: 

o The policy is set to manage all e-mails based on the default policies (1 or more 
attachments, 1 MB or more in size, .doc, .xls, and .pdf files).  

o An e-mail is sent with: 

o 5 attachments 

o None of the attachments is a .doc file   

o None of the attachments are more than 1 MB 

Mail Express would manage this e-mail's attachments, because it meets at least one of 
the criteria (it has more than 1 attachment).  

If any attachment to the e-mail meets the criteria, ALL of the attachments to the e-mail are 
managed by Mail Express.  

To configure the attachment policy 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Administration, then click Policy Administration. 
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3. You can specify that Mail Express should manage All attachments, No attachments, or 
Based upon the following policies. If you click Based upon the following policies, 
configure the following options: 

 In the Messages with <n> or more attachments box, specify the number of 
attachments (from 0-99; 0 = ignore this setting). 

 In the Attachments at least <n> KB in size box, specify the number of kilobytes 
(cumulative size of all attachments). 

 In the Attachments with names matching box, specify the types of attachments. 
Next to the Add box, specify the file name, extension, or wildcard, then click 
 Add. To delete a file name, extension, or wildcard from the policy, click it in the 
list, then click Delete. 

4. To allow Mail Express to manage embedded attachments, select the Manage 
embedded attachments check box. The behavior of the check box also depends on the 
format of the e-mail: 

 HTML: If the Manage embedded attachments check box is not selected and the 
e-mail being sent is HTML formatted, the embedded attachments are unaffected 
and remain in the context of the e-mail. They will not be stripped from the e-
mail, nor will they be uploaded to Mail Express Server.  

 RTF: The Manage embedded attachments setting does not affect the behavior 
for RTF-formatted e-mails. Whether the check box is selected or cleared, the RTF 
e-mail is saved to a file called email.msg and then uploaded to the Server as a 
separate file along with the normal (non-embedded) attachments.  

 Plain-text: Plain-text e-mails cannot have embedded attachments; the Manage 
embedded attachments option does not affect how these text-only e-mails are 
managed. 

5. In the How many days should attachments be available box, specify the number of 
days during which recipients can download an attachment. After the attachment 
expires, it will no longer be available for download. 

6. Click Save Settings to apply the changes or Discard if you made changes, but changed 
your mind.  

Configuring Authentication Options 

When you send attachments using Mail Express, the e-mail that the recipients receive includes 
a link that takes them to a Pickup page on which they can download the attachments. The link 
can be a unique URL (link) that takes them to a Pickup page and automatically authenticates the 
user, or the e-mail can include logon credentials, which they must provide before they can 
download the attachments. 
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On the Authentication Options page, specify whether Mail Express should send recipients a 
temporary account from which they can download files with a unique URL or a username and 
password pair. 

To configure authentication options 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Administration, then click Authentication Options. 

 

3. Click an authentication option: 

 Provide a unique URL to access temporary account  

 Generate a unique username and password for temporary accounts 

4. Click Save Settings. 

Customizing the File Pickup Page 

The file-pickup page is purposely built to be a very simple, quick-loading page.  

 

The page can be customized to fit your company's style guide. For example, the header can be 
edited to replace the GlobalSCAPE logo with your company's logo, and the footer can be 
modified to add any sort of informative text that you need to tell your attachment recipients. 
GlobalSCAPE Professional Services can help you design a page that is customized for your 
organization.  

 

http://www.globalscape.com/support/professional_services.aspx
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Disconnecting Clients 

When clients are actively connected to Mail Express, they will appear on the Connected Clients 
page. You can disconnect a client from Mail Express on this page. Each user's computer with the 
Mail Express Client installed and the mail client open will appear in the Connected Clients list.  

To disconnect a client from Mail Express 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Monitoring, then click Connected Clients. 

 

3. In the Connected Clients list, click the client that you want to disconnect, then click 
Disconnect.  
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Uninstalling or Moving Mail Express Server 

During the installation process, the installer configures a named instance of SQL Server Express 
to create a database called "Mail Express." The Mail Express database files, MailExpress.mdf 
and MailExpress_Log.ldf are created in C:\Program Files\Microsoft SQL 
Server\MSSQL.1\MSSQL\Data. When you uninstall Mail Express Server, these database files 
are NOT removed. The uninstaller removes only the SQL Server 2005 Express Edition that the 
Mail Express installer deployed. The data is not purged in case you want to use it for other 
reasons (move to another computer, review it at some later date, etc.). 

The Mail Express uninstaller renames the Mail Express database files during the uninstallation 
process to MailExpress.mdf.bak and MailExpress_Log.ldf.bak. Renaming the files allows you 
to, if desired, reinstall Mail Express Server on the same computer while keeping the older 
data/log files for transport and/or review. 

To uninstall Mail Express Server 

1. Open the Windows Add or Remove Programs dialog box (Start > Run > appwiz.cpl). 

2. Click GlobalSCAPE Mail Express Server, then click Remove. 

Mail Express Server is removed from the computer. 

 

Configuring Mail Express for Use with Microsoft Outlook 
The topics below describe how to configure Mail Express to work with Microsoft Outlook. 

 

Installing the Microsoft Outlook Add-In 

Mail Express can be installed as a "COM add-in" for Microsoft Outlook versions 2003 and 2007. 
Once installed, there are no user-configurable options for Mail Express within Outlook.  

Using the add-in, Outlook can perform attachment processing, which consists of moving the 
attached files to Mail Express Server and adding content to the outbound e-mail that includes a 
hyperlink to pick up those files from Mail Express Server.  

When Outlook starts and initializes the add-in, the add-in makes a Web service call to Mail 
Express Server to obtain the file attachment policies for this deployment. 

 

 Even though attachments managed by Mail Express are not processed by the SMTP server, when 
Outlook starts, the SMTP server sets the client's file size limits. If a user attempts to send an 
attachment that exceeds the limit, Outlook prompts the user that such attachments are not 
allowed, preventing the attachment from being sent to Mail Express Server.  



GlobalSCAPE® Mail Express™ 

28  Configuring Mail Express for Use with Microsoft Outlook 

The way in which Mail Express proceeds depends on the Outlook mode: 

 Online mode applies policies to the e-mail when the SEND action begins. The temporary 
user account is created, the URL injected into the message, attachments stripped off to 
a temporary folder, uploads begin to Mail Express Server, and the (altered) e-mail is sent 
in the normal send mode. There is a possibility that the recipient will open the e-mail 
and click the link BEFORE the attachments have finished uploading (in the case of very 
large file attachments). When this occurs, the connecting user is presented with a 
"Please wait… files are still being uploaded" message on the Web File Pickup page. 

 In Offline and Cached modes, the e-mail message is saved to a local temporary folder 
along with all file attachments and any transaction information that was obtained from 
Mail Express Server. The next time Outlook starts, the add-in initialization sequence 
scans for these files in the local temporary folder and begins the upload process to 
resume the transaction.  

If any errors occur in communication between Mail Express Server and Outlook, a message is 
displayed in Outlook. A communication error can be caused by the firewall blocking access to 
the Server or the IP address of the listener is not set correctly. For example, you may need to 
change the IP listener address on Mail Express Server to include each of your subnets. 

When you install the GlobalSCAPE Mail Express Outlook add-in, two DLL files are installed in 
C:\Program Files\GlobalSCAPE\Outlook AddIn 1.0 and the add-in is enabled in Outlook. 

The procedure below describes how to deploy the add-in at each end user's desktop or across 
the enterprise to all end users (or groups of users). An Add-in installation script is provided on 
the Quick Start page. The script contains a reference to the add-in installer, 
GlobalSCAPEOutlookAddIn.msi, and the secret key required to connect to Mail Express Server.  

To install the GlobalSCAPE Mail Express Outlook add-in 

1. Copy or download the add-in installation script from the Quick Start page. (To avoid 
introducing errors, you should download the file, if possible.) 

2. Save the script and the msi files in the same directory, or ensure that the script can 
access the installer.  

 The command line parameters in the .bat file are imperative for the proper 
operation of the Outlook Add-in. 

3. Do one of the following: 

 Execute the script at each user's desktop. 

 Deploy the add-in across the enterprise using an application such as Microsoft 
Group Policy Management Console (GPMC) or System Center Configuration 
Manager 2007. 

4. The Add-In is installed and ready for use. 

 

http://www.microsoft.com/windowsserver2003/gpmc/default.mspx
http://www.microsoft.com/windowsserver2003/gpmc/default.mspx
http://www.microsoft.com/systemcenter/configurationmanager/en/us/default.aspx
http://www.microsoft.com/systemcenter/configurationmanager/en/us/default.aspx
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Viewing Outlook Add-Ins 

The procedures below describe how to view the installed add-ins on the end-users' desktops. 

To view Outlook add-ins 

In Microsoft 2003 

1. Open Outlook. 

2. On the Tools menu, click Options, and then click the Other tab. 

3. Click Advanced Options, and then click COM Add-Ins.  

 

The Mail Express Client is listed as GlobalSCAPE Outlook Addin. Click its name in the list 
to view its location. 

In Microsoft 2007 

1. Open Outlook. 

2. Click Tools > Trust Center. The Trust Center appears. 

3. In the left pane, click Add-ins. A list of installed add-ins appears.   
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4. The Mail Express Client is listed as GlobalSCAPE Mail Express Outlook Addin. Click its 
name in the list to view its location and description.  

Preventing Outlook from Blocking Attachments 

If Microsoft Outlook connects to an Exchange Server, it inherits the Exchange rules when it 
opens on the user's desktop. Because of this, some users might not be able to attach large files 
to their Outlook e-mails, even though the Mail Express add-in has been installed. In this case, 
GlobalSCAPE suggests using the virtual SMTP server settings on your Exchange server so that 
Exchange does not send attachment limits to Outlook and large mail attachments are accepted. 

For more information regarding configuring Mail Express to manage Outlook attachments, 
review Administering Mail Express or contact GlobalSCAPE Customer Support. 

Disabling the Outlook Add-In 

The procedures below describe how to disable the Outlook Add-In.  

To disable the Outlook add-in 

In Microsoft 2003 

1. Open Outlook. 

2. On the Tools menu, click Options, and then click the Other tab. 

3. Click Advanced Options, and then click COM Add-Ins.  

4. Clear the check box next to the Add-in. 
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In Microsoft 2007 

1. Open Outlook. 

2. Click Tools > Trust Center. The Trust Center appears. 

3. In the left pane, click Add-ins. A list of installed add-ins appears.   

4. At the bottom of the dialog box, click Go. 

 

5. Clear the check box next to GlobalSCAPE Mail Express Outlook Add-In, then click OK. 

 

Uninstalling the Outlook Add-In 

You can remove the Outlook Add-In in the Windows Add or Remove Programs dialog box. 
Alternately, you can disable the Outlook Add-In if you only want to make it unavailable 
temporarily. 

To uninstall the Outlook Add-In 

1. Open the Windows Add or Remove Programs dialog box (Start > Run > appwiz.cpl). 

2. Click GlobalSCAPE Mail Express Outlook Add-In, then click Remove. 

The Outlook Add-In is removed from the computer. 

Preventing End-Users from Removing the Add-in 

If you want to prevent users from removing the Mail Express Outlook Add-In from their 
workstations (effectively forcing all users to go through the Mail Express system), then you 
must turn off write access to the following registry key: 

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office\Outlook\Addins\GlobalSCAPEOutlook
Addin.OutlookAddInObj 

By disabling WRITE access to this registry key, users can still go to the Trust Center to view add-
ins, but any attempt to add, remove, or disable add-ins will fail and present an error message to 
the end user. 
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Auditing 
The topics below provide the procedures for viewing Mail Express auditing information. 

 

Mail Express Server Auditing 

Mail Express Server audits several aspects of the file transfer process. You can view the data on 
the System Monitoring page of the Mail Express Web administration page. Timestamps are 
stored and displayed in UTC format. 

 The main Auditing page allows you to search for all transfers for a specific e-mail 
address.  

 The Connected Clients area lists all clients that are currently connected to Mail Express. 
Click a client in the list to view its information. 

 The Active Transfers area lists all transfers for a selected client that are on Mail Express 
Server and not yet expired. Click in the Actions column to deactivate or remove the file 
from the Server. 

 The All Transfers area lists all transfers for a selected client that are expired or still active 
on Mail Express Server during a specified date range. Specify the From and To dates to 
view data for a specific period.  

 

Viewing Details of Connecting Clients and Transfers 

The main Auditing page allows you to search for all transfers for a specific e-mail address.  

To view information about connecting clients and transfers 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Monitoring, then click Auditing. 

 

3. The main page lists a search box so that can filter results by user. The search is case 
sensitive. Type the user's e-mail address, then click Filter. 



 

Proof of Receipt  33 

 

4. The search results show the date and time (in UTC format) when the attachment was 
delivered, who the recipient was, what the files were, the date and time the attachment 
is to expire, and whether it is Active or Expired. In the Actions column, you can click the 
icon for more details. 

 

Proof of Receipt 

The sender of a Mail Express-managed attachment receives an e-mail when the recipient 
downloads the attachment. After a recipient downloads a file from the download page, Mail 
Express Server sends the sender an e-mail notification, informing the sender of the name of the 
file that was downloaded and the IP address of the computer that accessed the download page. 

 
  

You can view the details of a transfer on the All Transfers page of the Mail Express Server Web 
administration interface. The Package Files table displays the file name, size, and date that the 
file was downloaded, as well as the IP address that downloaded the file. Refer to Viewing 
Details of All Transfers more information. 

 

Viewing Details of Active Transfers 

When clients are actively transferring files using Mail Express, you can view the details of the 
transfer on the Active Transfers page. Timestamps are stored and displayed in UTC format.  
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To view active transfers 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Monitoring, then click Active Transfers. 

 

3. The Active Transfers page displays the date and time the transfer started, the recipient's 
address, and the files that are being transferred. 

4. If no records are found, a message appears. 

5. If you are using the demo version, a message appears with a link from which you can 
purchase the full version. 

 

Viewing Details of All Transfers 

When clients are actively transferring files using Mail Express, you can view the details of the 
transfer on the Active Transfers page. Each e-mail has exactly one package that contains all of 
the attachments of the e-mail. 

To view transfers 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Monitoring, then click All Transfers. 
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The All Transfers page displays the date and time the transfer started, the recipient's 
address, and the files that are being transferred. 

3. The default Start Date is the current day at midnight and the default Finish Date is 24 
hours from the Start Date. To change the Start and Date or Finish Date: 

a. Click the calendar icon . The current month's calendar appears. 

 

b. Click the date on the calendar when you want the filter to start or finish. The 
date in the box changes. (You cannot specify a time.) 

c. Click Filter. The page updates to show only transfers in the filter range. 

d. In the Actions column, do one of the following: 

 To cancel a transfer and lock out the recipient's user account associated 
with the package, click the cancel icon . The status of the package 
record will change to "CANCELED" and no one will be able to access the 
files to download them. If a user tries to access the pickup page, a 
message appears stating that the package has expired. 

 To view details of a transfer, click its Details icon . The Package Details 
and Package Files tables appear. 
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The Package Details table displays the following details: 

 Package ID: System-assigned number used for tracking and 
auditing 

 Date: Displays the date and time the e-mail was sent 

 Delivery Status: Displays the status of the package: Sent, In 
Progress, or Failed 

 From Computer: Name of the computer from which the e-mail 
was sent 

 From IP Address: IP address of the computer from which the e-
mail was sent 

 To Email(s): E-mail address(es) to which the e-mail was sent 

 Expired On: Date and time on which the files will no longer be 
available for download 

 Deleted On: Date and time on which the files were deleted from 
the Server 

 Unique Auth ID: System-assigned number used for tracking and 
auditing 

 Unique User Name: System-assigned username for the temporary 
account that is authorized to download the files 

 Subject: Text of the Subject line of the message 

 Message: Text in the body of the message 
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 The Package Files table displays the following details: 

 File Name: Displays the file name of the attachment 

 Size: Displays the size of the attachment 

 Delivered: Displays the date and time the e-mail was delivered. 
(This is not the date that the recipient downloaded the 
attachment.) 

 Status: Displays the status of the package: Sent, In Progress, or 
Failed 

 Downloader IP Address: Displays the IP address of the computer 
to which the attachment was downloaded 

 Max Downloads: Displays the maximum number of downloads 
allowed 

 Total Downloaded: Displays the number of times the attachment 
was downloaded. 

 Deleted:  Displays whether the file has been deleted. 

4. When you are finished viewing the details, click Close in the upper right corner, or click 
the details icon of another package to view its details. 

Sending Files with Mail Express 
If you have ever sent an e-mail with attachments, you already know how to use Mail Express. 
Simply create the e-mail, attach one or more files to the e-mail, then click Send. There are no 
special buttons or extra steps to perform. You will continue to send and receive e-mails as 
always; the only difference is that Mail Express works transparently in the background to 
transfer the e-mails that have attachments. Mail Express Server can be configured to manage 
all e-mails with attachments or just certain types or size of attachments. No matter how Mail 
Express Server is configured, the end user does nothing differently. Just create the e-mail, 
attach the files, and then send.  

Although sending attachments with Mail Express is seamless and effortless, end-users might be 
confused when they see no attachments on the e-mails in their Sent Items folder. It is 
recommended that you inform end-users of the new attachment policy so that they understand 
why their sent e-mails contain only links and no attachments.  
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The sent e-mail is still saved to your Sent Items folder, but the attachments, if managed by Mail 
Express, are not saved in the Sent folder. Instead, a link to the attachments is added to the 
body of the e-mail in a table labeled File Download Links. The e-mail saved to your Sent folder 
looks exactly the same as the recipient's received e-mail.  

The appearance of the sent e-mail depends on its format. In plain text and rich text e-mails, the 
e-mail contains one link for all attachments to the e-mail and the download page can contain 
multiple links (if the e-mail had multiple attachments). In HTML e-mails, the e-mail itself 
contains one link for each attachment and there is a separate download page for each link. 

 

The attachment, if managed by Mail Express, is saved on Mail Express Server in the location you 
specified during installation (by default, C:\InetPub\MailExpressRoot\), in a unique folder for 
each e-mail, not on your SMTP server (such as Microsoft Exchange).  

When sending a Rich-Text (RTF) e-mail with attachments, if Mail Express manages the e-mail, it 
will save the e-mail as a file and then upload the e-mail message along with the other 
attachments. Recipients will have to download the e-mail to view it, just as they do other 
attachments. 

Outlook meeting requests generally are sent as rich-text (RTF) messages.   

An attachment can be downloaded an infinite number of times until it expires or until the Mail 
Express administrator deletes it from Mail Express Server. 

After you click send, the following actions occur: 

1. Mail Express Server creates a temporary account. 

2. The processed attachments are uploaded to the temporary user account home folder 
using the HTTPS protocol. 
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3. The Mail Express COM add-in adds the URL and authentication information (if required) 
to the e-mail and then sends the message.  

4. Outlook sends a notification to the recipient that files are available for download.  

5. The Mail Express COM add-in invokes a Web service to indicate that the temporary user 
account was created, the attachments were uploaded to the home folder, and the 
notification was sent to the recipient.  

6. Mail Express Server finalizes the temporary account transaction status and sets the 
expiration date according to the Mail Express Policy setting.  

7. The finalization message is audited to the database. 

To send a file 

1. Create an e-mail as usual. 

2. Attach the file to the e-mail. 

3. Click Send. 

Picking Up Files 
When a user sends an e-mail with an attachment, the attachment (if managed by Mail Express) 
is sent to Mail Express Server, and the recipient receives an e-mail that contains the body of the 
original sent e-mail, plus a table of one or more hyperlinks from which the recipient can 
download the attachment. The attachment is not processed by the SMTP server nor sent to the 
recipient's e-mail client. A username and password to log in to the download page is included if 
that mode is selected in the Server's Authentication Options. The e-mail also contains the date 
the attachment will expire and its file size. 

The example below is from an e-mail send in HTML format. The link to the attachment is 
embedded in the e-mail. 
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In Rich Text (RTF) and Plain Text e-mails, the attachment link is not embedded in the e-mail. 
Instead, a link is added to the e-mail that you can paste into your Web browser to open the File 
Pickup page. When you send a Rich-Text (RTF) e-mail with attachments, if Mail Express 
manages the e-mail, it will save the e-mail as a file and upload it along with the other 
attachments. 

 

On the File Pickup page, you click Download to download the attachment. All files are 
download only; they do not display in the browser. Visits to the page and file downloads are 
audited to the database. 

If the recipient attempts to download the file after the expiration date, a "this package has 
expired" message appears on the download page. 

To pick up a file  

1. In the e-mail, click the attachment hyperlink. The default browser opens and attempts 
to connect to the download page. 
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 If a login page appears, copy and paste the username and password from the e-
mail to login dialog box, then click OK.  

2. On the download page, click the file link. A standard File Download dialog box appears. 
For example: 

 

3. Click Open to view the file (if the necessary program is installed) or click Save to save 
the file. 

Troubleshooting 
The topics below describe errors that you might encounter with Mail Express and provides 
possible solutions and/or troubleshooting tips. 

 

Attachments Add-In Error 

If an Outlook user receives the message that the Outlook add-in could not connect to Mail 
Express Server, the user can still send e-mails without attachments.  

To determine why a user's desktop could not connect to Mail Express Server, perform the 
following checks 

1. On the computer on which Mail Express Server is installed, open the Window's Services 
dialog box (Start > Run > services.msc) to verify that the GlobalSCAPE Mail Express 
Server service is running. (Or in the Task Manager, look for mailexpress.exe.)  

 If it is not running, start the GlobalSCAPE Mail Express Server service. Make sure 
that the service is configured to start automatically when Windows starts. 

 If you cannot start the service, open the Event Viewer (Start > Run > 
eventvwr.msc) to view the error message. For example, if the evaluation period 
has expired, the error message indicates that you need to register the Server to 
continue to use it. 

2. Make sure that the SSL port specified on the Network Configuration page is not blocked.  
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3. Check the firewall settings on Mail Express Server--Mail Express Server must allow 
inbound connections. 

4. Make sure that Mail Express Server is reachable from the user's computer. For example, 
if the desktop workstations all have an IP address of 192.168.100.x, where x is a value 
between 2 and 254, your Mail Express Server should have a "private subnet" value of 
192.168.100.* to work.  

 To verify that Mail Express Server is reachable from the user's computer, open a 
Web browser from the user's computer, and try to navigate to the Mail Express 
Server administration page 
(https://<mailexpress_server>/system/admin/default.aspx). You should be 
prompted for credentials, and upon entering the admin credentials provided 
during installation time, you should see the administration page. If this fails, then 
the "private subnet" value is most likely wrong. 

5. Verify that the user's desktop has an IP address that is within the Trusted IP Range 
specified on the Network Configuration page. 

6. On the Database Settings page, ensure that Mail Express is communicating with the 
database. 

7. Verify the Mail Express Server location provided to the Outlook Add-in at installation 
time is correct. 

8. Verify that the secret key that is provided to the Outlook Add-in at installation time 
(using the "MSI" file) matches the value on Mail Express Server. 

 Double check the Server/host name (or IP address) and the secret key that was 
used when running the Outlook Add-in installer. The command line for running 
the installer is shown in the "Quick Start" page of the Mail Express Web 
Administration interface. (If you click Download File to generate the .bat file to 
run the installer according to the parameters supplied on the Server, you avoid 
errors.)  

 Confirm that the batch file matches what is in the Server. Generate the batch file 
again if there are any doubts. If you ran the Outlook Add-In without supplying 
the command line parameters (e.g., you just double-clicked the MSI installer on 
the user's computer), then you must re-run the installer using the batch file that 
is generated by the Server. The command line parameters in the .bat file are 
imperative for the proper operation of the Outlook Add-in. 
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Mail Express Tracking Errors 

Mail Express communicates with a database to track activity.  

If Auditing does not appear to be working, perform the following checks 

1. On the Database Settings page, click Test Connection to verify that Mail Express Server 
and the database are communicating. 

2. If the test fails:  

a. Verify the settings on the Database Settings page. 

b. Verify that Mail Express Server computer and the database computer can 
connect to each other. 

c. In the Window's Services dialog box (Start > Run > services.msc), verify that the 
SQL Server (MAILEXPRESS) service (or alternate database service) is running. 

Not Enough Licenses 

Mail Express Server and the Outlook Add-In use a Client Access License (CAL). You can install 
the add-in on as many desktops for which you have paid a separate license fee as indicated on 
your invoice or sales receipt. For example, if you purchase a license to the add-in for 75 clients, 
you are allowed to install the add-in on only 75 desktops and only those 75 desktops can access 
and use the add-in. If you install the add-in on more desktops than your license allows, users 
receive a message indicating that there are not enough licenses available. If you purchase 
additional licenses, you must register the new serial number on the Registration page so that 
Mail Express Server will allow the additional clients to connect, and then deploy the add-in 
script to the additional desktops. 

Deploying the Add-in on Windows Vista 

When you install the add-in on Windows Vista, you must consider the Windows Vista security 
restrictions, or users will not be able to install updates. Users on computers that are running 
Windows Vista can load updates only if it is installed to a folder that can be modified by an 
application with standard permissions, or the user runs Outlook with administrator permission.  

On Windows Vista, applications that run with standard permissions cannot overwrite files in 
certain folders, including %ProgramFiles%. Therefore, if the add-in is installed to a folder that 
requires administrator permission, the application can load the update only if the user runs the 
application as an administrator. The user can run the application with standard permissions if 
the add-in is installed to a folder that does not require administrator permissions, such as 
%UserProfile%.  



GlobalSCAPE® Mail Express™ 

44  Troubleshooting 

Error Code Reference 

On the rare occasion that Mail Express displays an error, you can determine what caused the 
error by reading the error codes displayed in the message.  

 

Tables below describe each of the errors and their meaning. Refer to other topics in this section 
for troubleshooting tips for some common errors. 

Application Error: 

Value Meaning 

0 Errors associated with the user profile for the account running Outlook. 

1 Errors in accessing files or folders in the working area of the add-in. 

2 The add-in was unable to obtain policy information from Mail Express Server, and no prior information is cached 
locally. 

3 Errors associated with a temporary folder. Occurs when the add-in can't create/rename the temporary "current 
transaction" folder or create special files within it. 

4 Errors associated with attachment processing. This might occur when stripping/copying the e-mail attachments, 
or when comparing them to the policy filename wildcards. 

5 Could not create the server-side ad hoc user account. 

6 Error occurred when uploading the files to Mail Express Server. 

7 Error occurred in the code that handles Outlook "offline" mode. This might normally occur if there is a problem 
saving the e-mail to the "GSOutbox" folder on the file system for later processing. 

8 An exception was caught. 

Error Source: 

Value Meaning 

0 Errors originating from the add-in. 

1 Errors originating from the add-in interface dll that communicates with the Server. 
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Error Code: 

Value Meaning 

0 No error actually occurred. 

1 Unknown error occurred. 

2 User profile environment variable doesn't exist. 

3 User profile directory doesn't exist. 

4 Couldn't create working directory. 

5 Couldn't create the "GSOutbox" folder. 

6 Couldn't create the "GSFileUploads" folder. 

7 Couldn't create temp folder. 

8 Couldn't rename the temp folder. 

9 Couldn't create the state file. 

10 Couldn't read the attachment file name. 

11 Couldn't move attachments to folder. 

12 Couldn't delete attachments. 

13 Couldn't save the upload details file to disk. 

14 Couldn't successfully complete the offline save. 

15 Couldn't successfully complete the offline save, and the operation is non-recoverable. 

Extended Error Code:  

This will be a GetLastError error code or it will be used to differentiate between similar 
errors occurring within the same function. Refer to "System Error Codes" on the Microsoft 
Developer Network at http://msdn.microsoft.com/en-us/library/ms681381(VS.85).aspx for 
extended error code details. 

 

http://msdn.microsoft.com/en-us/library/ms681381(VS.85).aspx
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Mail Express End-User License Agreement (EULA) 
When you install Mail Express, you must agree to the terms of the Mail Express End-User 
License Agreement (EULA) in order to complete installation. During installation, the EULA is 
copied to the installation folder (by default, C:\Program Files\GlobalSCAPE\GlobalSCAPE Mail 
Express Server\license.txt). The text of the EULA is also below for your convenience. 

 
 

GlobalSCAPE® Mail Express™ version 2.2 

License and Support Agreement 

 

BY INSTALLING OR USING THE ENCLOSED SOFTWARE OR REGISTRATION NUMBER, YOU AGREE AND 

ARE SUBJECT TO THE SOFTWARE LICENSE TERMS SET FORTH BELOW.  If you do not agree to 

the terms of this agreement, do not install the Software or use any registration 

number that was provided with the Software. You may return the Software to the 

place of purchase for a refund if you have not used the registration serial number. 

 

This Software is licensed by GlobalSCAPE Inc. ("GlobalSCAPE"), not sold. You may 

use this Software only as described in this agreement. 

 

1. SOFTWARE. The capitalized term "Software" refers to the object code for the 

computer program known as GlobalSCAPE Mail Express, any updates, supplemental code 

or programs provided to you by GlobalSCAPE with or in connection with GlobalSCAPE 

Mail Express, such as the user's manual and Help file, any components, any related 

media and printed materials, and any related "online" or electronic documentation. 

The Software includes two basic components, the Server Program and the Add-In. 

 

2. GRANT OF LICENSE. 

 

A. EVALUATION LICENSE. If you acquired the license for any component of the 

Software on an evaluation or trial basis, you may use the Software without charge 

for the evaluation period. Your evaluation period begins on the day the 

registration serial number is issued by GlobalSCAPE. You must pay the license fee 

and activate your copy in the manner required below to continue to use the Software 

after the evaluation period. An evaluation license for the Software may not be 

transferred to any other person. 

   

B. STANDARD LICENSE. 

     

i) SERVER PROGRAM. You may use one copy of the Server Program on that number of 

server computers for which you have purchased a separate license as indicated on 

your invoice or sales receipt.  

 

ii) ADD-IN. The Add-In requires a CAL (client access license). You may install the 

Add-In on as many desktop personal computers for which you have paid a separate 

license fee as indicated on your invoice or sales receipt for access and use solely 

by one person on such computer.  For example, if you purchase a license to the Add-

In for 75 clients, you can only install the Add-In on 75 desktops and only 75 

individuals, in aggregate, may access and use the Add-In. If you wish to increase 

the number of clients after your initial license purchase, upon payment of the 

additional license fee you will be issued a new registration serial number which 

will be utilized to activate the additional Add-In licenses purchased and to re-

activate the Add-Ins previously purchased.  

 

C. STANDBY LICENSE. If you have purchased a license to use the Server Program 

and/or the Add-In on a non-production basis, then you may use the Server Program 

and/or Add-In so licensed only as follows: 
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i) On a standby computer that is not processing inbound traffic or doing work of 

any kind except in the event that, and only for so long as, the primary production 

server upon which the Server Program license is associated is offline; or 

     

ii) On a server (and associated desktop personal computers) used solely for testing 

or evaluation that does not process actual inbound traffic. 

   

D. ACTIVATION. You must activate the evaluation or standard license for the 

Software by entering the evaluation or registration serial number as prompted by 

the Software and as otherwise instructed by GlobalSCAPE. Your failure to follow the 

activation procedures correctly is a breach of this agreement. 

   

E. TERM. The term of the license for any component of the Software is as indicated 

on your invoice or sales receipt or, if not otherwise specified, perpetual.   

 

3. RIGHT TO COPY OR BACKUP. You may make one copy of the Software or the 

installation media for the Software solely for back-up or archival purposes at no 

additional charge. 

 

4. UPGRADES. To use Software identified as an upgrade or new version, you must 

first be licensed for the Software identified by GlobalSCAPE as eligible for the 

upgrade and pay any licensing or support fees that may be applicable. After 

upgrading, you may no longer use the Software that formed the basis for your 

upgrade eligibility and the license for that Software shall be deemed immediately 

terminated upon your installation of the upgrade. 

 

5. TRANSFER. You may not rent, lease, lend, or sublicense the Software. You may, 

however, make a one-time permanent transfer of all of your license rights to the 

Software to another party, provided that: (a) the transfer must include all of the 

Software, including all component parts, programs, media, printed materials, all 

registration serial numbers, all modules you purchase in conjunction with the 

Software, and this license; in connection with the sale of all or substantially all 

of the assets for that line of business (b) you do not retain any copies of the 

Software, full or partial, including copies stored on a computer or other storage 

device, (c) the person to whom you transfer the Software agrees to be bound by the 

terms of this license, and (d) you provide notice to GlobalSCAPE at least 10 days 

prior to such transfer of the identity and contact information for the transferee 

and such transferee is not a competitor of GlobalSCAPE as determined by GlobalSCAPE 

in its sole discretion. If you purchased the license for the Software on a multi-

computer basis-that is, one registration serial number valid for the number of 

computers indicated on your invoice, you may permanently assign your rights under 

this license to only a single person or entity.  Notwithstanding anything else in 

this agreement to the contrary, a license for the Software provided on a free, 

promotional, or "not-for-resale" (NFR) basis may be used only for testing, 

demonstration or evaluation and may not be sold or transferred to another person in 

any manner.  Transfer in violation of this agreement, in whole or in part, will be 

void ab initio. 

 

6. INFORMATION COLLECTION AND PRIVACY. The Software includes a feature that assigns 

a unique identifier to your computer based on system information. The Software 

reports this identifier to GlobalSCAPE when you install the Software or enter your 

serial number. During the evaluation period, the Software will contact our 

registration and activation servers periodically to verify that the Software is 

still eligible for use on an evaluation basis. The Software may also identify and 

report to us your Windows language identifier setting, IP address, and the date and 

time of installation and/or activation. GlobalSCAPE uses this information to count 

installations, detect piracy of the Software, and develop rough statistical data 

regarding the geographic location of the Software users. GlobalSCAPE may tie this 

information to personally identifiable information it has about you. GlobalSCAPE 

may use any non-proprietary information you provide as part of obtaining support 

services for GlobalSCAPE's business purposes, including product support and 

development.  GlobalSCAPE's policies related to this information are as is further 

provided in the Privacy Policy available at www.globalscape.com. 
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7. RESTRICTIONS. You may not reduce the Software to human readable (or source code) 

form, reverse engineer, de-compile, disassemble, merge, adapt, or modify the 

Software, except and only to the extent that such activity is expressly permitted 

by applicable law notwithstanding this limitation. You may not use the Software to 

perform any unauthorized transfer of information, such as copying or transferring a 

file in violation of a copyright, in violation of any laws related to the transfer 

of encrypted data or for any illegal purpose. 

 

8. MAINTENANCE AND TECHNICAL SUPPORT SERVICES. If you purchased a maintenance and 

support plan ("M & S Plan"), GlobalSCAPE shall provide the support services at the 

level agreed by you and GlobalSCAPE and as defined in the GlobalSCAPE Maintenance 

and Support Guide accessible from http://www.globalscape.com/support/eft.asp (the 

"Guide") as of the date of your acceptance of this Agreement and as set forth in 

your invoice or sales receipt. The term of the M & S Plan may vary and is specified 

on your invoice or sales receipt.  Please contact GlobalSCAPE if you would like to 

extend the term of your M & S Plan. To be eligible for maintenance and support 

services, the Server Program and the Add-In, if purchased, must be covered by an 

active M & S Plan.  

 

9. PAYMENT TERMS. If GlobalSCAPE has agreed to invoice you for license fees or fees 

applicable to your M & S Plan, invoices shall be transmitted on the date of 

issuance via electronic or postal mail to the primary or billing contact listed on 

your account. Unless otherwise agreed to in writing, full payment is due within 

thirty (30) days from invoice date. Amounts not paid when due shall bear interest 

at 1.5% per month, or the highest non-usurious rate permitted under applicable law, 

whichever is less. If GlobalSCAPE is required to take legal action to collect any 

overdue amount, you shall also pay GlobalSCAPE's reasonable costs of collection, 

including reasonable attorney fees. 

 

10. SECURITY. The Software creates a means for others to gain access to your 

computer. Although we have taken commercially reasonable measures to prevent 

unauthorized persons from gaining access to your computer via the Software, we 

cannot foresee or control the actions of third parties. Therefore, use of the 

Software will make you vulnerable to security breaches that you might not otherwise 

face and could result in the loss of your privacy or property. You agree that 

GlobalSCAPE is not liable to you for security breaches resulting from your use of 

the Software or otherwise. Use of secure passwords and keeping passwords 

confidential are not the responsibility of GlobalSCAPE or the Software. 

 

11. AUDIT. You agree that on GlobalSCAPE's request you will certify in writing your 

compliance with the terms of this agreement, including your use of the Software 

only on or in connection with the number of computers and users licensed. You 

further agree that GlobalSCAPE may during normal business hours and with reasonable 

prior notice, request and gain access to your premises for the limited purpose of 

conducting an inspection to determine and verify your compliance with this 

Agreement. The inspection will be conducted no more than once per year and in a 

manner not intended to disrupt your business and will be restricted in scope and 

duration to that reasonably necessary to achieve its purpose. 

 

12. TERMINATION. This agreement terminates if you fail to comply with its terms and 

conditions. If your agreement terminates, you must destroy all copies of the 

Software. The termination of this agreement does not limit GlobalSCAPE's other 

rights it may have by law.  The provisions in Sections 7, 9, 13, 16, and 18 shall 

survive the termination of this agreement. 

 

13. INTELLECTUAL PROPERTY; CONFIDENTIALITY. You acknowledge that you have only the 

limited, non-exclusive right to use and copy the Software as expressly stated in 

this agreement and that GlobalSCAPE retains title to the Software and all other 

rights not expressly granted. You agree not to remove or modify any copyright, 

trademark, patent, or other proprietary notices that appear, on, in or with the 

Software. The Software is protected by United States copyright, patent and 

trademark law and rights granted by international treaties related to intellectual 
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property rights.  The Software is copyright © 2005-2009 GlobalSCAPE, Inc.  All 

rights reserved.   

 

You will keep confidential and refrain from disclosing any and all technical 

information, know-how, and inventions disclosed by GlobalSCAPE in relation to this 

agreement and the license granted hereunder, except when, after, and to the extent 

that the information, know-how, and inventions are generally known to the public. 

 

14. EXPORT RESTRICTIONS. THE SOFTWARE CONTAINS ENCRYPTION TECHNOLOGY THAT IS 

CONTROLLED FOR EXPORT BY THE U.S. GOVERNMENT. You agree to comply fully with all 

relevant export laws and regulations of the United States (“Export Laws”) to assure 

that (i) the Software is not exported, directly or indirectly (including as a 

result of providing access to the Software to a national or resident of and 

embargoed or restricted country), in violation of Export Laws, or the applicable 

laws of any other jurisdiction or (ii) or provided to anyone on the U.S. Treasury 

Department's list of Specially Designated Nationals or the U.S. Commerce 

Department's Table of Denial Orders or Entity List. Among other things, the Export 

Laws provide that the Software may not be exported or re-exported to certain 

countries that are embargoed or restricted, or to certain restricted persons. 

Embargoed and restricted countries currently include but are not limited to Cuba, 

Iran, Libya, North Korea, Syria and Sudan. In addition to other restrictions 

described in this section, you may not use the Software, or export the Software to 

any destination where you know or have reason to know that the Software may be used 

in connection with the proliferation of nuclear, chemical, or biological weapons or 

missiles.  You shall indemnify and hold GlobalSCAPE harmless in connection with any 

breach of this Section. 

 

15. NO WARRANTIES. TO THE EXTENT PERMITTED BY APPLICABLE LAW, THE SOFTWARE AND ANY 

SUPPORT SERVICES ARE PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS 

OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF 

MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, QUALITY, PERFORMANCE AND 

NONINFRINGEMENT. IF APPLICABLE LAW REQUIRES A WARRANTY, THE REQUIRED WARRANTY IS 

LIMITED TO NINETY (90) DAYS FROM YOUR RECEIPT OF A COPY OF THE SOFTWARE. COMPUTER 

PROGRAMS ARE INHERENTLY COMPLEX, AND THE SOFTWARE MAY NOT BE FREE OF ERRORS. THE 

SOFTWARE IS PROVIDED WITH ALL FAULTS AND THE ENTIRE RISK AS TO SATISFACTORY 

QUALITY, PERFORMANCE, ACCURACY AND EFFORT IS WITH YOU.  GLOBALSCAPE DISCLAIMS ALL 

LIABILITY FOR ANY ACTION THAT YOU, YOUR DESIGNEE, OR YOUR AGENTS MIGHT TAKE IN 

CONNECTION WITH, OR IN RELIANCE UPON, THE TRANSMISSION OR RECEIPT OF ANY MESSAGE 

USING THE SOFTWARE.  SOME STATES DO NOT ALLOW LIMITATIONS ON IMPLIED WARRANTIES SO 

THESE LIMITATIONS MAY NOT APPLY TO YOU. 

 

16. LIMITATION OF LIABILITY. GLOBALSCAPE IS NOT LIABLE TO YOU FOR ANY PUNITIVE, 

CONSEQUENTIAL, SPECIAL, INCIDENTAL, OR INDIRECT DAMAGES OF ANY KIND ARISING OUT OF 

THE DELIVERY, PERFORMANCE, OR USE OF THE SOFTWARE, INCLUDING, WITHOUT LIMITATION, 

DAMAGES FOR LOSS OF PROFITS, DATA, GOODWILL, WORK STOPPAGE, COMPUTER FAILURE OR 

MALFUNCTION, SECURITY BREACHES RESULTING IN DISCLOSURE OF CONFIDENTIAL INFORMATION 

OR ANY AND ALL OTHER DAMAGES OR LOSSES, EVEN IF GLOBALSCAPE HAS BEEN ADVISED OF THE 

POSSIBILITY OF SUCH DAMAGES. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR 

LIMITATION OF LIABILITY FOR INCIDENTAL, SPECIAL, OR CONSEQUENTIAL DAMAGES, SO THE 

ABOVE LIMITATION MAY NOT APPLY TO YOU.  UNLESS APPLICABLE LAW PROVIDES OTHERWISE, 

GLOBALSCAPE'S LIABILITY FOR ANY CLAIM RELATED TO YOUR PURCHASE OF A LICENSE FOR OR 

USE OF THE SOFTWARE AND RELATED SUPPORT SERVICES, WHETHER IN CONTRACT, TORT, OR ANY 

OTHER THEORY OF LIABILITY WILL NOT EXCEED THE GREATER OF U.S. $5.00 OR THE FEES 

PAID BY YOU UNDER THIS AGREEMENT.   

 

17. U.S. GOVERNMENT. The Software is commercial computer software developed solely 

at private expense. The rights of civilian and non-civilian agencies of the U.S. 

Government to use, disclose, and reproduce the Software are governed by the terms 

of this agreement. Publisher is GlobalSCAPE Inc., 4500 Lockhill Selma, Suite 150, 

San Antonio, Texas, 78249, USA. 

 

18. MISCELLANEOUS. The laws of the State of Texas, excluding its conflicts laws, 

shall govern this agreement the rights and obligations of the parties hereto, the 
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entire relationship between the parties hereto, and all matters arising out of or 

relating to this agreement.  GlobalSCAPE may seek injunctive relief in court to 

prevent imminent harm. This agreement is not governed by the United Nations 

Convention on Contracts for the International Sale of Goods. You agree that this 

agreement shall be fully performable in Bexar County, Texas and submit to the non-

exclusive jurisdiction of, and agree that venue is proper in, state or federal 

courts in Bexar County, Texas in any legal action or proceeding relating to this 

agreement. This agreement constitutes the complete and exclusive agreement between 

us, notwithstanding any provision in any purchase order or other written document, 

except for: (i) the definition of any evaluation period, limited license term, and 

fees and terms for maintenance or support services or additional software 

components that may appear on the applicable invoice or sales receipt as issued by 

GlobalSCAPE or the fees set forth on the GlobalSCAPE Web site, and (ii) the 

statement of the number of separate computers or concurrent users for which you 

have paid a license fee as described in Section 2, above. In the case of a conflict 

between this agreement and the invoice or sales receipt and any fees set forth on 

the GlobalSCAPE Website, the invoice shall control. This agreement may only be 

modified by a written document signed by GlobalSCAPE. No GlobalSCAPE dealer or 

distributor is authorized to change the terms of this agreement. If any portion 

hereof is found to be void or unenforceable, then such provision shall be reformed 

without further action by the parties to the extent necessary to make such 

provision valid and enforceable when applied to such facts or circumstances, with 

the objective of achieving as nearly as legally possible the same effect.  Failure 

to exercise or delay in the exercise of any right or remedy under this agreement 

shall not operate as a waiver thereof.  If you are located outside the United 

States, then the following provision applies: Les parties aux présentes confirment 

leur intention que cette convention ainsi que tous les documents afférents soient 

redigés dans la langue anglaise. (Translation: "The parties confirm that this 

agreement and all related documentation is and will be in the English language.") 

 

Should you have any questions concerning this agreement, or if you desire to 

contact GlobalSCAPE for any reason, please contact GlobalSCAPE by mail at: 4500 

Lockhill-Selma, Suite 150, San Antonio, Texas, 78249 USA, by telephone at: +1 (210) 

308-8267, or by electronic mail from: http://www.globalscape.com with copy to 

legal@globalscape.com. 

 

Please print a copy of this agreement for your records. 

 

Rev. 01.14.2008 
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