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INTRODUCTION TO SE®E AD HOC TRANSFER

EFT Server's Secure Ad Hoc Transfer (SAT) module ydlomiaternal users to send and receive largmail file
attachments to recipients outside of your organization quickly, reliably, and securely, all without having to
manually create or maintain FTP accounts on EFT Server.

The SAT Module works in conjuinct with EFT Server to allow users inside an enterprise to transfer files to and

from recipients outside the organization with secure authentication,-regpudiation, and auditing capabilities.

ASP.NET technology overcomesdilee limits when uploadingewy large attachments. The Web supports file
attachments up to 2GB, which is a limit of HTTP. (If you expect to upload large files, e.g., 1 GB or larger, we strongly
recommend that you install EFT Server on the same computer as IIS and edit the vakieddProtocol in

the Secure Ad Hoc Transfer's Configuration.File

The process is bidirectional; recipients can securely return files to the sender if the sender grants them permission.
Auditing and reeipt notifications provide verifiable transfer of data.

An automated process sets up new user accounts, assigns home folders, notifies the recipient that a file is ready to
be picked up, audits all transactions, expires old temporary accounts, and fade#yes expired accounts.

Below is a brief overview of what takes place behind the scenes when users send a file.

T o -
Internet .
. EFT Sends pick-up notification rﬁ""‘“
1 ——— =l ' 1 T
r“"—m‘ I+ Bssag __’l File — .-_'_j l b
| _ 1_.,_ F ' 2
- e
Receiver
~ Recipient picks up (and optionally sends) files

Secure Ad-hoc

1. A user sends anmail with an attachment using EFT Server's Ad Hoc Transfer.

2. Ad Hoc Transfer creates a new temporary account on EFTrSEni® temporary account is assigned a
random username and password, and expires in seven days.

3. Atemporary folder is created and associated with the temporary account-rAaikis sent to the
recipient with a secure hyperlink (HTTPS), a temporary axtager name and password, and a list of files
available for download.

4. The recipient of the @nail follows the HTTPS link, enters the temporary user name and password, and
connects to the default HTTPS Web interface or the Web Transfer Client. (Thetinkdgsired when you
install SAT; you can change this link in the SAT configuration file. R&ititay the Configuration File
(web.config)or details. The variable ISRLPattern )

5. The recipient camow download the files.

6. The recipient can also upload files if this option is enabled by the sender. When files are uploaded, the
sender is notified that the uploaded files can be picked up. The recipient uses the same login credentials.
After seven dayshe temporary account user name and password is disabled, and the disabled temporary
account is removed from EFT Server's file system.

7. If EFT Server has Auditing and Reporting, all of the transactions associated with the Ad Hoc account are
logged to EF$erver's auditing and reporting database for repudiation and auditing purposes.
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WHAT'S NEW IN SECURAD HOC TRANSFER

For "What's New" in any version of Secure Ad Hoc Transfer (SAT), refer to the releasaatetetxt, in the SAT
installation folder (bydefault, C\Inetpub\EFTAdHOJcor the GlobalSCAPE support page
http://www.globalscape.com/eft/sat history.aspx

The following features were added to version 2 of the SAT modulegwith version 6.x of EFT Server):

Authentication via Active Directory to pgeopulate theFromaddress field and lock it so users cannot
change it. This option monfigurablein the SAT configuratiofile. (It is NOT the default behavior.)

Full transaction logging to ARM. SAT has an option to log each SAT submission/transaction to the ARM
database.

New reports provided for SAT submissions/transactions. (Refer to iBFfieServer User Guide details.

The following features were added to version 2.1 of the SAT module (for use with version 6.1 of EFT Server):

(0]

Prevents "spoofing" by forcing tHeromaddress to the address in Active Directory before sending the
message (when authenticating using ADRsmtication for the sender).

Logs the IP address of the sender to the auditing database and will appear in the ARM SAT reports.

Verifies whether prerequisite applications are installed (IS version and .NET version) and configuration/lIS
role settings ae correct before continuing.

Detects whether IIS 7 is installed and, if it is, extends the maxAllowedContentLength value in lIS's
ApplicationHost.config file to 2 GB.

Added a label to the SendMail form to remind users that they can only send files upBo(@nless SAT is
installed on the same computer as EFT Server).

Supports semicolon delimiter for multiplereail send addresses.
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INSTALLING SECURE ABOC TRANSFER

The topics below provide information regarding installing $ecure Ad Hoc Transfer module

SECURE AD HOC TRANGSEMODULE 8STEM REQUIREMENTS

The Secure Ad Hoc Transfer (SAT) Module has been tested on Windows XP Professional, Windows Server 2003,
andWindows Server 2003 x64nd requires the following:

e A server computer nuning GlobalSCAPE EFT Server, version 6 or newer

e Microsoft Internet Information Services (IMeb Server versn 5, 6, or 7 (SAT must be installed on same
computer as .NET) To use SAT with 11S7, you coufigure several optionBEFORE you install the
software.

e Microsoft .NET Framework Runtime, version 3.5 or ngi8&T must be installed on same computer as
.NET) If you are using II$8nfigure IIS optionBEFORE you ta#l .NET.

@ Microsoft .NET 3.5 is supported on the following operating sys
e  Microsoft Windows XP
e Microsoft Windows Server 2003
e Windows Vista
e Windows Server 2008

e An SMTP mail server

o |f SAT is installed on a separate computer from EFT ServeBeBIEF must be configured for remote
administration.

@To enable SAT to work on-Bit operating systems, refer tdsing SAT 2.0 on @it Operating Systerr

SECURE AD HOC TRANS¥DEPLOYMENT METHGD

The Secure Ad Hoc Transfer (SAT) Module is installed on the 1IS server comput& séhesr computer can be

on the same server computer where EFT Server is running, or on a separate computer. To minimize system
resources, it is recommended that EFT Server and IIS be installed on the same server computer; however, if system
resources ee not a factor, then placing EFT Server and IIS on separate server computers may facilitate installation
and setup.

Common Deployment Methods

1. Place lIS with SAT inside your netwo#kccess to the SAT Web interface is limited to internal users who
can exbange files with external users. This method can be used with or without DMZ Gateway Server.

2. Place IIS with SAT in the DME&ccess to the SAT Web interface is available to external users who can
exchange files with internal users or other external usetsb@SCAPE recommends against placing the
IIS server with SAT in the DMZ to prevent possible misuse of the SAT module.



http://www.globalscape.com/eft6/
http://www.microsoft.com/WindowsServer2003/iis/default.mspx
http://msdn2.microsoft.com/en-us/netframework/default.aspx

Secure Ad Hoc Transfer Module for EFT Server v6.1

If you plan to install EFT Server and IIS on the same system, you must have:

e HTTPS enabled on EFT Server at the Site level.

e Your EFAdministrator username and password

e EFT Server and IIS both running before the Secure Ad Hoc Transfer module is installed.
If you plan to install EFT Server and IIS on different systems, you must have:

e HTTPS enabled on EFT Server at the Site level

e Your EF Administrator username and password

e The remote administrator enabled in EFT Server.

e EFT Server's IP address accessible from EFT Server running IS

e EFT Server and IIS both running before the Secure Ad Hoc Transfer module is installed

@ HTTPS is requiredh & FT Server to enable recipients to pick up their

One common deployment scheme is to place both IIS and EFT Server inside your network. Only internal users are
able to access the Secure Ad Hoc Transfer Web interface and exchange files withutsiéestioe network.

The architectural diagram below demonstrates this setup with EFT Server and 1S both on separate boxes. It also
assumes the use of the DMZ Gateway; without it, you would need to configure the solution differently, so that
recipients camreach EFT Server.

DMZ

1. The sender, inside your network, connects to the Web form provided by IIS running the Secure Ad Hoc
Transfer module page.

2. Secure Ad Hoc Transfer on IIS then offloads the file to EFT Server, creates a notification message, and
sendsthat directly to the recipient through your SMTP server.

3. The recipient connects using the liblck https hyperlink to EFT Server to download the available files
and, if applicable, uploads files back to EFT Server for lateupibly the originator (sereat).
SECURE AD HOC TRANS¥IN THE DMZ

You can deploy Secure Ad Hoc Transfer in the DMZ so that clients or partners can initiate a send either to one of
your users, or to a third party. GlobalSCAPE recommends against this approach to avoid potentiabftisise
Secure Ad Hoc Transfer module.




Troubleshooting Errors in the Secure Ad Hoc Transfer Module

Before installing the application, review the System Requirementand decide on a Deployment
Method, then review the Installation Prerequisites, below.

SECURE AD HOC TRANS¥ INSTALLATION PRERQUISITES

Beforeinstalling the SAT module, the following tasks must be completed:

e Both EFT Server and 1S must be installed, configured, and rurefmg installing the SAT modul@he
v6.1 installer detects which version of IIS is installed.

@ If you expect to uploaaitge files, e.g., 1 GB or larger, we strongly recommend that you install E
Server on the same computer as IIS, and ediwidle.configfile as necessary per the instructions ii
Secure Ad Hoc Transte€onfiguration File

e If EFT Server and IIS are not running on the same computer, you must ensure that [IS can reach EFT
Server via the EFT Server administration port. By default, the administration port is set to 1100

e IS and .NET Framework 3.5 must be installed, configured, and ruvefiorg installing the SAT module
(If you have already installed .NET, but notBESsure to register IS with .NB&ffer you ingall 11S.)

o Before installing the SAT module, you should have the following information available:
0 The EFT Server administrator account user name and password.

0 The EFT Server IP address and administration port nurtibedefault, the administration porsi
set to1100)

0 The SMTP server IP address and port number.
0 A defaultFrome-mail address that can be used if the sender fails to enter an address.
o The SMTP server authentication credentials, if required.
0 A SAT Module activation serial number. (Eithed wiafull version)
e The following settings should be configured in EFT Séefereinstalling the SAT module:
0 Remote Administration should be turned on in EFT Server.

0 HTTPS protocol must be enabled at the EFT Server Site level.

To test the connection
1. On the IIS server, open a command prompt.

2. Typetelnet  <IP_address> <port_number> then press ENTER. For example type:

telnet 192.168.20.123 1100
If EFT Server is not reachable, the Telnet resporGensect failed

BEFORE INSTALLING THFHSAT MODULE WITH3 7.0

In order to install SAT 2.0 correctly with IS 7.0 you will need to enable (selestalstS features.

On operating systems other than Windows 2008, you will need to install .NET Framework 3.5 AFTER these features
are enabled.
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To enable features necessary for the SAT module to run properly

1.

Open thePrograms and Featuresontrol panel ad click theTurn Windows features on or offnk on the
left.

In the Windows Featuregslialog box, expand thiternet Information Servicesiode.

Expand theNeb Management Toolsode, and thdlS 6 Management Compatibilityode and select the
following che& boxes:

e |IS Metabase and 11S6 configuration compatibility
¢ IS Management Console

Expand theNorld Wide Web Servicesode and theApplication Development Featuresode, and select
the following check boxes:

e .NET Extensibility
e ASP.NET
e ISAPI Extensions
e ISAPFilters
Expand theCommon Http Featureaode and select the following check boxes:
e Default Document
e HTTP Errors
e Static Content
Expand theSecuritynode and select the following check boxes:
e Request Filtering

e Windows Authentication

The illustrationon the next pageshows the necessary features enabled:

10
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(1] Windows Features =)= =

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means
that only part of the feature is turned on.

=0 [#¥ Internet Information Services -

[7] |, FTP Publishing Service
o @ || Web Management Tools
= [H |, IS6 Management Compatibility
, 156 Management Console
, 156 Scripting Tools
, I5 6 WMI Compatibility
. IS Metabase and 15 6 configuration compatibility
. 5 Management Conscle
[C] |, 1S Management Scripts and Tools
[] || TS Management Service
= [H | World Wide Web Services
= [ | Application Development Features

EOoOO

. [MNET Extensibility

[E4 Asp =
| ASP.NET

F4 car

| ISAPI Extensions

. ISAPI Filters

[7] || Server-Side Includes

= [H |, Common Http Features
, Default Document

, Directory Browsing
. HTTP Errors

, HTTP Redirection

. Static Content

[ || Health and Diagnostics —
[H| . Performance Features

= @ | Security

. Basic Authentication

EO0EOE

. Client Certificate Mapping Authentication
. Digest Authentication
, 5 Client Certificate Mapping Authentication
. IP Security
. Request Filtering
. URL Authorization
Windows Authentication

FEOEOOOEO

0K ] [ Cancel

INSTALLING SECURE ADOC TRANSFER

Before installing the application, review the System Requirementsiecide on a Deployment Method
review the Installation Prerequisitesthen read the entire procedure below.

e The Secure Ad Hoc Transfer (SAT) installation program automatically detects the presence of IIS, .NET
Framework, previous versions of the SAT module, and EFT Server, and prompts for required information
to configure the services. Inst&lFT Server before installing the SAT module, and make note of the EFT
Server name, IP address, username, and password, begausgill need to provide this information in
the SAT installer

11
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e If a previous version of the SAT module is installed on the ctenpyou must uninstall it before installing
the newer version. Before installing the new version, verify that the Ad Hoc virtual directory in IIS
(EFTAdHoc by default) and the Ad Hoc installation directoYin@fPul EFTAdHoc) were removed.
Installing EF Server, Microsoft 1IS, and .NET Framework on the same physical computer expedites the
installation process, but it is not required.

e If you are not installing SAT on the same computer as EFT Server
o Provide IIS a direct route and IP address to EFT Server
o Enable in EFT Server so that the installer can remotely configure EFT Server to use SAT.

0 must be enabled at the Site level so that the SAT scripts running on IIS can communicate with EFT
Server.

Before installing the SAT module, perform the steps bétothe order listed. If you do not follow each of the
steps below in the order listed, the SAT module might not function as you intend:

0 Review theSystem Requirementnd decide on ®eployment Method

o Review thdnstallation Prerequisites

o On operating systems other than Windows 2008, ensure IIS is installed BEFORE ASP.NET is
installed. If ASRIET is installed before IIS is installed, you must provide the network service with
write access to the framework directory (e.gG\ WINDOWSMicrosoft. NEXFramework v3.5).
Ensure that ASP.NET is installed and registeredA8ec Properties Missing ASP.NETfoab
details of registering ASP.NET.

o If you are installing SAT with [IS7, configure IIS using the instructiBE-ORE Installing the SAT
Module with 1IS7

To install Secure Ad Hoc Transfer
1. Copy the installer to the IS computer.
2. Doubleclick the installer. Th&/elcomepage appears.

B secure Ad Hoc Transfer Module Setup [ =] B

Welcome to the Secure Ad Hoc
Transfer Module Setup Wizard

This wizard will guide you through the installation of Secure
Ad Hoc Transfer Module,

It is recammended that vou close all akher applications
before starting Setup. This will make it possible to update
relevant sysken files withaut having ko reboot your
computer,

Click Mext to continue,

Mexk = I Cancel

3. ClickNext. TheLicense Agreemerdppears.

12
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Secure Ad Hoc Transfer Module Setup

License Agreement %&7
Flzase review the license kerms before instaling Secure Ad Hoc Transfer Module. E‘,a. = |

Press Page Down to see the rest of the agreement.

Erhanced File Transfer Server Yersion & ﬂ
License and Support Agreement

EY INSTALLIMG QR USIMG THE ENCLOSED SOFTWARE OR REGISTRATION NUMBER.,
YioU AGREE AMD ARE SUBJECT TO THE SOFTWARE LICENSE TERMS SET FORTH BELOW,
If ywou do not agree to the terms of this agreement, do not install the Software or use
anvy registration number that was provided with the Software, You may return the
Software to the place of purchase For a refund if wou have not used the reqgistration

serial number,
|

IF wou accept the terms of the agreement, click I Agree ko continue, You must accept the
agreement to install Secure Ad Hoc Transfer Module,

HlabalsCARE Secure &d Hac Tramsker Madule installer

< Back I 1 Agree I Cancel |

Read the license agreement and accept it by clickiag (If you do not accept the license agreement, the
installer exits.) Th€hoose Install Locatiopage appears.

Secure Ad Hoc Transfer Module Setup

Choose Install Location 7]
Choose the Falder in which ta install Secure Ad Hoc Transfer Module, ggg‘h\&
-

Setup will install Secure Ad Hoc Transfer Madule in the Following Folder. Tainstall in a different
fFolder, click Browse and select another Folder. Click Mext to continue.,

Destination Folder

ot EFTAdhoc] Browse. ., |

Space required: 5,4MB
Space available: 6.4GE

ElobalsCAPE Secure Ad Hoc Transker Module installer.

< Back I Mexk = I Cancel |

Specify the folder in which to install the SAT module (€blnetpub\wwwroot\ EFTAdHOG then click
Next. Thelnstall Trial or Fulpage appears.

13
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ecure Ad Hoc Transfer Module Setup

Install Trial or Full R
Select the bype of installation required %.%
-

Selecting trial version results in limited functionality of the application whereas Full version will
provide with Full Aledged Ffunctionality

= Full Wersion

{* Trial Version

Click <Mext> ta install trial version

HlabalsCARE Secure &d Hac Tramsker Madule installer
< Back I Mexk = I Cancel

6. Do one of the following, then clidkext:

e If you are evaluating the SAT Module prior to purchase, Tligh Version then skip to step 8.

@The trial version of SAT is not time limited; however, it is limited to-teaiks with one
attachment each, per IIS session.

e If you have purchased the SAT Module, dfiaK Version TheActivation page appears.

If a message appears stating that the installer did not detect the correct version of the Microsoft .NET
Framework, click'esto exit theinstaller and open the Web browser to the .NET Framework Developer
Center. If you know that .NET is installed, you can bl@to continue with the installation, then resolve
the error later. Refer téAdHoc Properties Missing ASP.NETféradetails, if necessary.

7. If you selectedrull Versiontype or paste the SAT Module activation serial number, then Nig# The
Configure lI$age appears.

ecure Ad Hoc Transfer Module Setup

Configure 115 Ik
S
Erter the 1S Configuration Parameters ES

Please select an 115 web site and enter an 115 wirtual Folder name For installation of Secure
AdHoc Transfer module components

IS Configuration Details

Wb Site

virtual Folder : | EFTAdhac

GlobalSCAPE Secure Ad Hoc Transfer Module installer

< Back I Mexk = I Cancel

14
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8. Specify aVeb Siteand theVirtual Foldername (the default i€EFTAdHOcto use for the SAT components,
then clickNext. TheEFT configuration parameteyzage appears.

Eﬁ_:] Secure Ad Hoc Transfer Module Setup

Full Installation [l |
Plzase input required parameters for a full instal E.%
s

—Enter EFT configuration patranieters

Server Name/IP:

Server Port: I 1100

Adminiskrator User Marne: I

Adrninistrator Passward: I

GlobalSCAPE Secure Ad Hoc Transfer Module installer

< Back I Mexk = I Cancel |

9. Provide the EF$erver name/IPaddress Server Portand EFT ServAdministrator User Namend
Password then clickNext. TheEFT Site Configuration Parametgrage appears.

B secure Ad Hoc Transfer Module Setup

Full Installation T

7|
US|

Flease input required parameters for a full install 2 |

—Enter EFT configuration parameters

Site Mame:

Settings Lewvel: I EFTadhoc

External Domain Marie: I 10.0.0.100

GlobalSCAPE Secure Ad Hoc Transfer Module installer

< Back I Mexk = I Cancel |

10. Specify the EFT Senite Nameand a new, uniqué&JserSettings Templatename (the default is
EFTAdHOcthat will be used only for SAT, and theternal Domain Naméor EFT Server. This is the
external server address used to access EFT S&WRORTANTIf you are also using DMZ Gateway, then
use that address instead. Becausmail recipients can be on an external network, you should use a DNS
instead of the actualP address. For example, typayfileserver.com (which might map to
https://10.0.0.100:444).

15
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11. ClickNextto continue. TheSsSMTP Mail Server Parametepsige appears.

Secure Ad Hoc Transfer Module Setup

Full Installation
Flease input required parameters for a full install

]

[ SMTP Mail Server Parameters

niail, globalscape, com

Server Mame/IP:

Server Port; I 25

Defaulk Sender Address: I kmarshi@globalscape.com

¢ Mo Authentication

" Server Requires Authentication

Adminiskrator User Marne: I

[~ Test

Administrakor Password: I

GlobalSCAPE Secure Ad Hac Transfer Madule installer

< Back

I Mext = I

Cancel |

12. Type the SMTBerver Name/IRaddress Server Port andDefault Sender Addresge-mail). f mail server
authentication is required, clicRerver Requires Authenticatigrthen type theAdministrator User Name
and Administrator Passwordised to connect to the mail server, then clidkxt.

13. If you want to test the SMTP mail server configuratiortisgs, you can clickestto send an amail to an
accessible account. Provide therail address for the test-mail, then clicknstall.

2] Secure Ad Hoc Transfer Module Setup

E-mail
Enter the E-mail address

r E-mail Address

‘What E-mail address would you like to send a test e-mail bo?

E-mail:

GlobalSCAPE Secure Ad Hoc Transfer Module installer

< Back I Install I

Cancel |

14,

settings.

15.

a.

ClickYesif the email was successful. Clitko if the e-mail was not received, then verify your SMTP

Ingallation of the SAT module is complete. A few additional steps are necessary:

Enableautomatic notification of uploadanduser clearup events n EFT Server.

b. Verify that the Microsoft IIS settings are configured correctly, as described below.

16
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@The help fileadhoc.chm is available from th&tartmenu and irC\ Inetpub\EFTAdHAdelp.

If EFT Server and IIS are NOT running on the same computer, copy to the EFT Server coniiifé&dHec

VERIFY THE MICROSOHRIE SETTINGS

folder (by defaultC\Inetpub\wwwroot\EFTAdHAQ and all files and subfolders.

% C:Inetpub’wwwroot  EFTAdhoc

File Edit View Favorites Tools

Help

@Back b ‘«sg % ir

=
P ! Search e Folders ‘ ’

Address I“j CHInetpublwwrootEFT Adhoc

EBE

[ mailroot

Folders X | Mame + | size | Type | Date Modified |
Deskiop +| DApp_Themes File Folder 2/27/2009 3:33 PM
'J My Dacuments 1 I=hbin File Folder 212712009 4:31 PM
hﬁ My Music oL File Folder 212712009 4:31 PM
lﬂ My Pictures ICHelp File Folder 212712009 4;31 PM
9 My Computer I javascript File Folder 2/27/2009 4:31 FM
H 3% Floppy (A2 |2 Seripts File Falder 2i27[2009 4:31 PM
Bl % Local Disk () Dtemp File Folder 2/27(2009 4:31 PM
[E) Documents and Settings ) Templates File Folder 212712009 4:31 PM
B I3 Inetpub Ihwuc File: Folder 2i27}2009 4:31 PM
) AdminSeripts r;j AccessDenied, aspx ZKB ASPX File 2127/2009 4;31 PM
) iissamples AddressBookUsers, aspx 2KB ASPY File 212712009 4;31 PM
Cc-nF-;IIS.vbs 29KE  WEScript Script File  2027/2009 4:31 PM

) Seripts Ej ConfigurationError. aspx 3KB ASPX File 2027}2009 4:31 PM

Bl 3 wewraot E] Confirmation. aspx 1KE ASPY File 202712009 4:31 PM

=) aspret_dliert & | encode.htm 3KE HTML Document 212712009 4:31 PM

#'S |3 EFTAdhoc ™ r;j Error,aspx 3KB  ASPX File 2027}2009 4:31 PM

() App_Themes rri] ErrorPopup, asps 1KE ASPYFile 212712009 4;31 PM

© bin Expiredversion, aspx ZKE ASPY File 212712009 4;31 PM

o ow 15 global. asax 1KE ASAX File 212712009 4:31 PM

) Help help. aspx 3KBE  ASPY File 212712009 4:31 PM

D javascript MasterPage.master ZKE MASTER File 212712009 4:31 PM

) Seripts orig_web. config ZOKE COMFIG File 212712009 4:31 PM

) temp Precompiledﬁ\pp.conﬁg 1KE COMFIG File 212712009 4;31 PM

) Templates & | readme bl 7KB HTML Document 212712009 4:31 PM

£ wuc Ej sendmail. aspx 13KB ASPX File 2027}2009 4:31 PM

M ’ﬁ\ﬂmﬂﬁ 24 uninstall.exe 44 KB Application 212712009 4:31 PM

] | » web, config Z0KE  COMFIG File Z{27/2009 4:31 PM
|2? objects (Disk free space: 6.75 GE) |14? KB | d Iy Conputer 4

Note theweb.configfile at the bottom of the file list. If this fildoes not exist, the SAT module will not be able to
connect to EFT Server. Tleb.configfile provides the configuration for thEFTAdHoproperties in IIS.
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To verify 1IS settings
1. Open the IIS Manager, rightick theEFTAdHouirtual folder, then cliclroperties.

File  Action Wiew Help
!l ) EFTAdHoc Properties @
% Internet Information Services Yirtual Directory D ocuments Directory Security :
= B KLM_yM1 {local computer) HTTP Headers Customn Errors ASPNET
=-{{] Web Sites
— B Default Web Site . )
+ - TIsHelp Migrosglt i
+-[_g} Printers L]
+-[_1 asprnet_cliert
+-[] images
+ [:l _private
w20 _vti_enf ASP.MET version: |2050727 =]
+-2 _vti_log
00 _vh_pet irtual path |f"EFT-"-'«dHDC
+-0 _vti_script -
o0 _vhi_txt File lacatian: |C:\Inetpub'\EFTAdHoc\web.conﬂg
+-[_1 FTP Sites ; : —
+1- i Default SMTP Virtual S File creation date: |12H18£2DD? 4:44:17 P
File lazt maodified: |1 2/18/2007 4:44:37 PM
Edit Configuration... |
e
— .. B

2. On theASP.NETab, make surdASP.NET versidh0.50727 (or newer) is selected. (If tASP.NETab is
not displayed, refer téAdHoc Properties Missing ASP.NET.)Tab

3. Clickedit Configuréion. Refer toEditing the Configuration Fifer details.

MANUALLY CONFIGRING MICROSOFT IIS

The steps below are performed automatically when you install the SAT module. The procedure is
provided here in case changes are made to the IS configuration that cause Secure Ad Hoc Transfer to
stop working and you need to restore the defaults.

If you are using SAT on a 64-bit operating system, refer to Using SAT 2.0 on it Operating Systems

@ IUSR_<computer name> account needs write/modify permissitbe@nip/ folder if logs and upload
path is set to default configuration in thlveeb.config

If authentication is enabled for the Site, tAathenticated Usergroup needs permission instead of the
IUSR account.
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1. The physical folder where Secure Ad Hoc Transfer is  Geneial| Shaing Secuiity | web Sharing | Customize |
installed must have appropriate permissions set so (B[P G0 VD G
that the anonymous user account for IIS €7 &dministiatars
(IUSR_<computer name>) hasad & Executelist 72 CREATOR DWNER
Folder ContentsandReadaccess to the entire folder
tree.

doralEM

Add... | Bemove |

PFermizzions for Internet Guest
Account Allow Deny

Full Cantral O o =

I odify 0 a

Fiead & Execute O

Lizt Folder Contents O

Read a

Wit O a

Cmmminl | Dimrrsinnimns m m LI

For zpecial permissions or for advanced settings, AdleerEsd |
click Advanced. —
0K I Cancel | Apply |

2. The installer creates a new IIS Virtual
Directory forSecure Ad Hoc Transfer
under the website you selected when
SAT was installed. If you want the

HTTF Headers | Custam Errars I ASP.MET I Server Extensions
‘wieh Site | IS4P Filkers | Haome Direchom | Documents | Directon Security

—web Site |dentification

Degeription: |
colleclztlon ofbASP ]E)ages tof be acces|5|ble P Address: 001015 ﬂ] Advanced..
to only a subset of users (for example,
Yy ( P TCP Port a1l SeLFart |

only those users on your internal
network), set up 2 IP addresses on the = | Cennections
EFT Senr computer (if running EFT Connection Timeout: | 900 seconds
Server and IIS on the same box). For I™ HTTP Keep-tlives Enabled

example, you might have a public IP
address that is Internet accessible ptive o

through the router/firewall/NAT, while clus balomet -
also r?aving an internal IP address that it WAL Enended LogFie Foma = Empﬂl
only routable by those computers on
your network.

—Iv Enable Logging

QK I Cancel | Apply | Help

@ If you do not have two NIC cards in your computer, you can still create multiple IP addresses t
TCP/IP configuration of the computer. Refer to the Windows Operating System documentatior
how to set up multiple IP addresses osirsgle network interface card.
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3. The Home Directory of the new 1IS Web
Site must point to the location where
the SAT module was installed.

HTTP Headers I Custom Errors | ASPMET I
WebGite | ISAPIFiters  HomeDiector | Documents |
YWhen connecting to thiz rezource, the content should come from:
4 directory located on this computer
" 4 share located on another computer

& redirection to a URL

Server Extensions

Diirectory Security

Local Path: [ Ic:\inetpub\E FTadHoch

Browse. .

¥ Log visits
V' Index this resource

[™ Script source access
v Read

I Directon browsing

Application Settings

Application name; IEFTAdH o
Starting paint; <EFTAdHoC:
Execute Permissions: IScripts only

Application Protection:

=
=

| Medium (Pooled)

Remove |
Configuration... |
[Ihlmad |

The Secure Ad Hoc Transfer installer
addssendmail.aspxo the list of
filenames to theDocumentstab for the
virtual directory when it is installed. This
allows IIS to executeendmail.aspx
automatically when a user navigates to
this Site's URL without explicitly
specifying a document.

Ok I Cancel | Apply | Help
HTTF Headers I Cuztom Errors I ASPMET | Server Extensions I

WebSite | IS&PIFiters | HomeDiectoy  Documents

I Directom Security

¥ Enable Defaul; Document

E R
index. htm
Default azpx

Bemove

1 Enable Document Footer

il

I Brawse,..

5. On theASP.NETab, you can view/set the Secure Ad Hoc transfer module configurationrS&aae Ad

Hoc Transfer's Configuration Fite details.

0K I Cancel | Lpply

| Help
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USINGSAT ON 64BIT OPERATING SYSTEM

The Secure Ad Hoc Transfer SAT module can be installed on Windows Sdiv€ $4However, you must first
enable 32bit applications to run on the system. Procedures are provided belowSdtand IS 7

@ Ideally, you will install 1IS first, then .NET, then SAT. If you have already installed IIS, .NET, and SAT,"
need to uninstall and reinstall everytigi. You will just need to allow 3#t applications and run the ASP. NE
registration tool (in that order), as described below. For other 11S7 and SAT errors, refer to Knowledge
article Q10510 FIX: Secure Ad Hoc Transfer errors with Microsoft IS 7

Using SAT with IIS 6 on a-bit OS
1. Set lIS to allow enabling 3£t applications. At a command line, type the following:

C:\Inetpub \ AdminScripts \ cscript.exe adsutil.vbs set
W3SVC/AppPools/Enable32BitAppOnWin64 true

2. Allow 32bit in the IIS Manager:
a. Inthe lIS Manager tree, clitkeb Services Extensions

b. Inthe right pane, rightlickASP.NET v2.0.50727 ¢(BR), then clickAllowed.

Sloix]
€5 B aton Yew Window b =181

e OB SRR @B > =0

4 Intorret Information Seevices
= 1 SOUNMYER 4MPMU) (local

& ) Applation Pocks ) I Web Service Exteraon Stakus
_J Web Stes T Al Urknown CGE Extensions Probibted
& Web Service Extensor ¥ Al Urknown [SAPT Extensions Probdted
%] Active Server Pages Probtsted
Prohibat

Properties 8] Intermet Data Cormector Probibted
T 8] Server Side Inchudes Prohibited
5] webDav Prohtdted

c. Close the IIS Manager.

3. Reregister IIS. A&t command line, type the following:
c: \ windows \ Microsoft NET  \ Framework \ v2.0.50727 \ aspnet_regiis.exe Ti

Using SAT with IIS 7 on a-6it OS
1. Inthe IIS Manager, clidkpplication Pools
2. Rightclick the application that is hosting SAT, then ofidkanceSettings
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Internet Information Services (1IS) Manager

@G" [3 b QAESK-WINZKS » Application Pools

w @ Application Pools
e il I8 F|
-3 Start Page - e ] : e istof appli
L @3 . iz page lets you view and manage the list of applica
=-93 QAESY-WIN2KS (QAESX-WIN2KB\Admiristrator) o diffarent sppleatens.
ol Application Pools
El-[a] Sites Filter: fGo - %Show
=€ Default Web Site PR |
-] aspnet_dient = .
¥ EFTAdhac L=l Classic \NET AppPool
é: Add Application Poal...
Set Application Pool Defaults. ..
Start
B Siop
;3", Recyde...
B Basic Settings. ..
Recyding...
Rename
x Remave
View Applications
@ Help
. . Advanced Settings x
TheAdvanced Settingslialog box - 20|
appears. Click thEnable 32Bit E (General) B
Applicationssetting and change it to S P . v2.0
Enable 32-Bit Applications False d
True Managed Pipeline Mode True &=
R h K Mame
estart the worker process Queue Length —
(W3Wp.eX€). Start Automatically True
B cru
Limit 1]
Limit Action MoAction
Limit Interval {minutes) 5
Processor Affinity Enabled False —
Processor Affinity Mask 4294067295
= Process Model
Identity NetworkService
Idle Time-out (minutes) 20
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period {seconds) 30
Shutdown Time Limit {seconds) a0
Startun Time Limit fearnnds) an b
Enable 32-Bit Applications
[enable32BitAppOniWing4] If set to true for an application pool on a 64-bit operating
system, the worker process{es) serving the application pool will be in WOWa4
(Windows on Windows&4) mode. Processes in WOWEG4 mode are 32-bit processes. ..

ok !

Cancel |

4
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ACTIVATING SECURE ADOC TRANSFER

When you first install the Secure Ad Hoc Transfer module, you are given the choice of installing a Full or Trial
version. The trial version is not time limited, Wik sender operations are limited to ten per IIS session and a

single file at a time. When you are ready to activate the SAT module, you havesteaete the installer and click
Modify to install the Full version of the product.

To activate the full vesion

1. Execute the installer ahaccept the license agreement.

ecure Ad Hoc Transfer Module Setup

Welcome g@’l%};

Madify, repair, or new inskall the pragrar,

‘elcom ko the Secure Ad Hoc Transfer module Setup Mainkenance program. This program lets
wou modify the current installation. Click one of the options below.,

* Modify
Modify the current configuration and reinstall all program components installed by
the previouse setup.

. Repair

Reinstall all program components installed by the previouse setup,

" Remove
Remove all installed components

GlobalSCAPE Secure Ad Hac Transfer Madule installer

< Back Cancel

2. ClickModify, then clickNext.

ecure Ad Hoc Transfer Module Setup

Install Trial or Full gé‘\?
Select the type of installation required }?‘;

Selecting trial version results in limited Functionality of the application whereas Full version will
provide with Full Aledged Functionality

* Full Wersion

" Trial Versian

Click <Mext> to enter serial number For Full installation
GlobalSCAPE Secure Ad Hoc Transfer Module installer

< Back Cancel

3. ClickFullVersion then clickNext
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B8 secure Ad Hoc Transfer Module Setup

Full Installation el

Plzase input required parameters For a Full install =

7|
M |

|
-

Enter Serial Murnber For Full install

User Name : | GlobalSCAPE

Carnparty Marme | GlobalSCAPE

Serial Mumnber : I

HlabalsCARE Secure &d Hac Tramsker Madule installer

< Back I Mesxt = I Cancel |

4. Provide your Secure Ad Hoc Transfer module serial number (on your invoice), théxestickhe full
version of Secur@dd Hoc Transfer installs.

UPGRADING SECURE ADC TRANSFER

Whether you are upgrading to a newer version of the Secure Ad Hoc Transfer (SATe aragagrading EFT
Server, consider the following information:

e Itis very important that SAT have the same versio8BTPCOMInterface.dlat the EFT Server to which
SAT is connecting is using. Upgrading EFT Server might require also upda@irgR@&OMInterface.dll
for the SAT module.

e If EFT Server and SAT are on the same computer, then the upgrade process for EFT Server will register the
new.dll on the computer and will be used by SAT; however, in thisttesHS service must be restarted
This is important so that ASP.NET (hosted by the "aspnet_wp.exe" process) will release any references to
the existing COM object and reload the new one.

@ By default SFTPCOMInterface.dd stored in the EFT Server installation directory and in
C\Inetpub\ EFTAdHofor the SAT module.
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To upgrade Secure Ad Hoc Transfer

1. Run the installer for the new version. Refertstalling Secure Ad Hoc Trandfar details, if necessary.
[—ﬁ Secure Ad Hoc Transfer Module Setup =]

Welcome [~/ |
BN

Modify, repair, or new inskall the pragrari,

Welcom ko the Secure Ad Hoc Transfer module Setup Mainkenance program, This program lets
wau madify the current installation. Click one of the options belaw,

0 Madify
Madify the current configuration and reinstall all program components installed by
the previouse setup,

" Repair

Reinstall all program components installed by the previouse setup,

" Remove
Remove all installed components

GlobalSCAPE Secure Ad Hoc Transfer Module installer

Cancel

2. Click on of the following options, then cliklext:

e Modify - ClickModify if you have installed this version as a Trial and now want to install the Full
version.

e Repair- ClickRepairif you are upgrading from a previous version.
¢ Remove- ClickRemoveif you want to remove Secure Ad Hoc Transfer.

3. Follow the prompts to complete installation or removal.
To restart IS

1. ClickStart >Run

2. IntheRundialog box, typéisreset , then press ENTER.

A command prompt appears, IIS is reset, and then the screen closes.

CONFIGURING SECURB AOC TRANSFER

After installationof the Secure Ad Hoc Transfer (SAT) module is complete, the help file and the Web interface

appear. If the Web interface does not display the SATad form, refer toTroubleshootig Errors in the Secure Ad
Hoc Transfer Module

After the installation of the SAT module is complete, a few additional steps may be necessary:

e Verify that the Microsoft IIS settings are configuredreotly.

e Enableautomatic notification of uploadanduser clearup events in EFT Server Enterprise. (Not available
in EFT Server basic edition.)
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e (onfigure your SMTP server to allow the computer on which the SAT module is installed to relay. Refer to
the following Web links for details:

o Allowing application servers telay off Exchange Server 20Microsoft Exchange Team Blog)

o How to troubleshoot mail relay issues in Exchange Server 2003 and in Exchange 2000 Server
(Microsoft KB article ID 895853)

A fewother configuration options you may want to consider:

e Customize the SAT module Web interfaddne Web email interface, the SendMail form, is designed with
default colors, background, and banner ireadyou can easily brand the SendMail form with your
company logo and/or colors.

e To configure settings such as whether to use Siflek authentication, refer t&ecure Ad Hoc Transfer's
ConfigurationFilefor details of editing the configuration file (web.config).

e Using the PCI Module with the Secure Ad Hoc Transfer Madifiy@u are using the HS module and the
SAT module with EFT Server, you should have created a separateCh@SES Site that is used only for
the SAT module. Or you can disable the features that are not compatible (e.g., administrator password
expiration and forced reset), but that would take the Site out of compliance with the PCI DSS.

e Enforcing Strong (Complex) Passworlfgour Site's complex password settings require more than 20
characters, gu must configure th&FTAdHoSettings Template to override the Site's password settings
so that complex passwords for SAT temporary users contain fewer than 20 characters.

e Sending Large File#f you expet to transfer large files, e.g., 1 GB or larger, we strongly recommend that
you install EFT Server on the same computer as 1S and edit settingsSiAThmnfiguration file

e Activating Secure Ad Hoc Transf&hen you first install the Secure Ad Hoc Transfer module, you
are given the choice of installing a Full or Trial version. The trial version is not time limited, but file
sender operations are limited to ten per IIS session and one file at a time. Follow the instructions
in Activating Secure Ad Hoc Transferactivate the full version.

@The help fileadhoc.chmcan be found in the SAfstallation folder (e.g.C\Inetpub\EFTAdHOcand on the
EFT Server computer in the EFT Server installation foldexQe=gagram FilesGlobalSCAREFT Server
Enterprisg. For the release notes, referrotes.txtin the EFT Server installation folaerthe GlobalSCAPE
support pagehttp://www.globalscape.com/eft/sat_history.aspx
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CUSTOMIZING THE SERH AD HOC TRANSFERBE INTERFACE

The Web email interface, the SendMail form, is designed with default colors, background, and banner image. You
can easily bragh the SendMail form with your company logo and/or colors.

Sendme 3 copy AllowUptoad

Subject:

Attachments:

To customize the look and feel, you must edit ©@8S filebocated in the Secure Ad Hoc Transfer module
installation folder (by defaultC\inetpub\EFTAdHA®App_Themes

You should make a backgppy of the style sheets (CSS), skin, templates (TLT), and configuration files before you
edit them. The procedures below describe how to edit elementdaimn.cssand default.skin The following files
are used to define the look and feel of Secure Ad Hamsfer:

e AddressBook.css address book modal popup

o default.sking .NET theme fileCan be modified to change button and banner images
e Error.csg; error modal popup style

e Main.css¢ main script content

e Menu.cssg used for the navigation menu

o thickbox.css; used for popup effects

e web.config- contains the email notification image

BACKGROUND COLOR

The default color behind the SendMail form is light gray. You can change the background color, which is defined in
Main.css

To change the backgrouhcolor

¢ InMain.css modify the body style-or example, change:

.Background {background - color: #FTFTF7;} /* light gray */
To

.Background {background - color: #FFFFFF;}  /* white */
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HEADER IMAGE DIMENONS

The space in which the banner image appeacsiled theheader You can change the dimensions of the header,
which are 320 pixels by 63 pixelspiiin.cssto suit the size of your banner image.

To change the size of the header image

e InMain.css modify Header_LogoStyle. For example, change:

.Heade r_LogoStyle {
width: 320px;
height: 63px;
} /* globalscape logo image size */
To
.Header_LogoStyle {
width: 200px;
height: 50px;
}  /*your logo image size */

BANNER BACKGROUND 9[IE
The banner background, definedlfain.css is a 1 pixel wide and 63 pixels tall blue gradient that is an expandable
background for the banner imagbanneradhoc.png (SeeBanner Imagebelow.)
To modify the banner background style

¢ InMain.css modify HederLogo BackgroundStyle. For example, change

.HeaderLogo_BackgroundStyle {

background - color: #6AA6E3;

background - image: url(images/banner - background.png);
To

.HeaderLogo_BackgroundStyle {
background - color: #000000;
} /* solid black color background */

BANNER IMAGE

?,U'g" g’( balscare

The GlobalSCAPE banner image is defindéfewlt.skin. You can replace the default banner image with
your own.

To modify the banner image

e Indefault.skin, modify the header logo imag€or example, change:

<asp:lmage SkinID="Header_Logo" ru nat="server"
ImageUrl="~/App_Themes/DarkGray/images/ banner - adhoc.png "
CssClass="Header_LogoStyle" />

To

<asp:lmage SkinlD="Header_Logo" runat="server"
ImageUrl="~/App_Themes/DarkGray/images/ your - image - here.jpg
CssClass="Header_LogoStyle" />
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CUSTOMIZING THE NOHICATION EMAIL

You can customize the look of themail that the Server sends to recipients when a file is uploaded to the Server.
The logo used for notification-mails issmail_logo.gif installed by default in
Clinetpub\EFTAdHOApp_Themesimages. You can remove the logo from thenaail or replace it with your

own.

To change this logo image
1. Copy the new logo image into the foldékinetpub\ EFTAdHAApp_Themesimages.

2. Inweb.config modify the variablémagelLogoFileNamwith the new file name. For example, change:

<add key="ImageLogoFileName" value="email_logo.qgif" />
To

<add key="ImageLogoFileName" value="your - image - here.jpg" />

To remove the logo image

¢ Inweb.config, set the variabl®RemovelmagelLogoAttachmeid True. Change:

<add key="RemovelmageLogoAttachment" value="False" />
To

<add key="RemovelmageLogoAttachment" value="True"/>
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