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you to connect with any industrgtandard filetransfer client with a robust security architecture for meeting

businessand regulatory requirements, ensuring that encrypted transactions occur only with the appropriate

entities, and that data confidentiality and integrity are preserved during transport and storage. Its modular form

makes it affordable by allowing you to mivase just the functionality you need and add more advanced features

as your business needs change.

9C¢ {SNBSNI Aa 2FFSNBR Ay | 0FaA0 SRAGAZ2Y YR 9C¢ { SNBSI
Server Enterprise, with Enterprispecific features disabled, but visible so that you can see features that you might

want to add later. All module features are available during the trial period for both basic and Enterprise editions

and are clearly identified as Enterprise or module featuhed require licensing and activation separate from the

basic edition.

Trading Partners

Client
Application

Automated
Script

Web
Browser

E-Mail

Client

GlobalSCAPE® DMZ Gateway

GlobalSCAPE® EFT Server™

Protocols Web Transfer High Secure Ad

SIFTPIS
HTTP/S

OpenPGP
Module

Client
Module

Auditing and

Reporting
Module

Security
Module

User

lea| Authorization

Manager

lse| Hoc Transfer
Module

Advanced Secure Data SQL Server/ AD, LDAP,
Workflow Repository Oracle ODBC
Module Datahase Datasource
Enterprise Applications
9C¢ {SNBSNM | yR 9C¢ {the ridWingfeatyfds S NIINA & Su LINR JA RS

e Data Protection and EncryptionEFT Server protects intellectual property, trade secrets, and customer
files transferred over the Internet using secure protocols including FSBSI(S) SFTRSSH?2), and
HTTP/{SSL).

e Guaranteed Delivery and Data IntegritfgFTServer extends the industry standard FTP protocol with
strong reliability features, including post transmission integrity verification;fitedecovery, and
automatic restart.

23



EFT Server User Guide, version®.

e Tracking and Auditing Secure data delivery requires strong audit trailstfacking and nofsrepudiation.
EFT Server provides industry standard logging (W3C, NCSA, Microsoft [IS Extendédd)p&fication of
completed transactions, and digital certificates for proof of identity.

e Programmatic Interface EFT Server can be couited through its Administrator interface or through its
Component Object Model (COM) interface. The COM API is a programmatic interface that lets you control
EFT Server from your own custom applications using any-&@led programming language.

e Accelerded Transfers EFT Server supports myftart (segmented) transfers for faster delivery of large
files over large geographical distances. Mphit transfers require the use of compatible clients such as
CuteFTP Professional

o Life-Cycle Managememt EFT Server helps you quickly and efficiently manage users, temporary accounts,
and expired or compromised publi@ys or certificates.

e Authentication and Authorization- EFT Server supports password, pukég, or onetime-password
authentication. User profiles can be managed internally or externally through NTLM, Active Directory
(AD), or ODBC data sources.

e User and Group ManagementManage systemesources including bandwidth, folder access, file types,
and more using granular or Sitéde controls provided for user and group management. Visually manage
folder permissions via the Windows Explali&e Virtual File System (VFS). Inherit or overpdemissions,
grant administrative, guest, or anonymous permissions, or deny access altogether. Manage client
connections with reatime monitoring and orthe-spot disconnection of users. Administrators can force
users to reset their passwords upon initiagin, require complex passwords, remove/disable inactive
accounts automatically.

e Specify SSL ciphers and version levd$T Server provides administrators the ability to specify
symmetric key cipher(s) and the ordering of those ciphers for estabfjsh8L sessions. EFT Server
validates inbound SSL sessions and allows or denies connections based on specified or approved ciphers.

9C¢ {SNIWSNJ 9YUiUSNIINRARaAaSu LINPPARSAE SIOK 2F (GKS FSI (dNBa
e SFTP (SSHHTTPSand PGP modules included
e LDAP authenticatiofunctionality
e SSL certificatenly authentication

o Delegated administratiofor useronly, Siteonly, or Servepnly management
e ARM support for Oracle database (with optional ARM module; available in EFT Server Enterprise)
o DMZ Gatewaynulti-site configuration (with optional DMZ Gateway)

e AS2 support (with optional AS2 module)

The available modules include:

HTTP®%Included in the Enterprise editiorn)flhe HTTPS aduh module allows you to set up a@ire connection to

anyone in minutes using any Web browser. The HTTPS module adds the HTTPS protocol to EFT Server, enabling
you to support secure browsdrased transfers without having to install a Web server. HTTPS encrypts the session
data using the 3S(Secure Socket Layer) protocol, which provides protection from eavesdroppers afsid-then

middle attacks.

SFETRIncluded in the Enterprise editior5BFTP is a subset of the popular SSH protocol and is a platform
indepencent, secure transfer protocol. SFTP provides a single connection port for easy firewall navigation,
password and public key authentication, and strong data encryption, to prevent login, data, and session
information from being intercepted and/or modified transit. The SFTP module enables EFT Server to
authenticate and transfer data securely with Skg&dy FTP clients, such@steFTP Professional

AS2(Availablen EFT Server Enterpris€lhe AS2 (Applicability Statement 2) specification supports the exchange
of structured business data securely on top of the HTTP or HTTP/S protocol.
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OpenPGPEFT Server employs indusstandard OpenPGP (based on the open source implementation of Pretty
Good Privacy) technology to safeguard data at rest. The OpenPGP data encryption or decryption process is
directed by Event Rules that specify how data flestreated in a particular context. EFT Server uses OpenPGP to
encrypt uploaded data and the dlifad capabilities of EFT Server to move the file to another location.

High Security Module (HSThe High SecurifHS) module achieves or exceeds security practices mandated-by PCI
DSS, HIPAA, and Sarbafledey for data transfer, access, and storage. The HS module protects data in transit by
enforcing the use of secure protocols, strong ciphers and encryption kegsnaintaining strict password policies.
The HS module also includes the following features:

e Protect sensitive information. The Federal Information Processing Standard (FIPS) Publicafion 140
specifies the security requirements of cryptographic modul&g. Eerver supports operation with tRePS
140-2 Validated GlobalSCAPE Cryptographic Module (G€Mpbound SSL/TLS and certificate
generation and the FIR&rtified version of Crypto++ for inbour@FTP (SSH) connections

e Password expirationExpire passwordf®r user accounts automatically, configure EFT Serveetal
expiration emails and provide aassword reset Web page

e Redirect HTTP to HTT&8omatically for secure connections.

e Hide ordisable norallowedSSL cipherkey lengths, anonymous accounts, and so on.

e Securelydelete or purge a fildy writing over the initial data usg encrypted and/or pseudorandom data
(also known as data wiping).

Auditing and Reporting Module (ARMJhe Auditing and Reporting module captures all of the transactions

passing through EFT ServesuYan query the data and create/view reports from within EFT Server's

Administrator console. A new database is created when upgrading to version 6. (The basic version does not offer
support for Oracle databases.)

Web Transfer Client (WTE€Jhe Web Transfer Client (WTC) deploys automatically upon client connection to EFT
Server and can be used by any trading partner using virtually any Web browser that supports Java and DHTML.
(Limited to 5 concurrent users ingtbasic edition.)

Secure Ad Hoc Transfer (SAThe Secure Ad Hoc Transfer (SAT) module allows you to exchange files without the
problems associated with having to manually create temporary FTP accounts, the size Isidatibsecurity

issues of regular-enail, or the time delays and high costs of overnight and physical shipments. (Neither edition is
compatible with prior versions of the Secure Ad Hoc Transfer module.)

DMZ Gateway Used in combination with EFT Server to create a ntigltisecurity solution for data storage and
retrieval. The DMZ Gateway resides at the edge of the network, brokering data between EFT Server residing
behind your corporate firewall and your clients iretbutside world. (MultipleSite configuration is only available
in Enterprise edition.)

Advanced Workflow EngingAvailable in EFT Server EnterpriSahilar to EFT Server's Commands, EFT Server's
Advanced Workflows adddditional automation capabilities, allowing you to add scripting and variabléasis

then add these reusable Tasks to Event Rules. A Task is a series of steps that can perform file transfers, batch data
processing, application testing, and so on, set to run automatically when started by some event.
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We have made every attempt targanize this user guide in the order in which you will need to refer to the topics
as you install and configure EFT Server, Sites, Settings Templates, Users, Groups, Commands, Event Rules, and add
on modules. The table of contents is organized in theesander as the tree in the Administrator interface.

After release of the product, ttmnline helps updated as errors and omissions are identified. When you 5
globalscape.com, you asearching across all of GlobalSCAPE products, not just EFT Server.

To get help:
1. Search the application's help file first. RefeFioding Information in the Hefpr tips on how to use
the help fie.

Search the online help filbttp://help.globalscape.com/help/efté/

Search the Knowledge Babétp://kb.globalscape.com

Search the user forurhitp://forums.globalscape.com/tt.aspx?forumid=6

If you still cannot find the answer to your question, contlatbalSCAPE Teatedi Support

(GRENNAEN

Refer to the following topics to get started:

e For details of how to use this help file and the $wdfp resources available online, refer@etting Help
e For a detailed description of EFT Server, refdntmduction to EFT Server
e For details of what is new in this version of EFT Server, refgthtat's New?

e For a detailed comparison of EFT Server and EFT Server Enterprise, Eéf€r3erver Feature
Comparison
To become familiar with EFT Server and its-adanodules, read each of the topics in this ugeide, then follow
the procedures in Installing and Activating the Software. If you have already installed the software, follow the
procedures inAdministering EFT Servand the remaining procedures in the @ndthey appear in this user guide.

This user guide provides the following information:

e Step linstalling and Activating the Software. This section includes information regarding ingtiing
Server setting Windows system servigaslease notesandupgradingand activatingEFT Seer and add
on modules.

e Step 2:Administering EFT Servdrhis section helps you makeur first connection to EFT Seryand
provides information regarding th&dministrator Interface Protocols and Securityiserauthentication
starting and stopping EFT Serveonfiguringremote administration configuring EFT Server's
SMTReconnections, creating and managing Ser@ministrators, and various other procedures related to
configuring the way in which clients connect to EFT Server.

e Step 3:Configuring Sites. This section provides information regarding creating and managing connections
to EFT Server.

e Step 4:ConfiguringSettings Templates and Users. This section provides information regarding creating
and managing users and Settings Templates (to control access to EFT Server resources), configuring
Protocols Network Usage Optionsind Password and Account Security Options.

e Step 5:Configuring Groups. This section provides information for creating and managing Groups, which
set useirtual file system (VE®ermissions to folders.

e Step 6:Virtual File System. This section provides information about EFT Server's Virtual File System (VFS),
which allows you to grant access to files and folders on your system based on user and Group
permissions.

e Step 7: AutomationCommandsAdvanced WorkflowsandEvent RulesThese sections provide
information regarding defimig Commands and Workflows to use with Event Rules to run executables,
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