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recipients outside of your organization quickly, reliably, and securely, while reducing the load

on your mail server and without manuallyeating or maintaining FTP accounts. Mail Express

can send files as an adld to Microsoft Outlook, with secure authentication, nogpudiation,

and auditing capabilities. An automated process sets up temporary user accounts, assigns home
folders, notifieshe recipient that a file is ready to be picked up, audits all transactions, expires

old temporary accounts, and finally, deletes expired accounts.

When you send a file using Mail Express, the system generates a temporary user account with a
randomly geneaited username/password pair. The Mail Express administrator can configure

the authentication scheme to change the way recipients authenticate against Mail Express
Server to download their files. One authentication scheme allows users to access their files
without providing any credentials; the other requires the recipient to type in a temporary
username and password that are included in thmail that contains the download link. These
temporary accounts expire when the attachments expire; by default, htteents expire within

14 days of creation, but you can specify the expiration time from 1 to 999 days.

| The settings apply to all transfers on Mail Express Server, not to individual accounts or spe
~ mails.

When you send an attachment, the attachnmes uploaded to Mail Express Server to the
temporary account's home folder over HTTPS. When the recipient clicks the hyperlink in the e
mail notification, a Web page appears over which the recipient can download the attachment.
All visits to the downloagage and file downloads are recorded in the database.

When an email has very large attachments, the mail client will often leave theaé in the
outbox instead of sending it. When you allow Mail Express to managaileattachments, the
mail client isnot processing the attachment, so thengail cannot get "stuck in the outbox."
When Mail Express manages thenail, it strips off the attachments, saves them to a
temporary user folder on Mail Express Server, and inserts a link into-tinldrom whichthe
recipient can download the attachments. This process has the added benefit -isens! not
exceeding their SMTP server mailbox quota, since th®# itself is normally quite small.

Auditingto a database provies a detailed history of transfers showing senders and receivers,
which files were transferred, and when they were transferred.

Installing Mail Express

Installing Mail Express includes installing Mail Expbesger and then installing the Mail
Express Client (Microsoft Outlook atig on user's workstations. The topics below provide the
system requirements, installation procedures, and activation instructions.

SystemRequirements

GlobalSCAPE Quality Assurance tested and approved Mail Express for use with the following
programs and hardware.

System Requirements5
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Mail Express Server requirements:

o Mail Express Server must reside in an Inteffiaeing location so that recipients can
browsethe attachment links to pick up those managed attachments (typically in the
DMZ behind a firewall such as Microsoft ISA Server).

e Microsoft Windows Server 2008ith SP1(32-bit only), Microsoft Windows Server 2003
with SP1 (32it only), or XP Professional

e 500 megalkrtz (MHz) processor or higher

e 256 megabyte (MB) RAM or higher

e Approximately 200 MB of hard drive space for installation files
e 1024x768 or higher resolution monitor

e Microsoft .NET Framework 3.5.1 SP1 or later

e Internet Explorer 6.0 or later (Win), Fioaf3, or Safari 3, with latest OS/browser
patches, with JavaScript and cookies enabled (Other browsers such as IE8, Firefox 2,
Safari 2, Konqueror, Google Chrome, and Opera 8/9 should work also, but they were not
tested and approved to work with Mail Exjgse)

e Access to an SMTP Server (It is possible to install Mail Express Server on the same
computer as the SMTP Server.)

e Access to an auditing database (The installer installs SQL Express; however, you can use
Microsoft SQL Server 2005 instead.)

o (optional) he Mail Express Server computer should have atotgate antivirus
checker installed so that attachments managed by Mail Express Server are free from
malicious software.

Mail Express Client (adoh) requirements:

e 32-bit Microsoft Outlook 2003 or 2007.
e Microsoft XP Professional, Microsoft Vista

LyadltfAy3 alAf 9ELINBaan { SNISNJ

Mail Express Server is used to manage the file attachments that are sent via the Mail Express
Client (Microsoft Outlook adth). When you attach a file to anreail, Mail Express generates a
temporary user account with a rdomly generated username/password pair and a unique

HTTPS URL to access the temporary account's home folder. The attachment is uploaded to Mail
Express Server to the temporary account's home folder over HTTPS. The Server maintains a
history of the transaabns, stores the files for the time determined by your attachment policy,

and authenticates client connections when they access the download page linked wmthit e

6 - Installing Mail Express



An installer wizard guides you through the installation process. You will need thwifal
information:

e Connection information to an auditing database, if used. (The Mail Express installer
installs SQL Server 2005 Express Edition on Mail Express Server's computer. You can
change thedatabase connetion informationafter installation, if desired.)

e An administrator username and password for Mail Express Server (Mail Express enforces
complex passwords.)

e The SMTP server's host address and port to use for Mail Express to send pickup
notifications

e Thelstening IP address, HTTPS port 443, and domain hame to use for Mail Express
Server

e The destination folder for the Mail Express files
e A defaultFrome-mail address and name

@ If you would like to read the release notes for the current version befordlimgtaéfer to the
GlobalSCAPE Support Center

Before installing, refer t&ystem Requirements the system requirements are not meteth
installer will fail.

To install Mail Express Server

1. Doubleclick the installer. TheVelcomepage appears.

:3 GlobalSCAPE Mail Express Server Setup o ] oA |

Welcome To the GlobalSCAPE Mail
Express Server Setup program

Iscare

m a i I$ Global3CAPE Mail Express Server,

This wizard will quide vwou through the installation of

1t is recammended that vou close all other applications

before starting Setup. This will make it possible to update
relevant system Files without having to reboot your
compuker,

Click. Mesxt ko conkinue.

glr balscare

Cancel

2. ClickNext TheLicense Agreemerdppears.

LyadlettAy3 al A7t 9 E LIN.
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:a GlobalSCAPE Mail Express Server Setup i o ] oA

Licenze Agreement
Please review the license kerms before installing Global3CAPE Mail Express Server, gl

Press Page Down to see the rest of the agreement.

SlobalSCAPE Inc. ("GlobalSCAPE™) il
GlobalSCAPE Mail Express Server, Version 2
License and Support Agreement

This Software is licensed, not sold, You may use this Software only as described in this
agreement.

If vou do not agree to the kerms of this agreement, do nat install the Software or use
any registration number that was provided with the Software, You may return the

Software to the place of purchase For a refund if vou have not used the registration
serial number,

If wou accept the terms of the agreement, click I Agree to continue, ¥ou musk accept the
agreement ko install GlobalSCARE Mail Express Server,

GlobalSCAPE

< Back I I Agree I Zancel |

3. Read the license agreement, then clicdgree TheChoose Install Locatiopage
appears.

A GlobalSCAPE Mail Express Server Setup : i ] 4|

Choose Install Location
Chaoose the folder in which ta install GlobalSCAPE Mail Express Server, gl

Setup will install GlobalSZAPE Mail Express Server in the Following Folder, Toinstallin a
different falder, click Browse and select another Folder, Click Mewxt ko continue.

Destination Folder
:1Program FilesiGlobalSCAPE | GlobalSCAPE Mail Express Server Browse. .. |

Space required: 175, 0MB
Space available; 3.8GE

GlobalsCaPE

< Back I ek = I Zancel |

4. Specifya location for Mail Express Server, or keep the defaut\d?rogram
Filed GlobalSCAREIobalSCAPE Mail Express Server.

5. ClickNext TheChoose Attachment Foldgrage appears.

8 - Installing Mail Express



:a GlobalSCAPE Mail Express Server Setup : o ] oA
Choose Attachment Folder
Choose the folder bo store file attachments, gl

Choose a Folder that vou will use ko hald file atkachments on this server. We recommend a
folder on a partition with a lok of awvailable space.

_: InetPub M ailExpressRoot Browse, .. |

Space required: 175.0ME
Space available: 3.8GE

"Select Attachment Folder

GlobalSCAPE

< Back I Mext = I Cancel |

6. Specify a location in which to store file attachments, or keep the default of
C\InetPub MailExpressRoadt This folder potentially requires a large amount of
available space.

7. ClickNext TheAdmin Accountpage appears.

A GlobalSCAPE Mail Express Server Setup i ] 4|

Configure Global5CAPE Mail Express Server Admin Account
Enter the GlobalSCAPE Mail Express Server administrator user name and passward, 9'

Global3CAPE Mail Express Server uses a Web Interface ko administer and monitor the
server, Flease enter the User Mame and Password wou would like For the GlobalSCAPE
Mail Express Server administratar account,

Both the Usernarme and Password are case sensitive. The password must be at least 6
but no more than 20 charackers, and must meet complexity requirements,

User Mame: I

Passward: I

Canfirm Passwiord: |

GlobalsCaPE

< Back I Tk = I Zancel |

8. Provide a username and password to use when administering and monitoring Mail
Express Server. Both are case #éres should be between 6 and 20 characters, and
meet complexity requirements. The password must contain both upgea lowercase
letters, plus numbers and/or special characters (e.g., #, %, *). If the password does not
meet complexity requirements, arr@r message appears.

9. ClickNext TheWeb Accespage appears.

LyadlettAy3 al-Af 9 ELIN.
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:a GlobalSCAPE Mail Express Server Setup o ] oA

Configure Global5CAPE Mail Express Server Web Access
Enter the IP Address, public domain name, and private subnet, gl

Choose the IP address on this maching Far Mail Express ta lisken For HTTPS connections,

Specify the Domain name that recipients will use to connect ko this server, This should
be a valid DNS name.

Specify the private subnet that is allowed access to mail client atkachment nmanagement
and adminiskration services, All other subnets connecting to this server will be restricked
to attachment pickup onky.

Listening IF: [t igieelylila )}

Domain Marne: IKF\RLF\ZDDS

Admin Subnet: I 10.0.1.%

GlobalSCAPE

< Back I Mext = I Cancel |

10. Specify thdP Addres®n this computer on which Mail Express will listen for HTTPS
connections.

11. Specify thebomain Namethat recipients will use to connect to the Server to download
attachments.

12. Specify the privaté\dmin Subnethat is allowed access to mail client attachment
management and administration services. All other subnets connecting to this Server
will be restricted to attachment pickup only.

13.ClickNext. TheSMTP Servepage appees.

A GlobalSCAPE Mail Express Server Setup o ] 4|

Configure GlohalSCAPE Mail Express Server SMTP Server
Enter the SMTP server ko use For receipt delivery, 9'

The Mail Express server will download receipts via email when files are downloaded by
recipients,

Flease enter the SMTP Server through which these receipt emails should be sent (the
Server can be a host name or IP address),

SMTP Server: I localhost

SMTF Port: |25

GlobalSCAPE

< Back Zancel |

14.Provide theSMTP ServdP address or host name aRdrt number through which
receipts are emailed when files are downloaded by recipients. Note that the default
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SMTP Server is "localhost"; you will need to change that to an IP address or host name
of the SMTP server that is reachable by the computer on which you are installing Malil

Express Server (e.g., smtp.mailexpress.com).

will take several minutes.

@; The Mal Express installer deploys SQL Server Express 2005 (SP2) as a named inst
= (with the instance name "MailExpress"). The Mail Express uninstaller removes only

MailExpress instance.

16.When installation is complete, clitdext, then clickFinish

Please provide the web admin credentials to
connect and start up Mail Express,

@b

Username: |

Password: |

Login |

17.1f a eertificate alert appears, clickesto proceed or click/iew Certificatefor more
information. If you clickfes you are connected to Mail Express Server administration
site (e.g.https://localhost/docs/welcome.html), and a login page appears.

18.Provide pur Mail Express Web administration credentials, then ¢lamdin A browser
window appears with a Welcome page. (A shortcut to the administration URL is also
placed on theStartmenu, e.g.CA\Documents and Setting#\ll Users Start

Menu\ Program$§GlobalSCRE Mail Express Sernkddail Express Administratior)

-

The GlobalSCAPE Mail Express web administration has
\ loaded successfully, and is now ready for use.

Click here to launch the web administration interface.

Click here to open the GlobalSCAPE Mail Express online help file
for detailed instructions.

Click here to conwvert your evaluation to a full copy.

Click here to contact support with any questions regarding
GlobalSCAPE Mail Express.

LyadtttAay3
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15. ClickNext. Mail Express Server files are installed, including SQL Server Express, which
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19. Click the administration interface link to get started. (In the administration interface,
you can access the online help and register Mail Express. A link to customer support is
also provided in the dime help.)

20. The administration interface opens to tiiguick Starpage.
Registering Mail Express

Register Mail Express using the Web administration interface. In the \Afamestration

interface, you can view the current activation status of the product (trial, fully registered, or
locked), and the number of client access licenses (CAL) that are allowed based upon the current
license. When you provide a serial number, thstem contacts the GlobalSCAPE registration
server to validate the serial number and update the licensing accordingly.

The trial allows 5 client connections. It is recommended that you connect no more than 50
clients per server. You can have multiple sesy and configure them inlaad-balancingtype
of configuration.

To activate Mail Express

1. Do one of the following:

e In the Mail Express Web Administration Interface kdlocumentation >
Registration

o Click the registration link on the Quick Start page.

TheRegistrationpage appears.

REGISTRATION

Mail Express is not currently registered.

Serial Mumber: |

Reqgistered By: I

Register Mail Express |

2. In the Serial Numbembox, provide the serial number from your invoice.
3. In theRegistered Byox, provide the company name or contact ram

4. ClickRegister Mail ExpressMail Express connects to the GlobalSCAPE registration
server, then adds the serial number and contact name to the registration database. This
information is used to look up your account if you contact Customer Suppodies.3
message appears indicating successful activation.

If activation inot successful, ensure you have access to the Internet and try again, or
activate Mail Express manually on the GlobalSCAPE Web site,
http://www.globalscape.com/support
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Mail Express Client Quick Start

The Quick Start page allows you to manage the Mail Express Client including generating
public/private keys and the script that you careus install or repair the Mail Express Client.
You can select and copy the script from the text box or Elmknloadto download a script file
namedMailExpressAddin.bat, which you can deploy across the enterprise to your users'
desktops.

To view the Qick Start page

1. On the left or top navigation pane, cliBlocumentation > Quick StarfThe Quick Start
page appears.

QUICK START

Thank you for choosing Mail Express. There are a few steps left in order to finish configuring Mail Express.

Step 1: Click here to register Mail Express.

2. InStep 1 click the link to go to theegistration pageand register your serial number.
You must register the serial number before clients can connect to Mail Express Server.

After you register, clickocumentation > Quick Statb go back to the Quick Start page.

In Step 2 clickOutlook Addin, and then copy the text in thimstallation Scipt box to
the clipboard, or download the script as a batch file.

Step 2: Save the pre-generated Add-in script below to a batch file on disk for installing the Mail Express Add-in.
Make sure to save the Add-in installer that the below script references o the same folder as the sorin?, The installer can be found in

the installation folder of Mall Express on the server, See the help guwide for mrove Information about deployvrnent aptions,

Add-in Installation Script:
Use this script to install Mail Express for this first time on a client workstation or to upgrade an existing Mail Express Add-in

using a new Mail Exprass MSI,

msiexec fob /i GlobalSCAPEOutlookiddIn.msi GSCLIENTACCESSKEY={FDZCCEBS-S5BBE1-485C-269F-
1945BF3A6BEE! GSSERVERDOMAINMNAME=G30154.forest. intranet.gs
GESERVERP ATH=zy=tem/adhootransfer

Download Installation Script

Add-in Repair Mode Script:
Use this script to perform a "repair mode” installation which allows vou to apply different installation parameter values for
pararmeters like GSCLIEMTACCESSKEY aor GSSERVERDOMAIN when the GlobalSCAPECUtlookaddin MSI has not changed.

msiexec /fvamus Global3CAPEOutlookiddIn.msi GSCLIENTACCESSKEY={FD2CC6BS-5BE1-485C-969F-
1945BF3A6BEE} GSSERVERDOMAINMNAME=G30154.forest. intranet.gs
GE3ERVERPATH=zy=tew/ adhoctransfer

Download Repair Mode Script I

The script executes the Mail Express Client instaierbalSCAPEOutlookAddIn.msi
o For the initial installation, use thiastallation Script

e For repairing an existing Outlook addinstallation, use thé&kepair Mode Script

Mail Express Client Quick Start3
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5. In Step 3 configure the file type and size limits on your mail server to allow the
attachment types and size that Mail Express will manage. (Referetenting Outlook
from Blocking Attachment®r information about editing Microsoft Exchange settings to
allow Mail Express to process attachments.)

Step 3: Change the file size limits property on your mail server to allow large attachments.

See the help guide for more information.,

Step 4: [Optional Step] Generate or type in a new secret key and press “Apply New Key.” Changing the key will require you to re-
download the Add-in script so that it will include the news key.

See the help guide for more information.

Add-in Secret Key:
|{ADECQSDE-A2B?-dEdD-EDDDdB1 DEFEDY Generate MNew Key Appnly Mew Key

[{ADEC9306-AZB7-4E40-6000481DEFBO}]

_ﬂ Changing the secret key value will require re-installation of the Add-in on all workstations.

6. Step 4is optional. A key is generated automatically when Mail Express Server is
installed. You can specifydifferent key or clickenerate New Keyo create a new one.
If you specify a new key, cliéioply New KeyA new adedn installation script is
generated which you must use to reinstall the addvith the new key. If you do not
reinstall the addin with the new key, clients will not be able to connect to Mail Express
Server.

Upgrading Mail Express

To update the settings that the Mail Express Outlook-ikdstores in the registry, run the
installer from a ommand line in repair mode as follows:

msiexec.exe /fvamus GlobalSCAPEOutlookAddIn.msi
GSCLIENTACCESSKEY=KEY GSSERVERDOMAINNAME=192.168.100.240GS
SERVERPATH=system/adhoctransfer

The "/f* means repair mode, while "vamus" deploys all files and writes caafign data
to the registry.

Refer to the following link for a description of the MSIEXEC command line switches:
http://support.microsoft.com/default.aspx/kb/227091

Changed Mail Express Server's IP Address or Secret Key

If you change the IP address or Secret Key on Mail Express Server, then you must also update
each workstation on which the Mail Express Client is irestall

Edit the upgrade script depending on your situation and which client you are using. Substitute
the GSCLIENTACCESSKEY, GSSERVERDOMAINNAME, and GSSERVERPATH values for your act
values per your copy of Mail Express.

14 - Installing Mail Express
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o If thisis the first install or #hinstaller has changed since the last installation:

msiexec /gb /i GlobalSCAPEOutlookAddIn.msi GSCLIENTACCESSKEY={B1A4DD97 - 2BF4-
4EC1- 8337 - 1B744FB55714} GSSERVERDOMAINNAME=GS0154.forest.intranet.gs
GSSERVERPATH=system/adhoctransfer

o If the installer has nothanged since the last installation:

msiexec /fvamus GlobalSCAPEOQutlookAddIin.msi GSCLIENTACCESSKEY={B1A4DD97 - 2BF4-
4EC1- 8337 - 1B744FB55714} GSSERVERDOMAINNAME=GS0154.forest.intranet.gs
GSSERVERPATH=system/adhoctransfer

e For standard Glkhased installationspt suitable for logon scripts):

msiexec /i GlobalSCAPEOQOutlookAddIn.msi GSCLIENTACCESSKEY={B1A4DD97 - 2BF4- 4EC1-
8337 - 1B744FB55714} GSSERVERDOMAINNAME=GS0154 forest.intranet.gs
GSSERVERPATH=system/adhoctransfer

Administering Mail Express
The topics below provide the procedures for configuring Mail Express Server.

Configuring Mail Express

The Mail Express Administration home page appears when yowltgtbe Mail Express Web
Administration Web interface with your administrator credentials.

To launch the Mail Express Web Administration interface

« Do one of the following:
o Click the shortcut on the desktop or Start menu.

o Type the Mail Express Web Admirasion interface URL in your Web browser
(e.g.,https://mailexpress/system/admin/Default.aspX.

When you install Mail Express Server, the wizard prompts you to provide the network
connection, SMTP settings, and authentication options. On the Mail Expdessistration
home page, you can edit these settings, view current connections and transfers that are in
progress, view transaction history, and specify how you want the Server to manage
attachments (known as "Policy Administration™).

/b When you make anghanges to the Mail Express configuration, -eisérs might have to close ar
then reopen their email client to see the changes; therefore, it is recommended that you me
configuration changes after hours, when emskrs are less likely to be using theemail client.

Configuring Mail Expressl5
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When you click a link in the navigation bar or side menu, the selected menu expands to provide
more options:

System Administratiormenu- Provides links to configure theetwork cainection database
settings SMTP settingattachments policyand authentication options

System Monitoringmenu- Provides links to viewlient connectionsactive transferstransfer
history, andauditing.

Documentationmenu- Provides ajuick start links to view the Mail Express version
information and hép file, and a link toegister Mail Express

Configuring Network Connections to Mail Express

Mail Express Server provides an HTTPS address that allows the agsténistrator to
configure the Server using the authentication credentials created at installation time. Through
the Web interface, you can configure policies, manage accounts, and review transfer history.

It is recommended you make changes to configjoraat times when there are few users
connected, because when you apply chand@ssvé Settings the Server will restart,
disconnecting any connected clients.

@ Changing settings on this page may cause you to lose connectivity with the Server temjifore
this occurs, launch the Web administration interface again using the "Mail Express
Administration" shortcut in the Start menu or desktop (eRPgagrams > GlobalSCAPE Mail
Express Server > Mail Express Administra}ion

To configure network connectiato Mail Express

1. Launch the Mail Express Web administration interface

2. ClickSystem Administrationthen clickNetwork Configuration

16 - Administering Mail Express



NETWORK CONFIGURATION

When applying changes to these settings, any connected clients will be disconnected from the Mail Express server.

Listen IP: (All Incoming) || Port: 443 E

Trusted IP Range:

Domain: localhost

SSL Certificate: [ Create Cerificate
Certificate Key:

kKey Passphrase:

[ Save Settings H Discard ]

In the Listening Iox, specify the IP address at which Mail Expris to listen for
connections. The default is All Incoming.

In the Portbox, specify the port on which Mail Express is to listen for connections. The
default is 443.

In the Trusted IP Rangkox, specify the subnet or leave the default (*.*.*.*).

In the Domainbox, specify the domain of Mail Express. For example, type:
mailexpress.mycompany.com

If you have an SSL Certificate, cBcwseto specify the certificate to use for client
connections to Mail Express. Otherwise, clizkate CertificateTheCreate SSL
Certificatepopup appears.

Configuring Network Connections to Mail Expre4d
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/) GlobalSCAPE Mail Express - Create 5L Certificate - Microsoft Inter D 10| x|
Create S5L Certificate
LUse this wizard to create a self-signed certificate, private key, and certificate request file,
Certificate Name:
IMaiI Express Cettificate
Folder where certificate will be stored on server:
IC:\F‘ngram Files\GlobalSCAPEVGIobal SCAPE Mail Exf
Expiration Date: | |_:%
Passphrase: |
Confirm Passphrase: |
Key length {in bits): [1024 =
Note: Key longths 4096 or greater are hot supported by Java runtime vi or prior, Consuit the
felp file for detalls,
Mext = |
|&] pone [ [ | [ |5 [&Localintranet i

8. Provide the name, location, expiration date, passphrase, and key length, theNektk
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/) GlobalSCAPE Mail Express - Create 951 Certificate - Microsoft Inter‘ o [m] [
Create S5L Certificate
Use this wizard to create a self-signed certificate, private key, and certificate request file,
CityfTown: I
State/Province: |
Organization: |
Common Name: |
E-mail: |
Unit: |
Country: I
Finish |
[&] pone [ [ | [ |5 [§3Localintranet 4

9. Provide the requested information, then cliEknish (All fields are required.) The path
to the certificate appears under th®@SL Certificatbox.

10.In the Certificate Keybox, clickBrowseto provide the certificate key for the specified
certificate. The path to the key appears under tertificate Keybox.

11.In theKey Passphrasikox, provide the passphrase for the specified diedie.
12.ClickSave Settingso apply changes dpiscardif you do not want to apply changes.

If you point to an existing SSL Certificate (i.e., you did not create a new one), the Server
will verify that the certificate files and passphrase are valid.dfnibt valid, the current
certificate will not change and you will receive the following message:

"The certificate information that you provided is not valid. Please verify that the
certificate and key file paths and passphrase are correct.”

Configuring Database Settings

When you install Mail Express Server, SQL Express is installed by default as the database in
which to store Mail Express activity for auditing purposes; however, you can point Mail Express
to a diferent database for auditing Mail Express activity. Dia¢abase Settingpage allows

you to configure the connection between Mail Express and the auditing database.
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To configure the database connection

1. Open a Web browser and access the Mail Express \Gialngstration interface.

2. ClickSystem Administrationthen clickDatabase SettingsTheDatabase Settingpage
appears.

DATABASE SETTINGS

Server Name: IIUcthust\MaiIE}{press
Username: Imeauditur
Password: [HH ook ] Gat New Password

Database name: |MaiIE}{press

Test Connection

Save Settings | Discardl

The default SQL Server settings appear. You can change these settings to point to a
different database.

3. TheServer Namdox displaystie name or IP address of the database server used to
track Mail Express activity.

4. TheUsernamebox displays the username used to connect to the database server.
5. ThePasswordbox displays asterisks to represent the password.

e To change the password, cliSkt New PasswordA blank text box appears in
which you can provide a new password, then c8ek or clickCancelo keep the
current password.

6. TheDatabase namdox displays the name of the database used to track Mail Express
activity.

7. ClickTest Conneion. If the settings are correct, "Connection Succeeded" appears.

8. To save any changes made to the settings, 8ake SettingsclickDiscardif you do not
want to keep your changes.
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Configuring SMTP

To transfer iles over Mail Express Server, you need to configure the SMTP settings.

To configure SMTP settings

1. Open a Web browser and access the Mail Express Web administration interface.
2. ClickSystem Administrationthen clickSMTP Settings

SMTP SETTINGS

SMTP host address: smtp.mailexpress.com Port: |25 3
From e-mail address: mailexpress@globalscape.com
From name: GlobalSCAFE MailExpress Server

[] SMTP server requires authentication

Username: |

Password: |

[ Save Settings ” Discard ]

3. In theSMTP host addressbox, provide the address of the mail server that Mail Express
will use to send outgoing messages.

4. InthePortbox, provide the port used by the SMTP server. By default, the SMTP port is
25.

5. In theFrom email addresshox, provide the email address thais to appear in enails
sent from Mail Express.

6. In theFrom namebox, provide the name that is to appear in the From field-ofals
sent by Mail Express.

7. If the SMTP server requires authorizatipselect the check box, then provide the
UsernameandPassvord used to authenticate.

8. ClickSave Settingso save the configuration or clidkscardif you do not want to save
the changes.
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Configuring Attachment Policy

You can specify which types, the numberdaize of attachments that Mail Express is to
manage. If an-enail being sent matches the criteria specified in the Mail ExgPetisy
Administration page, Mail Express will send the message and manage the attachments;
otherwise, the message and attachnis are sent as the client normally does without Mail
EXxpress.

Attachment limits are still enforced by the SMTP server. The mail client is configured by the
SMTP server to allow only certain types of attachments up to a certain size. You can use the
SMTRserver's settings and Mail Express together to set attachment policies.

/. Mail Express does not block attachments. The attachment policy only specifies which attac
you want Mail Express to manage.

On the Mail ExpredBolicy Administrationpage, ya can specify the following criteria:

« Type of attachmentghat connected clients can transfer through the Mail Express
system. You can specify that Mail Express should manage ALL attachments or manage
only those based upon policy options.

« Expiration periodin days, for processed attachments. The default is 14 days, but can be
in the range of 1999. If you have specified in tiaithentication Optionthat the
system should generate a unique usernaamel password for temporary accounts, the
temporary account will expire when the attachment expires.

 Whether to manage embedded attachmentsuch as a company logo in the signature
block or a picture inserted into the body of themalil rather than attache to the email

o Policy optionsconsisting of any one or more of the following criteria:

o Messages that contain <n> or more attachments (can be in the rang8@f@=
ignore this setting)

o Messages that have attachments at least <n> KB in size (1024,i4 ki,
default) (cumulative size of all attachments)

o Attachments whose file names match one or more wildcard patterns. The
default is:

A *.doc*
A *Xxls*

A *pdf
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For example:
o The policy is set to manage altrails based on the default policies (1 or more
attachments, 1 MB or more in size, .doc, .xlIs, and .pdf files).

o An email is sent with:
o 5 attachments
o None of the attachments is a .doc file
o None of the attachments are more than 1 MB

Mail Express would manage thisrail'sattachments because it meetat least oneof
the criteria (it has more than 1 attachment).

If any attachment to the @nail meets the criteriaALLof the attachments to the enail are
managed by Mail Express.

To configure the attachment policy

1. Open a Web browser and access the Mail Espi#/eb administration interface.
2. ClickSystem Administrationthen clickPolicy Administration
POLICY ADMINISTRATION

Which attachments do you want Mail Express to manage?
O all attachments
O Mo attachments

(® Basad upon the following policies

Messages with |1 | or more attachments
| |

Attachments at least (1024 KB in size
| |

Attachments with names matching:
| |

* doc* Delete
* xls*®
* pdf

Allow Mail Express to manage embedded attachments?

[¥*IManage embedded attachments

How many days should attachments be available?

14 | days
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3. You can specify that Mail Express should marébattachments No attachments or
Based upon the following policiedf you clickBased upon the following glicies
configure the following options:

e IntheMessages with <n> or more attachmeni®x, specify the number of
attachments (from @9; 0 = ignore this setting).

e In theAttachments at least <n> KB in sibex, specify the number of kilobytes
(cumulativesize of all attachments).

e In the Attachments with names matchingox, specify the types of attachments.
Next to theAdd box, specify the file name, extension, or wildcard, then click
Add. To delete a file name, extension, or wildcard from the policyk dlio the
list, then clickDelete.

4. To allow Mail Express to manage embedded attachments, seledfidmage
embedded attachmentsheck box. The behavior of the check box also depends on the
format of the email:

 HTML If theManage embedded attachmentsheck box is not selected and the
e-mail being sent is HTML formatted, the embedded attachments are unaffected
and remain in the context of the-mail. They will not be stripped from the e
mail, nor will they be uploaded to Mail Express Server.

« RTETheManage embedded attachmentsetting does not affect the behavior
for RTHormatted emails. Whether the check box is selected or cleared, the RTF
e-mail is saved to a file called email.msg and then uploaded to the Server as a
separate file along with the norah (nonembedded) attachments.

o Plaintext: Plaintext e-mails cannot have embedded attachments; tlanage
embedded attachmentoption does not affect how these texinly emails are
managed.

5. IntheHow many days should attachments be availatblex, spedy the number of
days during which recipients can download an attachment. After the attachment
expires, it will no longer be available for download.

6. ClickSave Settingso apply the changes discardif you made changes, but changed
your mind.

Configuring Authentication Options

When you send attachments using Mail Express, theaé that the recipients receive includes

a link that takes them to a Pickup page on which they can download the at&adbnThe link

can be a unique URL (link) that takes them to a Pickup page and automatically authenticates the
user, or the email can include logon credentials, which they must provide before they can
download the attachments.
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On the Authentication Optianpage, specify whether Mail Express should send recipients a
temporary account from which they can download files with a unique URL or a username and

password pair.

To configure authentication options

1. Open a Web browser and access the Mail Express Wemetration interface.

2. ClickSystem Administrationthen clickAuthentication Options

AUTHENTICATION OPTIONS

(¥ Provide unigue URL to access temporary account {(e.g. "/A3169B4003FC135A")

) Generate unique username and password for temporary accounts

3. Click an authentication option:
e Provide a unique URL to access temporary account

o Generate a unique username and password for temporary accounts
4. ClickSave Settings

Customizing the File Pickup Page
The filepickup page is purposely built to be a very simple, gldekliing page.

gl( balscAaPE Mail Express™

Download File(s)

File Name Size

Download | winter.ipg 103.07 KB

© 2008 GlobalSCAPE - All Rights Reserved

The page can be customized to fit your company's style guide. For example, the baade
edited to replace the GlobalSCAPE logo with your company's logo, and the footer can be
modified to add any sort of informative text that you need to tell your attachment recipients.
GlobalSCAPEofessional Servicean help you design a page that is customized for your
organization.
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Disconnecting Clients

When clients are actively connected to Mail Express, thilyappear on theConnected Clients
page. You can disconnect a client from Mail Express on this page. Each user's computer with the
Mail Express Client installed and the mail client open will appear iCtmnected Clientsst.

To disconnect a client&m Mail Express

1. Open a Web browser and access the Mail Express Web administration interface.

2. ClickSystem Monitoring then clickConnected Clients

CONNECTED CLIENTS

Select one or more clients that yvou wish to manually disconnect from the Mail Express server,

QAESK-XMTESTBOX Disconnect
550154
G50062

3. IntheConnected Clientsist, click the client that you want to disconnect, then click
Disconnect
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Uninstalling or Moving Mail Express Server

During the installation process, the installer configures a named instance of SQL Server Express
to create a database called "Mail Express." The Matdss database fileB)ailExpress.mdf
andMailExpress_Log.Idre created irC\ Program FilesMicrosoft SQL
ServekMSSQL.XMSSQLlData When you uninstall Mail Express Server, these database files

are NOT removed. The uninstaller removes only the SQLr&898 Express Edition that the

Mail Express installer deployed. The data is not purged in case you want to use it for other
reasons (move to another computer, review it at some later date, etc.).

The Mail Express uninstaller renames the Mail Express ds¢atiles during the uninstallation
process taMailExpress.mdf.baland MailExpress_Log.ldf.bakRenaming the files allows you

to, if desired, reinstall Mail Express Server on the same computer while keeping the older
data/log files for transport and/or regw.

1. Open the Window#\dd or Remove Prograndialog box $tart > Run > appwiz.cpl
2. ClickGlobalSCAPE Mail Express Seyteen clickRemove
Mail Express Server is removed from the computer.

Configuring Mail Express fagse with Microsoft Outlook

The topics below describe how to configure Mail Express to work with Microsoft Outlook.

Installing the Micrasoft Outlook Addin

Mail Express can be installed as a "COM-iatdldor Microsoft Outlook versions 2003 and 2007.
Once installed, there are no useonfigurable options for Mail Express within Outlook.

Using the addn, Outlook can perform attachment pressing, which consists of moving the
attached files to Mail Express Server and adding content to the outboundilethat includes a
hyperlink to pick up those files from Mail Express Server.

When Outlook starts and initializes the aohgd the addin makes a Web service call to Mail
Express Server to obtain the file attachment policies for this deployment.

I Even though attachments managed by Mail Express are not processed by the SMTP serve
~ Outlook starts, the SMTP server sets the client's fiselisiits. If a user attempts to send an
attachment that exceeds the limit, Outlook prompts the user that such attachments are not
allowed, preventing the attachment from being sent to Mail Express Server.

Uninstalling or Moving Mail Express Servei?
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The way in which Mail Express proceeds dependfie®utlook mode:

e Online modeapplies policies to the-eail when the SEND action begins. The temporary

user account is created, the URL injected into the message, attachments stripped off to

a temporary folder, uploads begin to Mail Express Server, laadaltered) email is sent

in the normal send mode. There is a possibility that the recipient will open-thaike

and click the link BEFORE the attachments have finished uploading (in the case of very

large file attachments). When this occurs, the cortmgguser is presented with a

bt £t SIFAS 6FAGX FTAES&a INB aGAfft o0SAy3a dzLJ 21 R
e InOffline and Cached modeshe email message is saved to a local temporary folder

along with all file attachments and any transaction infatran that was obtained from

Mail Express Server. The next time Outlook starts, theiadditialization sequence

scans for these files in the local temporary folder and begins the upload process to
resume the transaction.

If any errors occur in commuration between Mail Express Server and Outlook, a message is
displayed in Outlook. A communication error can be caused by the firewall blocking access to
the Server or the IP address of the listener is not set correctly. For example, you may need to
changethe IP listener address on Mail Express Server to include each of your subnets.

When you install the GlobalSCAPE Mail Express Outloek atieb DLL files are installed in
C\Program FilesGlobalSCARButlook Addin 1.0and the addin is enabled in Outlook

The procedure below describes how to deploy the-addt each end user's desktop or across
the enterprise to all end users (or groups of users). AniAddstallation script is provided on

the Quick Start page. The script contains a reference to theradstaller,
GlobalSCAPEOutlookAddIn.mand the secret key required to connect to Mail Express Server.

To install the GlobalSCAPE Mail Express Outlookiadd

1. Copy or download the aduh installation script from th&uick Starpage. (To avoid
introducing errors, you should download the file, if possible.)

2. Save the script and the msi files in the same directory, or ensure that the script can
access the installer.

e« The command line parameters in the .bat file mnperative for the proper
operation of the Outlook Adh.

3. Do one of the following:
o [Execute the script at each user's desktop.

e Deploy the addn across the enterprise using an application suckl@sosoft
Group Policy Management Cons@B&PMC) oBystem Center Configuration
Manager 2007

4. The Addin is installed and ready for use.
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Viewing Outlook Adédins
The procedures below describe howvview the installed adahs on the eneusers' desktops.
In Microsoft 2003

1. Open Outlook.

2. On theToolsmenu, clickOptions, and then click th®©ther tab.

3. ClickAdvanced Optionsand then cliciCOM Addins.

up‘; S VP S SO R N D
Advanced Options

General settings 5|
Startup in this folder: | Qutlook Today
[#14tarn befoee nanmanenth: delating e
| COM Add-Ins

|| GlobalSCaPE Outlaok Addn

&ﬂd-]nsavalalie: : j

' Location: C:\Program Files\GlobalSCAPE\Ctlook AddIn 1.0\Gla...
Load Behavior: Load at Startup j

IReminduertiuns... i I Add-In Manager... I

[ Custom Forms... J[ COM Add-Ins... ]

Service Options. ..

[ 0K ][ Cancel ]

The Mail Express Clieis listed as5lobalSCAPE Outlook Addi@lick its name in the list
to view its location.

In Microsoft 2007
1. Open Outlook.
2. ClickTools>Trust Center TheTrust Centelappears.
3. Inthe left pane, clickdd-ins. A list of installed adths appears.
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Trust Center

Trustead Publishers
Add-ins

Privacy Options

Add-ins

FMame Location Tepe

E-mail Security — Global5 CAPE Mail Express Outlook Addin L GlobalSCAPEOUtlookAddIn.dll COM Add-in
- Microsoft Conferencing Add-in for Microsoft Office Outlook Chaeeting B Addins' LMAcddins. dll COM Add-in

Attachment Handling Micrasoft Exchange Unified Messaging COLOADDINS UmOutlookAddin.dll COM Add-in
Micrasaft Office Communicatar 2007 Add-in Chfice Communicatoracofficecdll  COM Add-in

Automatic Download Microsoft Office SharePoint Server Colleague Import Add-in L 2ADDINS Colleaguelmport.cll COM Add-in
Microsoft Qutlook Mobile Service Ch Office\ Officel 220MSMAIMN.DLL - COM Add-in

Macro Security Windaows Search Email Inclexer COWINDOWS system3 2 mssphtb.dll - COM Add-in

Programmatic Access

Business Cantact Manager for Outloalk DL DOWS system3 2 BIMMSEZ2.DLL COM Add-in
Micrasaft Access Outlaak Add-in for Data Callection and Publishing &0 Officel 2ADDINS ACCOLEDLL COM Add-in

[l

Micrasoft VBA for Outlook Addin 0L Officel 2ADDIMNS OUTLVBA.DLL - COM Add-in
FDFMOutlook Chuail Outloolk PDFMOutloolk.dll COM Add-in
Acd-in: Glabal S CAPE Mail Express Outlook Addin
Publisher: <Mone=

| Lacation: ChProgram Files'\GlobalSCAPE Outlook AddIn 1.00Global SCAPEQutlookAddIn.dll

Description:  Global5 ZAPEMail Express Outlook Addin

D Apply macro securjty settings to installed add-ins

Manage: | COM Ace-ins

[ OK ][ Cancel ]

4. The Mail Express Client is listed @obalSCAPE Mail Express Outlook Addiiick its
name in the list to view its location and description.

Preventing Outlook from Blocking Attachments

If Microsoft Outlook connects to an Exchange Server, it inherits the Exchange rules when it
opens on the user's desktop. Because of this, some users might not be able to attach large files
to their Outlook emails, even though the Mail Express addas beenristalled. In this case,
GlobalSCAPE suggests using the virtual SMTP server settings on your Exchange server so that
Exchange does not send attachment limits to Outlook and large mail attachments are accepted.

For more information regarding configuring MBkpress to manage Outlook attachments,
reviewAdministering Mail Express contact GlobalSCAPE Customer Support.

Disabling the Outlook Addn

The procedures below describe how to disable the OutlooklAdd

To disable the Outlook ad¢h

In Microsoft 2003
1. Open Outlook.

2. On theToolsmenu, clickOptions, and then click th®ther tab.
3. ClickAdvanced Optionsand then clickCOM Addins.
4. Clear the beck box next to the Adth.
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In Microsoft 2007
1. Open Outlook.
ClickTools>Trust Center TheTrust Centerappears.

In the left pane, clickdd-ins. A list of installed adths appears.
At the bottom of the dialog box, clicko.

0N

COM Add-Ins

Add-Ins available:

[ ]Business Contack Manager For Outlook .|
[ ] GlobalSCAPE MailExpress Cutlook Addin
[Imicrosaft Access Outlook Add-in For Data Collection and Publishing )
Microsoft Conferencing Add-in for Microsoft Office Qutlook E
Micrasaft Exchange Unified Messaging

Microsaoft Office Communicatar 2007 Add-in

Microsoft OFfice SharePaint Server Colleague Impart Add-in Remave
Microsoft Outlook Mobile Service [Vl

Location: Z\Program FilesiGlobalSCAPE Y Outlook AddIn 1. 0YGlobal3CAPECUtookaddIn.dl
Load Eehavior:  Load at Startup

5. Clear the check box netd GlobalSCAPE Mail Express Outlook Addthen clickOK

Uninstalling the Outlook Adédn

You can remove the Outlook Adid in the WindowsAdd or Remove Prograndialog box.
Alternately, you camlisable the Outlook Adbh if you only want to make it unavailable
temporarily.

To uninstall the Outlook Addin
1. Open the Window#\dd or Remove Prograndialog box $tart > Run > appwiz.cpl
2. ClickGlobal®APE Mail Express Outlook Atig then clickRemove

The Outlook Addn is removed from the computer.

Preventing End -Users from Removing the Add -in

If you want to prevent users from removing the Mail Express OutlooklAdidm their
workstations (effectiely forcing all users to go through the Mail Express system), then you
must turn off write access to the following registry key:

HKEY_LOCAL_MACHIEEBFTWARHMicrosoft\ Officel Outlook\ Addins GlobalSCAPEOutlook
Addin.OutlookAddInObj

By disabling WRITE accesshtis registry key, users can still go to the Trust Center to view add
ins, but any attempt to add, remove, or disable add will fail and present an error message to
the end user.
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Auditing

The topics below provide therpcedures for viewing Mail Express auditing information.

Mail Express Server Auditing

Mail Express Server audits several aspects of the file transfer process. You can view the data on
the System Monitorng page of the Mail Express Web administration page. Timestamps are
stored and displayed in UTC format.

e The mainAuditingpage allows you to search for all transfers for a specificaé
address.

e TheConnected Clientwrea lists all clients that are currently connected to Mail Express.
Click a client in the list to view its information.

e TheAdive Transfersrea lists all transfers for a selected client that are on Mail Express
Server and not yet expired. Click in thetionscolumn to deactivate or remove the file
from the Server.

e TheAll Transferarea lists all transfers for a selected client that are expired or still active
on Mail Express Server during a specified date range. Specifydheand Todates to
view data for a specific period.

Viewing Details of Connecting Clients and Transfers

The mainAuditing page allows you to search for all transfers for a specifitad address.

To view information about connecting clients and transfers

1. Open a Web lowser and access the Mail Express Web administration interface.

2. ClickSystem Monitoring then clickAuditing.

AUDITING

Timestamps are stored and displayed in UTC format.

Search by sender: (Case sensitive)
Filter

3. The main page lists a search box so that can filter results by user. The search is case
sensitive. Type the user'smeail address, then clidkiter.
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AUDITING
Timestamps are stored and displayed in UTC format.
Search by sender: (Case sensitive)
gho@glo.com
Packages:
ID Delivered Sender Recipient(s) Files Status Expires On Actions
1 11/20/2008 gho@glo.com /O=FIRST ORGANIZATION/OU=FIRST ADMINISTRATIVE image001.jpg EXPIRED 12/04/2008 j
20:37:04 GROUP/CN=RECIPIENTS/CN=GHOFFER 20:37:04
2 11/20/2008 gho@glo.com fo=First Organization/ou=First Administrative image001.jpg EXPIRED 12/04/2008 j
20:41:34 Group/cn=Recipients/cn=lgoldsticker;/0=FIRST ORGANIZATION/OU=FIRST 20:41:34
ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN=Tdoerr;/o=First Organization/ou=First
Administrative Group/cn=Recipients/cn=wculver;/O=FIRST ORGANI ...
3 11/20/2008 gho@glo.com /o=First Organization/ou=First Administrative Group/cn=Recipients/cn=tdoarr Image001.jJpg EXPIRED 12/04/2008 j
20:43:47 20:43:46
4 11/20/2008 gho@glo.com /O=FIRST ORGANIZATION/QU=FIRST ADMINISTRATIVE image001.)pg EXPIRED 12/04/2008 j
20:50:54 GROUP/CN=RECIPIENTS/CN=DHOPSON 20:50:54

The search results show the date and time (in UTC format) when the attachment was
delivered, who the recipient was, what the files were, the date and time the attachment
is to expire, and whether it is Active or Expired. InAotionscolumn, youcan click the

icon formore details

Proof of Receipt

The sender of a Mail Expressnaged attachment receives amaail when the recipient
downloads the attachmemn After a recipient downloads a file from tli®wnload page Mail
Express Server sends the sender anadl notification, informing the sender of the name of the
file that was downloaded and the IP address of ¢benputer that accessed the download page.

Fram:
To:

Co
Subject:

GlobalSCAPE Mail Express Server [MailExpressServer @MAILEXPRESS] Sent: Fri12,/12/2008 2:09 PM
Greg

File Download Receipt

The file company financial information.xlsx was downloaded by a recipient with [P Address 192 168 95.193.

©2008 Global SCAPE - All Rights Reserved

You can view the details of a transfer on thié Transferpage of the Mail Express Server Web
administration interface. ThBackage Filesble digplays the file name, size, and date that the
file was downloaded, as well as the IP address that downloaded the file. R&fesvtong

Details of All Transfersore information.

Viewing Details of Active Transfers

When clients are actively transferring files using Mail Express, you can view the details of the
transfer on the Active Transfers page. Timestamps are stored and displayed in UTC format.
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To view active transfers

1. Open a Web browser and access the Mail Express Web administration interface.
2. ClickSystem Monitoring then clickActive Transfers

3. The Active Transfers page displays the date and time the transfer started, the recipient's
addressand the files that are being transferred.

4. If no records are found, a message appears.

5. If you are using the demo version, a message appears with a link from which you can
purchase the full version.

Viewing Detals of All Transfers

When clients are actively transferring files using Mail Express, you can view the details of the
transfer on the Active Transfers page. Eaghal has exactly onpackagethat contains all of
the attachments of the enalil.

1. Open a Web browser and access the Mail Express Web administration interface.
2. ClickSystem Monitoring then clickAll Transfers

34 - Auditing










































