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Introduction ǘƻ Dƭƻōŀƭ{/!t9ϯ aŀƛƭ 9ȄǇǊŜǎǎϰ 
Dƭƻōŀƭ{/!t9ϯ aŀƛƭ 9ȄǇǊŜǎǎϰ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ǎŜƴŘ ŀƴŘ ǊŜŎŜƛǾŜ Ŝ-mail file attachments to 
recipients outside of your organization quickly, reliably, and securely, while reducing the load 
on your mail server and without manually creating or maintaining FTP accounts. Mail Express 
can send files as an add-in to Microsoft Outlook, with secure authentication, non-repudiation, 
and auditing capabilities. An automated process sets up temporary user accounts, assigns home 
folders, notifies the recipient that a file is ready to be picked up, audits all transactions, expires 
old temporary accounts, and finally, deletes expired accounts. 

When you send a file using Mail Express, the system generates a temporary user account with a 
randomly generated username/password pair. The Mail Express administrator can configure 
the authentication scheme to change the way recipients authenticate against Mail Express 
Server to download their files. One authentication scheme allows users to access their files 
without providing any credentials; the other requires the recipient to type in a temporary 
username and password that are included in the e-mail that contains the download link. These 
temporary accounts expire when the attachments expire; by default, attachments expire within 
14 days of creation, but you can specify the expiration time from 1 to 999 days.  

 

The settings apply to all transfers on Mail Express Server, not to individual accounts or specific e-
mails. 

When you send an attachment, the attachment is uploaded to Mail Express Server to the 
temporary account's home folder over HTTPS. When the recipient clicks the hyperlink in the e-
mail notification, a Web page appears over which the recipient can download the attachment. 
All visits to the download page and file downloads are recorded in the database.  

When an e-mail has very large attachments, the mail client will often leave the e-mail in the 
outbox instead of sending it. When you allow Mail Express to manage e-mail attachments, the 
mail client is not processing the attachment, so the e-mail cannot get "stuck in the outbox." 
When Mail Express manages the e-mail, it strips off the attachments, saves them to a 
temporary user folder on Mail Express Server, and inserts a link into the e-mail from which the 
recipient can download the attachments. This process has the added benefit of end-users not 
exceeding their SMTP server mailbox quota, since the e-mail itself is normally quite small. 

Auditing to a database provides a detailed history of transfers showing senders and receivers, 
which files were transferred, and when they were transferred. 

Installing Mail Express 
Installing Mail Express includes installing Mail Express Server and then installing the Mail 
Express Client (Microsoft Outlook add-in) on user's workstations. The topics below provide the 
system requirements, installation procedures, and activation instructions. 

System Requirements 

GlobalSCAPE Quality Assurance tested and approved Mail Express for use with the following 
programs and hardware.   



'ÌÏÂÁÌ3#!0%Ή -ÁÉÌ %ØÐÒÅÓÓΊ 

6 · Installing Mail Express 

Mail Express Server requirements: 

 Mail Express Server must reside in an Internet-facing location so that recipients can 
browse the attachment links to pick up those managed attachments (typically in the 
DMZ behind a firewall such as Microsoft ISA Server). 

 Microsoft Windows Server 2008 with SP1 (32-bit only), Microsoft Windows Server 2003 
with SP1 (32-bit only), or XP Professional 

 500 megahertz (MHz) processor or higher  

 256 megabyte (MB) RAM or higher  

 Approximately 200 MB of hard drive space for installation files  

 1024x768 or higher resolution monitor  

 Microsoft .NET Framework 3.5.1 SP1 or later 

 Internet Explorer 6.0 or later (Win), Firefox 3, or Safari 3, with latest OS/browser 
patches, with JavaScript and cookies enabled (Other browsers such as IE8, Firefox 2, 
Safari 2, Konqueror, Google Chrome, and Opera 8/9 should work also, but they were not 
tested and approved to work with Mail Express.) 

 Access to an SMTP Server (It is possible to install Mail Express Server on the same 
computer as the SMTP Server.) 

 Access to an auditing database (The installer installs SQL Express; however, you can use 
Microsoft SQL Server 2005 instead.) 

 (optional) The Mail Express Server computer should have an up-to-date anti-virus 
checker installed so that attachments managed by Mail Express Server are free from 
malicious software. 

Mail Express Client (add-in) requirements: 

 32-bit Microsoft Outlook 2003 or 2007. 

 Microsoft XP Professional, Microsoft Vista 

 

LƴǎǘŀƭƭƛƴƎ aŀƛƭ 9ȄǇǊŜǎǎϰ {ŜǊǾŜǊ 

Mail Express Server is used to manage the file attachments that are sent via the Mail Express 
Client (Microsoft Outlook add-in). When you attach a file to an e-mail, Mail Express generates a 
temporary user account with a randomly generated username/password pair and a unique 
HTTPS URL to access the temporary account's home folder. The attachment is uploaded to Mail 
Express Server to the temporary account's home folder over HTTPS. The Server maintains a 
history of the transactions, stores the files for the time determined by your attachment policy, 
and authenticates client connections when they access the download page linked in the e-mail.  
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An installer wizard guides you through the installation process. You will need the following 
information: 

 Connection information to an auditing database, if used. (The Mail Express installer 
installs SQL Server 2005 Express Edition on Mail Express Server's computer. You can 
change the database connection information after installation, if desired.) 

 An administrator username and password for Mail Express Server (Mail Express enforces 
complex passwords.) 

 The SMTP server's host address and port to use for Mail Express to send pickup 
notifications 

 The listening IP address, HTTPS port 443, and domain name to use for Mail Express 
Server 

 The destination folder for the Mail Express files 

 A default From e-mail address and name 

 

If you would like to read the release notes for the current version before installing, refer to the 

GlobalSCAPE Support Center. 

Before installing, refer to System Requirements. If the system requirements are not met, the 

installer will fail. 

To install Mail Express Server 

1. Double-click the installer. The Welcome page appears. 

 

2. Click Next. The License Agreement appears. 

http://www.globalscape.com/support/gme.aspx
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3. Read the license agreement, then click I agree. The Choose Install Location page 
appears. 

 

4. Specify a location for Mail Express Server, or keep the default of C:\ Program 
Files\ GlobalSCAPE\ GlobalSCAPE Mail Express Server. 

5. Click Next. The Choose Attachment Folder page appears. 
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6. Specify a location in which to store file attachments, or keep the default of 
C:\ InetPub\ MailExpressRoot\ . This folder potentially requires a large amount of 
available space.  

7. Click Next. The Admin Account page appears. 

 

8. Provide a username and password to use when administering and monitoring Mail 
Express Server. Both are case sensitive, should be between 6 and 20 characters, and 
meet complexity requirements. The password must contain both upper- and lowercase 
letters, plus numbers and/or special characters (e.g., #, %, ^). If the password does not 
meet complexity requirements, an error message appears.  

9. Click Next. The Web Access page appears. 
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10. Specify the IP Address on this computer on which Mail Express will listen for HTTPS 
connections. 

11. Specify the Domain Name that recipients will use to connect to the Server to download 
attachments. 

12. Specify the private Admin Subnet that is allowed access to mail client attachment 
management and administration services. All other subnets connecting to this Server 
will be restricted to attachment pickup only. 

13. Click Next. The SMTP Server page appears. 

 

14. Provide the SMTP Server IP address or host name and Port number through which 
receipts are e-mailed when files are downloaded by recipients. Note that the default 
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SMTP Server is "localhost"; you will need to change that to an IP address or host name 
of the SMTP server that is reachable by the computer on which you are installing Mail 
Express Server (e.g., smtp.mailexpress.com). 

15. Click Next. Mail Express Server files are installed, including SQL Server Express, which 
will take several minutes. 

 

The Mail Express installer deploys SQL Server Express 2005 (SP2) as a named instance 
(with the instance name "MailExpress"). The Mail Express uninstaller removes only the 
MailExpress instance. 

16. When installation is complete, click Next, then click Finish.  

17. If a certificate alert appears, click Yes to proceed or click View Certificate for more 
information. If you click Yes, you are connected to Mail Express Server administration 
site (e.g., https://localhost/docs/welcome.html), and a login page appears. 

 

18. Provide your Mail Express Web administration credentials, then click Login. A browser 
window appears with a Welcome page. (A shortcut to the administration URL is also 
placed on the Start menu, e.g., C:\ Documents and Settings\ All Users\ Start 
Menu\ Programs\ GlobalSCAPE Mail Express Server\ Mail Express Administration.) 
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19. Click the administration interface link to get started. (In the administration interface, 
you can access the online help and register Mail Express. A link to customer support is 
also provided in the online help.) 

20. The administration interface opens to the Quick Start page. 

Registering Mail Express 

Register Mail Express using the Web administration interface. In the Web administration 
interface, you can view the current activation status of the product (trial, fully registered, or 
locked), and the number of client access licenses (CAL) that are allowed based upon the current 
license. When you provide a serial number, the system contacts the GlobalSCAPE registration 
server to validate the serial number and update the licensing accordingly.  

The trial allows 5 client connections. It is recommended that you connect no more than 50 
clients per server. You can have multiple servers, and configure them in a load-balancing type 
of configuration. 

To activate Mail Express 

1. Do one of the following: 

 In the Mail Express Web Administration Interface, click Documentation > 
Registration. 

 Click the registration link on the Quick Start page.  

The Registration page appears.  

 

2. In the Serial Number box, provide the serial number from your invoice. 

3. In the Registered By box, provide the company name or contact name.   

4. Click Register Mail Express. Mail Express connects to the GlobalSCAPE registration 
server, then adds the serial number and contact name to the registration database. This 
information is used to look up your account if you contact Customer Support or Sales. A 
message appears indicating successful activation. 

If activation is not successful, ensure you have access to the Internet and try again, or 
activate Mail Express manually on the GlobalSCAPE Web site, 
http://www.globalscape.com/support. 

 

http://technet.microsoft.com/en-us/library/cc786562.aspx
http://www.globalscape.com/support
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Mail Express Client Quick Start 

The Quick Start page allows you to manage the Mail Express Client including generating 
public/private keys and the script that you can use to install or repair the Mail Express Client. 
You can select and copy the script from the text box or click Download to download a script file 
named MailExpress-Addin.bat, which you can deploy across the enterprise to your users' 
desktops. 

To view the Quick Start page 

1. On the left or top navigation pane, click Documentation > Quick Start. The Quick Start 
page appears. 

 

2. In Step 1, click the link to go to the registration page and register your serial number. 
You must register the serial number before clients can connect to Mail Express Server. 

3. After you register, click Documentation > Quick Start to go back to the Quick Start page. 

4. In Step 2, click Outlook Add-in, and then copy the text in the Installation Script  box to 
the clipboard, or download the script as a batch file.   

 

The script executes the Mail Express Client installer, GlobalSCAPEOutlookAddIn.msi.  

 For the initial installation, use the Installation Script. 

 For repairing an existing Outlook add-in installation, use the Repair Mode Script. 
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5. In Step 3, configure the file type and size limits on your mail server to allow the 
attachment types and size that Mail Express will manage. (Refer to Preventing Outlook 
from Blocking Attachments for information about editing Microsoft Exchange settings to 
allow Mail Express to process attachments.) 

 

6. Step 4 is optional. A key is generated automatically when Mail Express Server is 
installed. You can specify a different key or click Generate New Key to create a new one. 
If you specify a new key, click Apply New Key. A new add-in installation script is 
generated which you must use to reinstall the add-in with the new key. If you do not 
reinstall the add-in with the new key, clients will not be able to connect to Mail Express 
Server.  

Upgrading Mail Express 

To update the settings that the Mail Express Outlook Add-in stores in the registry, run the 
installer from a command line in repair mode as follows: 

msiexec.exe /fvamus GlobalSCAPEOutlookAddIn.msi 

GSCLIENTACCESSKEY=KEY GSSERVERDOMAINNAME=192.168.100.240GS 

SERVERPATH=system/adhoctransfer  

The "/f" means repair mode, while "vamus" deploys all files and writes configuration data 
to the registry.   

Refer to the following link for a description of the MSIEXEC command line switches: 
http://support.microsoft.com/default.aspx/kb/227091 

Changed Mail Express Server's IP Address or Secret Key 

If you change the IP address or Secret Key on Mail Express Server, then you must also update 
each workstation on which the Mail Express Client is installed.   

Edit the upgrade script depending on your situation and which client you are using. Substitute 
the GSCLIENTACCESSKEY, GSSERVERDOMAINNAME, and GSSERVERPATH values for your actual 
values per your copy of Mail Express. 

http://support.microsoft.com/default.aspx/kb/227091
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 If this is the first install or the installer has changed since the last installation: 

msiexec /qb /i GlobalSCAPEOutlookAddIn.msi GSCLIENTACCESSKEY={B1A4DD97 - 2BF4-

4EC1- 8337 - 1B744FB55714} GSSERVERDOMAINNAME=GS0154.forest.intranet.gs 

GSSERVERPATH=system/adhoctransfer  

 If the installer has not changed since the last installation: 

msiexec /fvamus GlobalSCAPEOutlookAddIn.msi GSCLIENTACCESSKEY={B1A4DD97 - 2BF4-

4EC1- 8337 - 1B744FB55714} GSSERVERDOMAINNAME=GS0154.forest.intranet.gs 

GSSERVERPATH=system/adhoctransfer  

 For standard GUI-based installations (not suitable for logon scripts): 

msiexec /i GlobalSCAPEOutlookAddIn.msi GSCLIENTACCESSKEY={B1A4DD97 - 2BF4- 4EC1-

8337 - 1B744FB55714} GSSERVERDOMAINNAME=GS0154.forest.intranet.gs 

GSSERVERPATH=system/adhoctransfer  

 

Administering Mail Express 
The topics below provide the procedures for configuring Mail Express Server. 

Configuring Mail Express 

The Mail Express Administration home page appears when you log on to the Mail Express Web 
Administration Web interface with your administrator credentials.  

To launch the Mail Express Web Administration interface 

 Do one of the following: 

o Click the shortcut on the desktop or Start menu. 

o Type the Mail Express Web Administration interface URL in your Web browser 
(e.g., https://mailexpress/system/admin/Default.aspx). 

When you install Mail Express Server, the wizard prompts you to provide the network 
connection, SMTP settings, and authentication options. On the Mail Express Administration 
home page, you can edit these settings, view current connections and transfers that are in 
progress, view transaction history, and specify how you want the Server to manage 
attachments (known as "Policy Administration"). 

 

When you make any changes to the Mail Express configuration, end-users might have to close and 
then re-open their e-mail client to see the changes; therefore, it is recommended that you make 
configuration changes after hours, when end-users are less likely to be using their e-mail client. 
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When you click a link in the navigation bar or side menu, the selected menu expands to provide 
more options: 

System Administration menu - Provides links to configure the network connection, database 
settings, SMTP settings, attachments policy, and authentication options. 

System Monitoring menu - Provides links to view client connections, active transfers, transfer 
history, and auditing. 

Documentation menu - Provides a quick start, links to view the Mail Express version 
information and help file, and a link to register Mail Express. 

 

Configuring Network Connections to Mail Express 

Mail Express Server provides an HTTPS address that allows the system administrator to 
configure the Server using the authentication credentials created at installation time. Through 
the Web interface, you can configure policies, manage accounts, and review transfer history.  

It is recommended you make changes to configuration at times when there are few users 
connected, because when you apply changes (Save Settings), the Server will restart, 
disconnecting any connected clients. 

 

Changing settings on this page may cause you to lose connectivity with the Server temporarily. If 
this occurs, launch the Web administration interface again using the "Mail Express 
Administration" shortcut in the Start menu or desktop (e.g., Programs > GlobalSCAPE Mail 
Express Server > Mail Express Administration).  

To configure network connections to Mail Express 

1. Launch the Mail Express Web administration interface. 

2. Click System Administration, then click Network Configuration. 



 

Configuring Network Connections to Mail Express · 17 

 

3. In the Listening IP box, specify the IP address at which Mail Express is to listen for 
connections. The default is All Incoming. 

4. In the Port box, specify the port on which Mail Express is to listen for connections. The 
default is 443. 

5. In the Trusted IP Range box, specify the subnet or leave the default (*.*.*.*). 

6. In the Domain box, specify the domain of Mail Express. For example, type: 
mailexpress.mycompany.com  

7. If you have an SSL Certificate, click Browse to specify the certificate to use for client 
connections to Mail Express. Otherwise, click Create Certificate. The Create SSL 
Certificate popup appears. 
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8. Provide the name, location, expiration date, passphrase, and key length, then click Next. 
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9. Provide the requested information, then click Finish. (All fields are required.) The path 
to the certificate appears under the SSL Certificate box. 

10. In the Certificate Key box, click Browse to provide the certificate key for the specified 
certificate. The path to the key appears under the Certificate Key box. 

11. In the Key Passphrase box, provide the passphrase for the specified certificate. 

12. Click Save Settings to apply changes or Discard if you do not want to apply changes. 

If you point to an existing SSL Certificate (i.e., you did not create a new one), the Server 
will verify that the certificate files and passphrase are valid. If it is not valid, the current 
certificate will not change and you will receive the following message: 

"The certificate information that you provided is not valid. Please verify that the 
certificate and key file paths and passphrase are correct." 

Configuring Database Settings 

When you install Mail Express Server, SQL Express is installed by default as the database in 
which to store Mail Express activity for auditing purposes; however, you can point Mail Express 
to a different database for auditing Mail Express activity. The Database Settings page allows 
you to configure the connection between Mail Express and the auditing database. 
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To configure the database connection 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Administration, then click Database Settings. The Database Settings page 
appears. 

 

The default SQL Server settings appear. You can change these settings to point to a 
different database. 

3. The Server Name box displays the name or IP address of the database server used to 
track Mail Express activity.  

4. The Username box displays the username used to connect to the database server. 

5. The Password box displays asterisks to represent the password.  

 To change the password, click Set New Password. A blank text box appears in 
which you can provide a new password, then click Set, or click Cancel to keep the 
current password. 

6. The Database name box displays the name of the database used to track Mail Express 
activity. 

7. Click Test Connection. If the settings are correct, "Connection Succeeded" appears. 

8. To save any changes made to the settings, click Save Settings; click Discard if you do not 
want to keep your changes. 
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Configuring SMTP 

To transfer files over Mail Express Server, you need to configure the SMTP settings. 

To configure SMTP settings 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Administration, then click SMTP Settings. 

 

3. In the SMTP host address box, provide the address of the mail server that Mail Express 
will use to send outgoing messages. 

4. In the Port box, provide the port used by the SMTP server. By default, the SMTP port is 
25. 

5. In the From e-mail address box, provide the e-mail address that is to appear in e-mails 
sent from Mail Express. 

6. In the From name box, provide the name that is to appear in the From field of e-mails 
sent by Mail Express.  

7. If the SMTP server requires authorization, select the check box, then provide the 
Username and Password used to authenticate. 

8. Click Save Settings to save the configuration or click Discard if you do not want to save 
the changes. 
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Configuring Attachment Policy 

You can specify which types, the number, and size of attachments that Mail Express is to 
manage. If an e-mail being sent matches the criteria specified in the Mail Express Policy 
Administration page, Mail Express will send the message and manage the attachments; 
otherwise, the message and attachments are sent as the client normally does without Mail 
Express.  

Attachment limits are still enforced by the SMTP server. The mail client is configured by the 
SMTP server to allow only certain types of attachments up to a certain size. You can use the 
SMTP server's settings and Mail Express together to set attachment policies.  

 

Mail Express does not block attachments. The attachment policy only specifies which attachments 
you want Mail Express to manage.  

On the Mail Express Policy Administration page, you can specify the following criteria: 

 Type of attachments that connected clients can transfer through the Mail Express 
system. You can specify that Mail Express should manage ALL attachments or manage 
only those based upon policy options. 

 Expiration period in days, for processed attachments. The default is 14 days, but can be 
in the range of 1-999. If you have specified in the Authentication Options that the 
system should generate a unique username and password for temporary accounts, the 
temporary account will expire when the attachment expires. 

 Whether to manage embedded attachments, such as a company logo in the signature 
block or a picture inserted into the body of the e-mail rather than attached to the e-mail 

 Policy options consisting of any one or more of the following criteria: 

o Messages that contain <n> or more attachments (can be in the range of 0-99; 0 = 
ignore this setting) 

o Messages that have attachments at least <n> KB in size (1024, 1 MB, is the 
default) (cumulative size of all attachments) 

o Attachments whose file names match one or more wildcard patterns. The 
default is: 

Á *.doc* 

Á *.xls* 

Á *.pdf 
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For example: 

o The policy is set to manage all e-mails based on the default policies (1 or more 
attachments, 1 MB or more in size, .doc, .xls, and .pdf files).  

o An e-mail is sent with: 

o 5 attachments 

o None of the attachments is a .doc file   

o None of the attachments are more than 1 MB 

Mail Express would manage this e-mail's attachments, because it meets at least one of 
the criteria (it has more than 1 attachment).  

If any attachment to the e-mail meets the criteria, ALL of the attachments to the e-mail are 
managed by Mail Express.  

To configure the attachment policy 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Administration, then click Policy Administration. 
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3. You can specify that Mail Express should manage All attachments, No attachments, or 
Based upon the following policies. If you click Based upon the following policies, 
configure the following options: 

 In the Messages with <n> or more attachments box, specify the number of 
attachments (from 0-99; 0 = ignore this setting). 

 In the Attachments at least <n> KB in size box, specify the number of kilobytes 
(cumulative size of all attachments). 

 In the Attachments with names matching box, specify the types of attachments. 
Next to the Add box, specify the file name, extension, or wildcard, then click 
 Add. To delete a file name, extension, or wildcard from the policy, click it in the 
list, then click Delete. 

4. To allow Mail Express to manage embedded attachments, select the Manage 
embedded attachments check box. The behavior of the check box also depends on the 
format of the e-mail: 

 HTML: If the Manage embedded attachments check box is not selected and the 
e-mail being sent is HTML formatted, the embedded attachments are unaffected 
and remain in the context of the e-mail. They will not be stripped from the e-
mail, nor will they be uploaded to Mail Express Server.  

 RTF: The Manage embedded attachments setting does not affect the behavior 
for RTF-formatted e-mails. Whether the check box is selected or cleared, the RTF 
e-mail is saved to a file called email.msg and then uploaded to the Server as a 
separate file along with the normal (non-embedded) attachments.  

 Plain-text: Plain-text e-mails cannot have embedded attachments; the Manage 
embedded attachments option does not affect how these text-only e-mails are 
managed. 

5. In the How many days should attachments be available box, specify the number of 
days during which recipients can download an attachment. After the attachment 
expires, it will no longer be available for download. 

6. Click Save Settings to apply the changes or Discard if you made changes, but changed 
your mind.  

Configuring Authentication Options 

When you send attachments using Mail Express, the e-mail that the recipients receive includes 
a link that takes them to a Pickup page on which they can download the attachments. The link 
can be a unique URL (link) that takes them to a Pickup page and automatically authenticates the 
user, or the e-mail can include logon credentials, which they must provide before they can 
download the attachments. 
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On the Authentication Options page, specify whether Mail Express should send recipients a 
temporary account from which they can download files with a unique URL or a username and 
password pair. 

To configure authentication options 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Administration, then click Authentication Options. 

 

3. Click an authentication option: 

 Provide a unique URL to access temporary account  

 Generate a unique username and password for temporary accounts 

4. Click Save Settings. 

Customizing the File Pickup Page 

The file-pickup page is purposely built to be a very simple, quick-loading page.  

 

The page can be customized to fit your company's style guide. For example, the header can be 
edited to replace the GlobalSCAPE logo with your company's logo, and the footer can be 
modified to add any sort of informative text that you need to tell your attachment recipients. 
GlobalSCAPE Professional Services can help you design a page that is customized for your 
organization.  

 

http://www.globalscape.com/support/professional_services.aspx
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Disconnecting Clients 

When clients are actively connected to Mail Express, they will appear on the Connected Clients 
page. You can disconnect a client from Mail Express on this page. Each user's computer with the 
Mail Express Client installed and the mail client open will appear in the Connected Clients list.  

To disconnect a client from Mail Express 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Monitoring, then click Connected Clients. 

 

3. In the Connected Clients list, click the client that you want to disconnect, then click 
Disconnect.  
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Uninstalling or Moving Mail Express Server 

During the installation process, the installer configures a named instance of SQL Server Express 
to create a database called "Mail Express." The Mail Express database files, MailExpress.mdf 
and MailExpress_Log.ldf are created in C:\ Program Files\ Microsoft SQL 
Server\ MSSQL.1\ MSSQL\ Data. When you uninstall Mail Express Server, these database files 
are NOT removed. The uninstaller removes only the SQL Server 2005 Express Edition that the 
Mail Express installer deployed. The data is not purged in case you want to use it for other 
reasons (move to another computer, review it at some later date, etc.). 

The Mail Express uninstaller renames the Mail Express database files during the uninstallation 
process to MailExpress.mdf.bak and MailExpress_Log.ldf.bak. Renaming the files allows you 
to, if desired, reinstall Mail Express Server on the same computer while keeping the older 
data/log files for transport and/or review. 

To uninstall Mail Express Server 

1. Open the Windows Add or Remove Programs dialog box (Start > Run > appwiz.cpl). 

2. Click GlobalSCAPE Mail Express Server, then click Remove. 

Mail Express Server is removed from the computer. 

 

Configuring Mail Express for Use with Microsoft Outlook 
The topics below describe how to configure Mail Express to work with Microsoft Outlook. 

 

Installing the Microsoft Outlook Add-In 

Mail Express can be installed as a "COM add-in" for Microsoft Outlook versions 2003 and 2007. 
Once installed, there are no user-configurable options for Mail Express within Outlook.  

Using the add-in, Outlook can perform attachment processing, which consists of moving the 
attached files to Mail Express Server and adding content to the outbound e-mail that includes a 
hyperlink to pick up those files from Mail Express Server.  

When Outlook starts and initializes the add-in, the add-in makes a Web service call to Mail 
Express Server to obtain the file attachment policies for this deployment. 

 

 Even though attachments managed by Mail Express are not processed by the SMTP server, when 
Outlook starts, the SMTP server sets the client's file size limits. If a user attempts to send an 
attachment that exceeds the limit, Outlook prompts the user that such attachments are not 
allowed, preventing the attachment from being sent to Mail Express Server.  
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The way in which Mail Express proceeds depends on the Outlook mode: 

 Online mode applies policies to the e-mail when the SEND action begins. The temporary 
user account is created, the URL injected into the message, attachments stripped off to 
a temporary folder, uploads begin to Mail Express Server, and the (altered) e-mail is sent 
in the normal send mode. There is a possibility that the recipient will open the e-mail 
and click the link BEFORE the attachments have finished uploading (in the case of very 
large file attachments). When this occurs, the connecting user is presented with a 
ϦtƭŜŀǎŜ ǿŀƛǘΧ ŦƛƭŜǎ ŀǊŜ ǎǘƛƭƭ ōŜƛƴƎ ǳǇƭƻŀŘŜŘϦ ƳŜǎǎŀƎŜ ƻƴ ǘƘŜ ²Ŝō CƛƭŜ tƛŎƪǳǇ ǇŀƎŜΦ 

 In Offline and Cached modes, the e-mail message is saved to a local temporary folder 
along with all file attachments and any transaction information that was obtained from 
Mail Express Server. The next time Outlook starts, the add-in initialization sequence 
scans for these files in the local temporary folder and begins the upload process to 
resume the transaction.  

If any errors occur in communication between Mail Express Server and Outlook, a message is 
displayed in Outlook. A communication error can be caused by the firewall blocking access to 
the Server or the IP address of the listener is not set correctly. For example, you may need to 
change the IP listener address on Mail Express Server to include each of your subnets. 

When you install the GlobalSCAPE Mail Express Outlook add-in, two DLL files are installed in 
C:\ Program Files\ GlobalSCAPE\ Outlook AddIn 1.0 and the add-in is enabled in Outlook. 

The procedure below describes how to deploy the add-in at each end user's desktop or across 
the enterprise to all end users (or groups of users). An Add-in installation script is provided on 
the Quick Start page. The script contains a reference to the add-in installer, 
GlobalSCAPEOutlookAddIn.msi, and the secret key required to connect to Mail Express Server.  

To install the GlobalSCAPE Mail Express Outlook add-in 

1. Copy or download the add-in installation script from the Quick Start page. (To avoid 
introducing errors, you should download the file, if possible.) 

2. Save the script and the msi files in the same directory, or ensure that the script can 
access the installer.  

 The command line parameters in the .bat file are imperative for the proper 
operation of the Outlook Add-in. 

3. Do one of the following: 

 Execute the script at each user's desktop. 

 Deploy the add-in across the enterprise using an application such as Microsoft 
Group Policy Management Console (GPMC) or System Center Configuration 
Manager 2007. 

4. The Add-In is installed and ready for use. 

 

http://www.microsoft.com/windowsserver2003/gpmc/default.mspx
http://www.microsoft.com/windowsserver2003/gpmc/default.mspx
http://www.microsoft.com/systemcenter/configurationmanager/en/us/default.aspx
http://www.microsoft.com/systemcenter/configurationmanager/en/us/default.aspx
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Viewing Outlook Add-Ins 

The procedures below describe how to view the installed add-ins on the end-users' desktops. 

To view Outlook add-ins 

In Microsoft 2003 

1. Open Outlook. 

2. On the Tools menu, click Options, and then click the Other tab. 

3. Click Advanced Options, and then click COM Add-Ins.  

 

The Mail Express Client is listed as GlobalSCAPE Outlook Addin. Click its name in the list 
to view its location. 

In Microsoft 2007 

1. Open Outlook. 

2. Click Tools > Trust Center. The Trust Center appears. 

3. In the left pane, click Add-ins. A list of installed add-ins appears.   
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4. The Mail Express Client is listed as GlobalSCAPE Mail Express Outlook Addin. Click its 
name in the list to view its location and description.  

Preventing Outlook from Blocking Attachments 

If Microsoft Outlook connects to an Exchange Server, it inherits the Exchange rules when it 
opens on the user's desktop. Because of this, some users might not be able to attach large files 
to their Outlook e-mails, even though the Mail Express add-in has been installed. In this case, 
GlobalSCAPE suggests using the virtual SMTP server settings on your Exchange server so that 
Exchange does not send attachment limits to Outlook and large mail attachments are accepted. 

For more information regarding configuring Mail Express to manage Outlook attachments, 
review Administering Mail Express or contact GlobalSCAPE Customer Support. 

Disabling the Outlook Add-In 

The procedures below describe how to disable the Outlook Add-In.  

To disable the Outlook add-in 

In Microsoft 2003 

1. Open Outlook. 

2. On the Tools menu, click Options, and then click the Other tab. 

3. Click Advanced Options, and then click COM Add-Ins.  

4. Clear the check box next to the Add-in. 
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In Microsoft 2007 

1. Open Outlook. 

2. Click Tools > Trust Center. The Trust Center appears. 

3. In the left pane, click Add-ins. A list of installed add-ins appears.   

4. At the bottom of the dialog box, click Go. 

 

5. Clear the check box next to GlobalSCAPE Mail Express Outlook Add-In, then click OK. 

 

Uninstalling the Outlook Add-In 

You can remove the Outlook Add-In in the Windows Add or Remove Programs dialog box. 
Alternately, you can disable the Outlook Add-In if you only want to make it unavailable 
temporarily. 

To uninstall the Outlook Add-In 

1. Open the Windows Add or Remove Programs dialog box (Start > Run > appwiz.cpl). 

2. Click GlobalSCAPE Mail Express Outlook Add-In, then click Remove. 

The Outlook Add-In is removed from the computer. 

Preventing End -Users from Removing the Add -in  

If you want to prevent users from removing the Mail Express Outlook Add-In from their 
workstations (effectively forcing all users to go through the Mail Express system), then you 
must turn off write access to the following registry key: 

HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft\ Office\ Outlook\ Addins\ GlobalSCAPEOutlook
Addin.OutlookAddInObj 

By disabling WRITE access to this registry key, users can still go to the Trust Center to view add-
ins, but any attempt to add, remove, or disable add-ins will fail and present an error message to 
the end user. 
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Auditing 
The topics below provide the procedures for viewing Mail Express auditing information. 

 

Mail Express Server Auditing 

Mail Express Server audits several aspects of the file transfer process. You can view the data on 
the System Monitoring page of the Mail Express Web administration page. Timestamps are 
stored and displayed in UTC format. 

 The main Auditing page allows you to search for all transfers for a specific e-mail 
address.  

 The Connected Clients area lists all clients that are currently connected to Mail Express. 
Click a client in the list to view its information. 

 The Active Transfers area lists all transfers for a selected client that are on Mail Express 
Server and not yet expired. Click in the Actions column to deactivate or remove the file 
from the Server. 

 The All Transfers area lists all transfers for a selected client that are expired or still active 
on Mail Express Server during a specified date range. Specify the From and To dates to 
view data for a specific period.  

 

Viewing Details of Connecting Clients and Transfers 

The main Auditing page allows you to search for all transfers for a specific e-mail address.  

To view information about connecting clients and transfers 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Monitoring, then click Auditing. 

 

3. The main page lists a search box so that can filter results by user. The search is case 
sensitive. Type the user's e-mail address, then click Filter. 
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4. The search results show the date and time (in UTC format) when the attachment was 
delivered, who the recipient was, what the files were, the date and time the attachment 
is to expire, and whether it is Active or Expired. In the Actions column, you can click the 
icon for more details. 

 

Proof of Receipt 

The sender of a Mail Express-managed attachment receives an e-mail when the recipient 
downloads the attachment. After a recipient downloads a file from the download page, Mail 
Express Server sends the sender an e-mail notification, informing the sender of the name of the 
file that was downloaded and the IP address of the computer that accessed the download page. 

 
  

You can view the details of a transfer on the All Transfers page of the Mail Express Server Web 
administration interface. The Package Files table displays the file name, size, and date that the 
file was downloaded, as well as the IP address that downloaded the file. Refer to Viewing 
Details of All Transfers more information. 

 

Viewing Details of Active Transfers 

When clients are actively transferring files using Mail Express, you can view the details of the 
transfer on the Active Transfers page. Timestamps are stored and displayed in UTC format.  
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To view active transfers 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Monitoring, then click Active Transfers. 

 

3. The Active Transfers page displays the date and time the transfer started, the recipient's 
address, and the files that are being transferred. 

4. If no records are found, a message appears. 

5. If you are using the demo version, a message appears with a link from which you can 
purchase the full version. 

 

Viewing Details of All Transfers 

When clients are actively transferring files using Mail Express, you can view the details of the 
transfer on the Active Transfers page. Each e-mail has exactly one package that contains all of 
the attachments of the e-mail. 

To view transfers 

1. Open a Web browser and access the Mail Express Web administration interface. 

2. Click System Monitoring, then click All Transfers. 




























