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 Overview of scConnect 
scConnect is an on-premises, enterprise-grade "box" alternative for enterprise file sharing and access, 
offering consumer-grade usability, but with the security controls that IT demands. 

With scConnect, employees can access to their work files from any device. By installing the scConnect 
agent on the employee's desktop, you can make an unlimited amount of data available from anywhere. 
Employees can access their work files from home or the road using a web browser or mobile device. 
Employees have the ability to share their work files with other scConnect authorized users. You can have 
multiple installations of scConnect on your various computers, allowing you to get your files on any of 
them whenever you need the file. The scConnect service runs in the background of each computer, and 
provides an interface accessible from the system tray icon. 

• scConnect Govern—scConnect Govern is the administration interface in which you configure 
scConnect user accounts, access permissions, and sharing permissions. 

• scConnect web client—The scConnect web client allows you to access your files that are on 
each of your devices and create links to other devices. You have to log in to the client each time 
you use it—for security reasons, it times out after 10 minutes of inactivity. The web client is 
supported across all major browsers. Using a browser, you can drag and drop to upload files from 
anywhere so you’ll have them at work, or securely download any file that you need from out in the 
world to your device at the click of a button. 

• scConnect uses a service on the desktop to connect to your other devices. If the Connect 
service is not installed or is not running on the device, you cannot access your files 
remotely through the web client. However, you can still access other devices and files 
that are shared with you, if the service is running on those devices. 

• scConnect mobile client—The mobile application is installed on each of your mobile devices, 
allowing you to access and share files on other devices to which you are connected. Data is 
encrypted at rest on mobile devices for added security. By default, you will automatically be 
logged out after 7 days. This timeout is configurable by the administrator. Mobile support is 
provided for both Android and iOS with all of the access that you get from the web client, 
reinvented for easy use on your mobile devices.  

Unlike cloud-based sharing solutions, scConnect provides all the security of an organization’s existing 
network, while additionally maintaining control over a user’s capabilities within scConnect. The 
administrator has full control of what can be accessed and shared, whether that is a designated folder on 
an employee’s desktop, or a designated file server. Administrators have a complete audit trail, ensuring 
compliance with industry, government, and regulatory standards. 

scConnect security features include: 

• Integrates with your existing authentication systems (Active Directory for the first release) while 
offering full 2FA support (multifactor authentication such as RSA keys) 

• Hosted on premises, so you maintain control of the solution deployment  

• Accessible files are kept on their secure devices, and do not exist on an external server (unlike 
Google Drive, Dropbox, OneDrive, Box, or other cloud-based solutions) 

• Disable/enable users, groups, or devices at the flip of a switch—immediately locking out access 

• Versatile sharing settings allow you to control who can share what with whom 

• Granular policy settings enable you to manage the spread of your content footprint and access 
footprint 

• Every user action is filtered through your security, making sure users are always seeing the 
current policy 

• Enterprise Mobility Management (EMM) concerns dictate mobile policy 

7 
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Refer to the scConnect Client help for details of using the web mobile clients, and the scConnect service. 

 

 What's New? 
This topic lists the changes made to scConnect. 

v1.1 

• Added licensing information, including Seat Count to Settings page of scConnect Govern 

• Added ability for admin to change ownership of a link 

• Added various performance enhancements for improved browsing 

v1.0 

• This is the initial release of scConnect. 
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 Installation 

Prerequisites for Server Components 
The following are the prerequisites that should be met before installing the scConnect server 
components. 

• Windows Server 2012—scConnect server components are designed to run on Windows Server 
2012 R2. 

• DNS (Internal)—Before installation, give some thought to the domain names you’ll want the two 
scConnect websites (scConnect and scConnect Govern) to use. (Examples: 
scconnect.companyname.com and scgovern.companyname.com.) Your enterprise’s internal DNS 
servers must be correctly configured to route these names to the server on which the sites will be 
hosted prior to installation. 

• Firewall (Internal)—Make sure port 443 on the server is open to your internal network. 
Optionally, port 80 may also be opened; however, unsecure requests that come in to the 
scConnect websites will be redirected to the secure version. 

• IIS—Internet Information Server must be installed. If it is not already installed on the server where 
scConnect server components are to be installed, it can be added via Server Manager, as 
described below: 

1. Open Server Manager, click Manage, then click Add Roles and Features. 

2. On the Server Roles page of the wizard, select the Web Server (IIS) check box, and 
then click Add Features on the Prerequisites screen. 

3. Click Next until the Web Server Role (IIS) / Role Services page appears. Keep all 
default options, and add Application Development / ASP.NET 4.5 and any 
prerequisites it requires. 

• IIS—Internet Information Server must be installed. If it is not already installed on the server where 
scConnect server components are to be installed, it can be added via Server Manager, as 
described below: 

1. Open Server Manager, click Manage, then click Add Roles and Features. 

2. On the Server Roles page of the wizard, select the Web Server (IIS) check box. 

3. Keep all default options, and add Application Development / ASP.NET 4.5 and any 
prerequisites it requires. 

9 
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4. Click Next, then click Install. 

• IIS - URL Rewrite Module—scConnect requires the IIS URL Rewrite module.  If not already 
installed, download and install it from this link: http://www.iis.net/downloads/microsoft/url-
rewrite#additionalDownloads. 

• IIS - Certificate Import—scConnect and scConnect Govern require HTTPS. This means two 
SSL certificates will have to be installed into IIS prior to installing scConnect Server 
Components. The names on these certificates ("Issued To") must match the hostnames used for 
the site. The "Issued To" value may also match the site name using wildcards (example: a single 
cert for *.companyname.com would work for both sites at scconnect.companyname.com and 
scgovern.companyname.com). 

To add certificates to the Trusted Root Certification Authorities store for a local computer 

1. Click Start, click Start Search, type mmc, and then press ENTER. 

2. On the File menu, click Add/Remove Snap-in. 

3. Under Available snap-ins, click Certificates, and then click Add. 

4. Under This snap-in will always manage certificates for, click Computer account, and 
then click Next. 

5. Click Local computer, and click Finish. 

6. Click OK. 

7. In the console tree, double-click Certificates. 

8. Right-click the Trusted Root Certification Authorities store. and then click Import. 

9. Follow the steps in the Certificate Import Wizard. 

10 
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To import the certificate 

1. In IIS Manager, in the left Connections pane, click the name of your server.  

2. In the middle section of the screen, double-click the Server Certificates icon.  The 
Server Certificates pane appears.  

3. On the right, in the Actions pane, several options are available for adding a certificate, 
ranging from importing an existing certificate, to creating a certificate request that can be 
sent to a certificate authority, to creating a self-signed certificate (not recommended). 

• IIS - Bindings—The scConnect Server Components installer will create IIS websites 
automatically and then prompt the installing user to use IIS Manager to establish HTTPS bindings 
for those sites. The installer will pause while the bindings are manually created.  Be prepared to 
create them during installation. While scConnect and scConnect Govern require HTTPS, if 
desired HTTP (unsecure) bindings may also be created. Any request sent to them will be 
redirected to the HTTPS (secure) binding. 

• IIS - URL Rewrite Module—scConnect requires the IIS URL Rewrite module.  If not already 
installed, download and install it from this link: http://www.iis.net/downloads/microsoft/url-
rewrite#additionalDownloads. 

• SQL Server 2012 or newer with Mixed-Mode Authentication—Server does not need to be 
running on the same server as IIS, but it must have mixed-mode authentication enabled. 

• SQL Server authentication account—The scConnect server components installer requires a 
SQL Server authentication account (username and password) with sufficient privileges for 
creating databases. 

• SMTP server—To send email notifications when files are shared, the installer will require the 
hostname, port, username, and password for an SMTP server. 

Prerequisites for Desktop Components 
The following are the prerequisites that should be met before installing the scConnect desktop 
components. 

• Windows 7 or later—scConnect desktop components are designed to run on Windows 7 or 
newer. 

• Microsoft .NET Framework 4.5—Before installing scConnect desktop components, please be 
sure the computer has Microsoft .NET Framework 4.5 installed. For Windows 7, .NET can be 
downloaded from Microsoft’s website, http://www.microsoft.com/en-
us/download/details.aspx?id=30653. It is already included in Windows 8. 

Suggested Settings for Server Components 
The following settings are not prerequisites and installation will succeed without them, but they are 
suggested settings that may be set after (or before) installation. 

• DNS (External)—Your enterprise’s external DNS servers should be configured to point the 
domain names you’ve chosen for the sites to the server on which they’re hosted. 

• Firewall (External)—In order for users to access files outside of your network, or to share with 
users outside of your company, make sure port 443 on the server is open to your external 
network.  Optionally, port 80 may also be opened, however unsecure requests that come in to the 
scConnect websites will be redirected to the secure version. 
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• Suggested Active Directory domain controller server optimization—Because scConnect 
relies so heavily on Active Directory to validate user credentials and to report and verify Group 
memberships, Active Directory can become a performance bottleneck in your system.  While 
logged in to your domain controller, follow the steps below, from the Microsoft support document 
at https://support.microsoft.com/kb/315071?wa=wsignin1.0, to increase the number of threads 
your domain controller uses for LDAP requests.   

1. Run the command-line utility:  
ntdsutil 

2. At the Ntdsutil.exe command prompt, type  
LDAP policies 

3. Press ENTER. 

4. At the LDAP policy command prompt, type  
connections 

5. Press ENTER 

6. At the server connection command prompt, type  
connect to server [DNS name of server] 

7. Press ENTER. You want to connect to the server that your are currently working with. 

8. At the server connection command prompt, type  
q 

9. Press ENTER to return to the previous menu. 

10. At the LDAP policy command prompt, type  
Show Values 

11. Press ENTER. 

12. At the LDAP policy command prompt, type  
Set [setting] to [variable] 

13. Press ENTER. (For example, type Set MaxPoolThreads to 8.) 

14. You can use the Show Values command to verify your changes. 

15. To save the changes, type: 
Commit Changes 

16. Press ENTER. 

17. When you finish, type q and then press ENTER. 

18. To quit Ntdsutil.exe, at the command prompt, type q, and then press ENTER. 
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scConnect Server Installation 
scConnect includes an installer wizard to help you through the installation process. After you've obtained 
the EXE file, copy the file to the computer on which you want to administer scConnect, then following the 
procedure below.  

Before beginning installation, refer to Prerequisites for Server Components.  

• The scConnect installer will not begin until you have installed the IIS URL Rewrite module.  

• During the installation process, you will need a trusted (CA signed) certificate for SSL. (You will 
create the scConnect and scConnect Govern websites during installation and then will need to 
bind the trusted (CA signed) certificate for SSL to the websites.) 

• Be prepared to provide the database server name, SA-level account (must have CREATE 
DATABASE permission), and password during the installation process. 

To install scConnect 

1. Double-click the scConnect installer icon to start the installer wizard. The wizard will determine 
whether the prerequisite applications have been installed before continuing. If the prerequisite 
check passes, the Welcome to scConnect Setup page of the wizard appears. 

 
2. Click Next. The License Agreement appears. 
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3. Click I Agree. The Choose Components page appears. 
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4. Click Next. The IIS Configuration page appears. 

 
5. Under scConnect, click Browse to specify the path for installation. 

6. Specify the Website Hostname and Port for scConnect. This is the website and port to which 
users will connect from their desktops and web browsers. 

7. Under scConnect Govern,  click Browse to specify the path for installation. 

8. Specify the Website Hostname and Port for scConnect Govern. This is the website and port to 
which administrators will connect to administer scConnect. 

9. Click Next. The websites are created and the following message appears. 
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10. The installation cannot continue until you have configured both of the websites that were just 

created to use SSL, and bind them to a trusted (CA signed) certificate.  

a. Launch the Server Manager. 

b. From Tools, select Internet Information Services (IIS) Manager. 

c. In the Connections panel on the left, click the server name for which you want to 
generate the CSR. 

d. In the middle panel, scroll to the bottom, and then double-click Server Certificates. 

e. In the Actions panel on the right, click Complete Certificate Request. 

f. Do the following to install the certificate, and then click OK:  

 File name containing the certificate authority's response—Click, locate the 
.crt file on your computer, and then click Open. 

 Friendly name—Enter a unique name to identify the SSL certificate. For 
wildcard SSL certificates, make sure your friendly name matches your common 
name (such as *.coolexample.com). 

 Select a certificate store for the new certificate—Select Personal. 

g. In the Connections panel on the left, select the name of the server on which you 
installed the certificate. 

h. Click + to expand Sites, and then select the site you want to secure with the SSL 
certificate. (This process is called binding.) 

i. In the Actions panel on the right, click Bindings. 

j. Click Add. 
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k. Do the following to configure the settings, and then click OK:  

Field What to do... 
Type Select https. 

IP address Select All Unassigned, or select the IP address of the site. 

Port The port changes to 443 when you select https. 
SSL Certificate Select the SSL certificate you just installed. 

l. In the Actions panel on the right, click Restart to complete the installation process. 

m. Visit your website at https://myscConnect.mysompany.com (replacing with your domain 
name) to verify the installation.  

11.  In the scConnect Setup message box, click OK. The Database Configuration page appears. 

 
12. Provide the Database server name (e.g., WIN-KST875BEBNP\SQLSERVER), SA-level 

account name (e.g., mysqlServer1), and Password for scConnect to connect and create its 
database. The sa-level account used must have CREATE DATABASE permission. 

13. Click Next. The Account Creation page appears. 

17 
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14. Create an Admin Username and Password to be used to login in to scConnect Govern. 

15. Click Install. scConnect is installed. 

 

End User License Agreement 
scConnect has separate EULAs for the Connector and Server, Android, and iOS. Click the links below to 
view each EULA. Right-click the EULA to save a copy. 

• scConnect Connector and Server EULA 

• scConnect Android EULA 

• scConnect iOS EULA 
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Licensing 
scConnect provides a perpetual license. There is no monthly fee and no cost for bandwidth usage.  

scConnect version 1.1 and later includes a 30-day trial during which it has full functionality for your 
evaluation. At the end of the trial, if you attempt to log in to administer scConnect, the "Trial has expired" 
message appears. (When users attempt to log in when scConnect is in an expired state, they are 
redirected to the log in screen. There is no indication to end users that the product has expired. They will 
need to contact the administrator.) 

 
To register your scConnect  license 

1. To request a serial number, visit http://www.globalscape.com/request-free-trial or call 
1.800.290.5054. 

2. Paste or type the serial number in the box, then click Register. 

3. The Settings page displays the Licensing information, including the Seat Count. 

 
4. If you were to purchase a new license with more seats, the Seat Count would update accordingly 

after you enter the new serial number and click Save. 
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 Configuration 

Log In to Govern 
The Govern is a browser-based administration interface. When you installed Govern, you defined the host 
name/Web address for accessing Govern (e.g., govern.mycompany.com). 

To log in to Govern 

1. Open a web browser and browse to the URL that was defined for Govern during installation. The 
login page appears. 

 
2. Provide your username, password, and token, then click Sign in.  

• If you have forgotten your password, click the Forgot your password link to have it reset. 

• If you need access to Govern, click Sign up to request an account. 

3. To log out of Govern, click the user icon in the upper right corner, then click Log Out. 
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scConnect Setup 
After installing scConnect, go to the Settings page to configure or edit the connection information for the 
LDAP server, SMTP server, and optional RADIUS server. 

To complete setup 

1. Launch scConnect Govern and login using the administrator account created during installation. 

 
2. Navigate to the Settings page.  

 
3. Provide the connection details for your LDAP Server, optional RADIUS server, and SMTP server. 

4. Security permissions are always up-to-date for existing scConnect users and groups. However, 
new users and groups do not sync to become scConnect users until run manually with the “Sync 
Users” option under the LDAP server settings. Once synced, the system’s cached user list will 
need to update before users can sign in, which may take several minutes depending on your 
caching settings. 

5. Selecting the Use RADIUS Two Factor Authentication check box will require your users to 
enter an access token when signing in via the web or mobile clients. 

22 



Configuration 

scConnect Server Connector 
scConnect offers settings for administrators so that the Connector can be used to distribute content to a 
large number of users. Administrators can browse to external server locations, and have settings that 
filter all access through the ACL permissions of the person who is accessing the link (instead of borrowing 
the owner’s access). 

 
To browse to new UNC paths 

The scConnect Connector service runs under the Local System account by default. 

• Change the scConnect Connector service to run under a service account with appropriate 
access. 
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Server Settings 
On the settings page, you specify the location and credentials of the LDAP server, SMTP server, and 
RADIUS server for two-factor authentication. 

To view or edit settings 

1. Login to Govern. 

2. Click the Settings (gear)  icon in the upper right corner. The Settings page appears. 

3. View or edit the LDAP Server settings, SMTP Server settings, and RADIUS Server settings. 
Changes are saved automatically. 

 
These settings will be configured at installation. If you need to change the settings, provide the updated 
information, then click Save.  

For changing the license information, refer to Licensing.
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 Administration 

scConnect Govern 
The administration interface, also known as Govern, is used to enable and administer user accounts to 
access scConnect and view logs of activities. When you first log in to Govern, the Summary page 
appears. Only domain administrator accounts from your LDAP server and the account created during 
installation are treated as scConnect administrators. 

The menu at the top of each page provides access to the Summary page (shown above), the Users 
page, Groups page, Devices page, and Links page. 

 
  

• The Summary page gives you a snapshot of the status in your system with helpful informational 
graphics and detailed audit logging. 

 
• The data field on the summary page displays information that can be used for 

troubleshooting and to point out possible issues, such as users transferring large 
amounts of data in a short time.  

• The Audit Log displays logs of user activity. 
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• The Users page lists LDAP and guest email users in your system. 
 

 
• The Groups page lists LDAP groups in your system. 
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scConnect Govern 

• The Devices page lists any available device that has the Connector installed on it. 
 

 
• The Links page lists all personal and shared links in your entire scConnect deployment. 
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• The Settings page controls deployment-wide configuration settings. 
 

 
  

Profile pages for individual Users, Groups, Devices, and Links allow you to control granular permissions 
and associations within your system. A user can only access the Devices and Links that you allow, and 
share with the users and Groups that you permit. scConnect uses the same permission model as Active 
Directory.  

In scConnect, use the toggles to Allow, Block, or Not Set permissions: 

 
• Allow permissions are cumulative across users and groups. 

• Block trumps across the board. 

• Not Set grants no permissions and defers to clearances given through other identities. 
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Summary 
This section provides instructions for using the Summary page, which is the home page of the 
administration interface for scConnect. 

• Data Visualization 

• Display or Hide Charts and Graphs 

• The Audit Log 

Data Visualization 
The data visualization section of the Summary page displays charts of scConnect user activity.  

 
The data field on the summary page displays information that can be used for troubleshooting and to 
point out possible issues, such as users transferring large amounts of data in a short time. The data 
displayed includes: 

o user sessions over time 

o online devices over time 

o most user logins 

o most user transfers 

o most file downloads 

To view a larger version of a chart or graph 

1. Click the expansion icon in the top right corner of the chart. The larger view will open in a floating 
pane. 

2. In the upper right corner of the pane, click the X to close it. 
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Display or Hide Charts and Graphs 
In the upper left corner of the Summary page is a small menu icon that when clicked opens a sub menu: 

 
On the sub menu, you can select or clear the applicable check box to display or hide components of the 
Summary page.  

• Data Visualizations - Display or hide charts or graphs depicting activity in scConnect. 

• Audit Log - Specify which details of the Audit log you want to display 

The Audit Log 
On the Summary page, the Audit Log provides an easy-to-read display of scConnect activities for 
troubleshooting and auditing. You can sort the display by any column, define a custom filter, or search the 
log for a specific string (e.g., user, auth, LDAP). 

 
o To sort the log, click the column header of the column that you want to sort by.  

o To specify the number of records to display at once, click the number in the bottom left corner 
(Display 3  5  10  20 of records). 

o To display only logs related to a particular text string, type a text string in the Search box to 
display only logs related to that string. For example, type auth to display only logs with "auth" in 
the Description column. 
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To filter the display 

1. Click the funnel icon next to the Search box. The Filter pane appears. 

 
2. Click Add Filter, then click an item to filter on in the drop-down list.  

o For example, to filter on Date/Time, click Datetime in the drop-down list, then specify a 
start and end time for records to display. For example, you can display only records from 
the January 1 to January 31. 

3. Click Clear All Fields to clear the filter. 

Users 
This section provides instructions for administering user accounts in scConnect. 

• View User Activity 

• Enable or Disable User Access 

• Enable or Disable a User's Ability to Add New Devices 

• Enable or Disable a User's Ability to Add New Links 

• Enable or Disable a User's Ability to Share Externally 

• View a User's Group Membership 
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View User Activity 
The Users page list each of the user accounts that can be enabled in Govern, whether the account is 
enabled or not, its authentication provider, last activity, Active Directory group memberships, connected 
devices, and links.  

• You can sort each column by clicking on the column header.  

• You search for a user by typing the account name in the search box. Instant search is supported; 
that is, as you type letters, the search results are displayed. 

 

Enable or Disable User Access 
You can enable or disable user access on the Users page. 

To enable or disable access 

1. Log in to Govern. 

2. Click Users. The Users page appears. 

3. In the User column, click the linked name of the user account that you want to enable or disable. 
The Profile pane appears for that user account. 
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4. On the General tab, click the Can Access Account toggle to enable or disable access.  

5. The change is saved automatically; if you made the change by accident, click the toggle again to 
go back to the previous setting. Close the pane by clicking the X in the upper right corner. 

Enable or Disable a User's Ability to Add New Devices 
You can enable or disable a user's ability to add new devices on the Users page. 

To enable or disable user's ability to add new devices 

1. Log in to Govern. 

2. Click Users. The Users page appears. 

3. In the User column, click the linked name of the user account that you want to enable or disable. 
The Profile pane appears. 
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4. On the General tab, click the Can Add New Devices toggle to enable or disable the user's ability 

to add new devices. 

5. The change is saved automatically; if you made the change by accident, click the toggle again to 
go back to the previous setting. Close the pane by clicking the X in the upper right corner. 

Enable or Disable a User's Ability to Add New Links 
You can enable or disable a user's ability to add new links on the Users page. 

To enable or disable a user's ability to add new links 

1. Log in to Govern. 

2. Click Users. The Users page appears. 

3. In the User column, click the linked name of the user account that you want to enable or disable. 
The Profile pane appears. 
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4. On the General tab, click the Can Add New Links toggle to enable or disable the user's ability to 

add new devices.  

5. The change is saved automatically; if you made the change by accident, click the toggle again to 
go back to the previous setting. Close the pane by clicking the X in the upper right corner. 

Enable or Disable a User's Ability to Share Externally 
You can enable or disable a user's ability to share externally on the Users page. 

To enable or disable user's ability to share externally 

1. Log in to Govern. 

2. Click Users. The Users page appears. 

3. In the User column, click the linked name of the user account that you want to enable or disable. 
The Profile pane appears. 
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4. On the General tab, click the Can Share Externally toggle to enable or disable the user's ability 

to add new devices.  

5. The change is saved automatically; if you made the change by accident, click the toggle again to 
go back to the previous setting. Close the pane by clicking the X in the upper right corner. 

View a User's Group Membership 
You view which Groups to which a user belongs on the user's Groups tab. 

To view a user's Group affiliation 

1. Log in to Govern. 

2. Click Users. The Users page appears. 

3. In the User column, click the linked name of the user account that you want to enable or disable. 
The user's Profile appears. 

4. Click the Groups tab. The user's Membership pane appears. 

 
5. Click the Group to view other user accounts in that Group. (Focus changes to the Groups page.) 

6. Close the pane by clicking the X in the upper right corner. 
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Groups 
This section provides instructions for administering Groups in scConnect. 

• View Group Activity 

• View User Membership of Group 

• Enable or Disable Group Access 

• Enable or Disable a Group's Ability to Add New Devices 

• Enable or Disable a Group's Ability to Add New Links 

• Enable or Disable a Group's Ability to Share Externally 

• Add or Remove Access to a Group 

View Group Activity 
The Groups page displays each of the Groups defined in Active Directory from which you can pull 
users.  You can see whether the Group is enabled or disabled, when it was last active, and which users 
are part of the Group. 

• You can sort each column by clicking on the column header.  

• You search for a Group by typing the Group name in the search box. Instant search is supported; 
that is, as you type letters, the search results are displayed. 

  

View User Membership of Group 
You can view the user membership of a Group on the Groups page. 

To view user membership of a Group 

1. Log in to Govern. 

2. Click Groups. The Groups page appears. 

3. In the Group column, click the Group that you want to view. The Profile pane appears. 

4. Click the Users tab. The user membership of the account is displayed. 
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Enable or Disable Group Access 
You can enable or disable Group access on the Group page. 

To enable or disable access 

1. Log in to Govern. 

2. Click Groups. The Groups page appears. 

3. In the Group column, click the Group that you want to enable or disable. The Profile pane 
appears. 
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4. On the General tab, click the Can Access Account toggle to enable or disable access.  

5. The change is saved automatically; if you made the change by accident, click the toggle again to 
go back to the previous setting. Close the pane by clicking the X in the upper right corner. 

Enable or Disable a Group's Ability to Add New Devices 
You can enable or disable a Group's ability to add new devices. 

To enable or disable ability to add new devices 

1. Log in to Govern. 

2. Click Groups. The Groups page appears. 

3. In the Group column, click the Group that you want to enable or disable. The Profile pane 
appears. 
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4. On the General tab, click the Can Add New Devices toggle to enable or disable access.  

5. The change is saved automatically; if you made the change by accident, click the toggle again to 
go back to the previous setting. Close the pane by clicking the X in the upper right corner. 

Enable or Disable a Group's Ability to Add New Links 
You can enable or disable a Group's ability to add new links. 

To enable or disable ability to add new links 

1. Log in to Govern. 

2. Click Groups. The Groups page appears. 

3. In the Group column, click the Group that you want to enable or disable. The Profile pane 
appears. 
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4. On the General tab, click the Can Add New Links toggle to enable or disable access.  

5. The change is saved automatically; if you made the change by accident, click the toggle again to 
go back to the previous setting. Close the pane by clicking the X in the upper right corner. 

Enable or Disable a Group's Ability to Share Externally 
You can enable or disable a Group's ability to share externally. 

To enable or disable ability to share externally 

1. Log in to Govern. 

2. Click Groups. The Groups page appears. 

3. In the Group column, click the Group that you want to enable or disable. The Profile pane 
appears. 
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4. On the General tab, click the Can Share Externally toggle to enable or disable access.  

5. The change is saved automatically; if you made the change by accident, click the toggle again to 
go back to the previous setting. Close the pane by clicking the X in the upper right corner. 

Add or Remove Access to a Group 
You can add or remove access to a Group on the Groups pane. 

To add or remove access 

1. Log in to Govern. 

2. Click Groups. The Groups page appears. 

3. In the Group column, click the Group that you want to edit. The Profile pane appears. 

4. Click the Sharing tab. The Users and Groups in that Group appear.  

5. To remove a user, click the username. 

6. To add a user, click Add User. 
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To add user access to a Group 

o Click one or more users in the list. Each name is a toggle: click a name to select it; click it 
again to clear it. 

o Type user names in the Search box to find them in the list.  

o Click Select All to add all users to the group. 

7. To add a group, click Add Group. 
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To add a group 

o Click one or more users in the list. Each name is a toggle: click a name to select it; click it 
again to clear it. 

o Type user names in the Search Users box to find them in the list.  

o Click Select All to add all users to the link. 

8. The change is saved automatically; if you made the change by accident, click the toggle again to 
go back to the previous setting. Close the pane by clicking the X in the upper right corner. 
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Devices 
This section provides instructions for administering devices linked in scConnect. 

• View Device Activity 

• Enable or Disable Device Access 

• View, Add, or Remove Access to a Device 

• View, Add, or Remove Links to a Device 

View Device Activity 
The Devices Page displays each of the devices that have been connected to Govern, whether it is 
enabled or not, what its IP address is, when it last connected, which users can access the device, and 
how many links are defined on the device.  

• You can sort each column by clicking on the column header.  

• You search for a device by typing the device name or IP address in the search box. Instant 
search is supported; that is, as you type letters, the search results are displayed. 

 

Enable or Disable Device Access 
You can enable or disable device access on the Devices page. If a user adds a device, but you do not 
want that device to be accesses via Connect, you can disable its account access. 

To enable or disable access 

1. Log in to Govern. 

2. Click Devices. The Devices page appears. 

3. In the Device column, click the device  that you want to enable or disable. The Profile pane for 
the device appears. 
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The General tab displays the device name and its network name. 

4. Click the Can Access Account toggle to enable or disable access. 

5. The change is saved automatically; if you made the change by accident, click the toggle again to 
go back to the previous setting. Close the pane by clicking the X in the upper right corner. 

View, Add, or Remove Access to a Device 
On a device's Profile page, you can view which users have access to a device, add additional users, or 
remove certain users.  

To edit device access 

1. Log in to Govern. 

2. Click Devices. The Devices page appears. 

3. In the Device column, click the device that you want to enable or disable. The Profile pane for 
the device appears. 

4. Click the Users tab. The Users tab displays which user account can access the device. 
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5. To remove a user's access to the device, click the user name. The user account will no longer 

have access to the device. 

6. To add user access to the device, click Add Users. The Add Users pane appears. 
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To add user access to the device 

o Click one or more users in the list. Each name is a toggle: click a name to select it; click it 
again to clear it. 

o Type user names in the Search Users box to find them in the list.  

o Click Select All to add all users to the device. 

7. The change is saved automatically; if you made the change by accident, click the toggle again to 
go back to the previous setting. Close the pane by clicking the X in the upper right corner. 

View, Add, or Remove Links to a Device 
On a device's Profile page, you can view links that users have defined on the device, add a link to the 
device, or remove certain links from the device.  

To edit device access 

1. Log in to Govern. 

2. Click Devices. The Devices page appears. 

3. In the Device column, click the device that you want to enable or disable. The Profile pane for 
the device appears. 

4. Click the Links tab. The Links tab displays the link path, the owner, and the Friendly Name of the 
link. 
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5. To remove a link from the device, click the trash can icon. The user account will no longer have 

access to the device via that link. 

6. To add links to the device, click Add Links. The Add Links pane appears. 
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To add links to the device 

o In the Friendly Name box, provide a name for the device link. 

o IN the Path box, provide a path to the link. 

o Click one or more users in the list. Each name is a toggle: click a name to select it; click it 
again to clear it. 

o Type link names in the Search Links box to find them in the list.  

7. Changes are saved automatically. If you removed a link by accident, you will have to re-add it. 
Close the pane by clicking the X in the upper right corner. 
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Links 
This section provides instructions for administering links in scConnect. 

• View Links 

• View Details of a Link 

• Edit a Link's Permissions 

• Add a User to a Link 

View Links 
The Links page displays each of the links that have been created, who created it, the device the link is 
on, the last activity for that link, and which user accounts can access the link. The name of the linked file 
and its full page is displayed. You can click on a link to view or change its access permissions or remove 
the link. You can also add users to the link. 

• You can sort each column by clicking on the column header.  

• You search for a link by typing the name in the search box. Instant search is supported; that is, as 
you type letters, the search results are displayed. 

 

View Details of a Link 
You can view the details of a link by clicking its name on the Links page. 

To view link details 

1. Log in to Govern. 

2. Click Links. The Links page appears. 

3. In the Link column, click the link that you want to view. The Profile pane for the link appears. 
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The General tab displays the link name, device, and IP address. 

  

Edit a Link's Permissions 
You can change the permissions of users on a link on the Links page.  

To change user permission on a link 

1. Log in to Govern. 

2. Click Links. The Links page appears. 

3. In the Link column, click the link that you want to edit. The Profile pane for the link appears. 
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4. Click the Permissions tab. The Permissions pane appears. 
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5. In the row of the user name that you want to edit, do one of the following: 

o Click the Can view or Can Edit toggles to enable or disable that permission. 

o Click the Trash can icon to remove this user from the link. 

6. The change is saved automatically; if you made the change by accident, click the toggle again to 
go back to the previous setting. If you accidentally removed a user account from the link, you will 
have to re-add it. Close the pane by clicking the X in the upper right corner. 

Add a User to a Link 
You can add a user to a link on the Links page.  

To add a user to a link 

1. Log in to Govern. 

2. Click Links. The Links page appears. 

3. In the Link column, click the link that you want to edit. The Profile pane for the link appears. 
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4. Click the Permissions tab. The Permissions pane appears. (To change permissions, refer to 
Edit a Link's Permissions.) 
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5. Click Add Guest. The Add Guests pane appears. 

 
To add user access to a link 

o Click one or more users in the list. Each name is a toggle: click a name to select it; click it 
again to clear it. 

o Type user names in the Search Users box to find them in the list.  

o Click Select All to add all users to the link. 
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6. After a user is added, they will appear in the Permissions Access table as a Guest user with only 
View permission. 

 
7. To give the guest Edit permission, click the toggle. 

8. The change is saved automatically; if you made the change by accident, click the toggle again to 
go back to the previous setting. If you accidentally removed a user account from the link, you will 
have to re-add it. Close the pane by clicking the X in the upper right corner. 

Changing a Link Owner 
scConnect v1.1 and later allows a SAN-share owner (e.g., a network administrator) to delegate ownership 
to another user, who in turn can share to external parties (e.g., a partner or vendor), including the ability 
for those external parties to upload documents into that share.  

When an administrator sets up server links and adds users to them, the default is for users to see these 
items in their Shared With Me section, since they will be added as guests. Only administrator s can set up 
SAN links so they are the only ones that own them. SAN links also have a special default so users have 
to use their own Windows permissions and don’t get to borrow the administrator permissions of the owner 
(this is what makes them different from standard links). The user cannot share content from these links 
with anyone, because they are in the Shared With Me section. And even if they could share with others, 
guests must have their own Windows permissions to reach the file effectively.  

Now the administrator can change the owner to a user so it shows up in their Devices section instead of 
Shared With Me. This means they can now share the content to whomever they like. The administrator 
can also specify whether guests on the link borrow the owner’s Windows permissions. So a user can 
share to someone outside the company and they will still be able to get to the file.  
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To change a link owner 

1. In scConnect Govern, click the Links tab.  

2. Find the link that you want to change, then click the name to open its profile. 

 
3. Click the current owner to change the owner of the link. 

4. Click the user account that you want to make the new owner, then click Change Owner. 

 
5. Enable Guests inherit owner's Windows permissions if you would like this user to be able to 

share with external parties or other internal users who may not have their own access to these 
files and folders. Anyone with whom this folder is shared will borrow the owner's permissions for 
access. 

6. If this is the first link for this user on the device, you will also need to associate the user with this 
device (or it won’t show up in their account).  

To associate the new owner with this link: 

a. Click Devices.  

b. Click the device name to open its profile. 
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c. Click the Users tab for that device. 

d. Click Add Users. 

e. Select the new owner, and then click Add. 

 
The link appears under the user's Devices tree and the new owner can share the folder and 
anything in it with anyone he wants. 
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 Clients 
This is the user guide for scConnect clients. scConnect is a file access and sharing solution, designed to 
replicate today’s cloud experience without the risk or reliability concerns of off-site storage. scConnect™ 
offers benefits that exceed many cloud file sharing services, such as: 

• A familiar interface, allowing for ease of use 

• Access to everything, from individual files and folders to full desktops and network shares, without 
requiring any data to be copied to the cloud 

• Unlimited storage space and no limits on uploaded file sizes 

• Sharing with internal users and groups, or external email addresses 

In this guide, you will learn how to use the scConnect Windows connector, scConnect web client, and 
scConnect mobile clients. 

 

Your scConnect Account 
Your scConnect administrator will set up an account for you. The username and password that you use to 
log in to scConnect will be the same Windows credentials that you use to login to your computer every 
day. The website you sign in to will have a different URL address for each deployment of scConnect. 
Your administrator can provide you with this information. 

Your administrator can chose to require a second form of authentication. If so, the Login page will have a 
Token field in addition to Password and Username. The second form of authentication could be a 
password or PIN depending on the security your administrator has set up.  

If you are having trouble signing in even though you are using the correct password, your administrator 
may still need to enable your account.  
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If scConnect has already been installed on your device, you can also launch the web client from the 
Connector interface by clicking the scConnect tray icon, and then clicking Launch Web Client. 
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Installing the scConnect Service 
The scConnect service, also known as the Connector, allows you to share files and folder from your 
desktop. You can install scConnect on any Windows computer that you want to access remotely. It’s 
possible that your administrator has already installed the connector on your computer. If scConnect is 
running on your device, you will see the scConnect icon in the system tray. If the scConnect service has 
not yet been installed, follow the procedure below. 

To install the service 

1. Log in to the web client. 

2. In the upper right corner, click Tools, then click Downloads. 

3. Next to Download Windows connector, click here. 

 
The Installer Options page appears. 

 
4. Click Next. Specify the Destination Folder, if different from the default. 
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5. Click Install. The installer will remove any previous version, then install the new version. All of 

your connections and shares will be preserved. 

When installation is complete, the scConnect icon will appear in the system tray.  

 
6. Click the icon to open the application, and then click Sign in to add this device to your account.  

 
You only have to sign in to the device this one time. The connector will automatically detect the 
Windows user that you are currently logged in as, so ensure that you have the correct user before 
proceeding.  
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If the service is stopped, open the Windows Services dialog box (Start > Run > services.msc), 
right-click scConnect, then click Start. 

 Logging In to the Web Client 
You must log in to Web each time you want to use it. 

To log in to Web 

1. Click the Connect task bar icon. The Connect dialog box appears. 

 
2. Click Launch Web Client. The Web Login page appears. 
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3. Provide your Username, Password, and Token (if configured), then click Login. 

The Web interface appears.  

After 10 minutes of inactivity, you will be logged out. 

Using scConnect™ on the Desktop 
Once signed in, you can start accessing content remotely. By default, a new folder is created in your 
Documents folder named "Remote Files," and a link is added so you can access this folder remotely.  
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To view additional options 

Click on the gear icon or right-click the system tray icon. 

 
• Remove Device will remove this device and all of its links from your scConnect account.  

• About contains information on the version of scConnect that you are running.  

• Log Files will open a text file where detailed logs of connector events are stored.  

• Settings is only available for administrative users in scConnect.  

• Help will launch a web browser to an online version of this user guide.  

• Exit will close the scConnect interface, but the scConnect service will continue to run in the 
background. If you exit the application you will need to start it again before accessing the user 
interface. 

Web Client Overview 
The scConnect web client gives you one location where you can access all of your files!  

 

Devices, Shared By Me, Shared With Me  
The three main organizational sections for your links are Devices, Shared by Me, and Shared with Me.  

• Devices lists all of the devices you own that have the connector installed.  

• Shared by Me re-lists any content you own that you have shared to other users, so you have one 
convenient place to manage your shared access.  

• Shared with Me lists the links that others have shared with you.  
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Navigation  
Use the tree on the left for an organized view of all your content.  

• Click the arrows to expand sublevels, and double click to navigate to a new level.  

• Use the central file browser to view content in your folders.  

• Click files to select them, click again to deselect. The menu options will change based on your 
selection.  

• The folder trail in the menu will tell you where you are, and can also be used to navigate by 
clicking folder titles.  

• Click the refresh icon   to update the page to make sure you are seeing the most current listing 
(content will also automatically refresh periodically). 

• Choose to browse files in list or grid view using the controls on the far right of the menu bar.  

 

Operations  
The options that are available for your current selection will show up in the menu.  

 

Upload  
Upload using the option in the menu bar  or by dragging and dropping files into your browser.  

 
Progress and status messages will appear in the upload window in the bottom right corner.  
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Download  
Download single or multiple selected files. You can begin a download by double clicking a selected file, or 
using the option in the menu bar . Files will download to your internet browsers default location. Folder 
download is not supported.  

Share  
You can share a link for single or multiple files and folders. Share with other scConnect users on your 
contact list, or external guests using an email address. When you share multiple selected items they will 
show up as separate links for other users, so in some cases, you may want to organize items into a single 
folder before sharing.  

You can give guests Can View or Can Edit access. Can View allows users to download files, but they will 
not be able to make any changes. Can Edit will allow users to alter content under the shared link, in 
addition to downloading. Block can be used any time you would like to temporarily disable access.  

Click the sharing icon  on the menu to open Sharing Settings. Here you can send invites and see any 
existing permissions on a shared link.  

 
Click Contacts to select contacts from a list -or- type names of users you want to share with into the text 
field.  
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Autocomplete options will appear as you type. 

 
Click on Add Users from List to send invitations to the users in the entry field. Guests are added with the 
permission you have selected in the drop down to the right of the entry field. An email notification will be 
sent to inform guests you’ve shared a link with them. The shared link will then be listed in Shared by Me, 
and guests will show up in the Current access section.  
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You can change or remove access permissions at any time.  

External Share  
You can also share to guests outside of your company using any email address. Simply enter email 
addresses into the entry box to send them an invitation. Email addresses you share with will be added to 
your contact list for future sharing.  

When you share to an external guest, they will receive an email notifying them you’ve shared a link using 
scConnect. The email will contain a hyperlink to access the file. The first time they login they will be asked 
to create a password to be associated with their email address. Their email and password can be used to 
access this link and any links shared to them in the future.  

Delete  
Delete single or multiple selected files using the icon  in the menu bar. This will delete the item in its 
original location, so use caution when using this feature.  

Remove File/Folder Link  
You are able to remove links that you no longer want to access using the remove link options in the menu 

. Removing will not remove the content from its original location; it will only remove your access to 
that content. Links can be removed from the web client, mobile, or connector, but for security, can only be 
added again from the connector. Be careful not to remove access to links you still need, when using this 
feature.  
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Tools  
Additional resources are available through the Tools drop down menu.  

 
• Log keeps a detailed track of actions carried out through the website.  

• Help will link to an online version of this user guide.  

• Downloads opens a menu where you can download the connector and mobile clients.  

• About section lists the version number and company copyright information.  

• Change Theme allows you to toggle between the light theme and dark themed versions of the 
user interface.  
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Adding Shares 
In the scConnect service interface, you can add folders and files that you want to share with other users 
and access from other devices. This procedure only designates which files and folders you want to share. 
Refer to Sharing Files and Folders for instructions for sharing them. 

To add shares 

1. Click the scConnect icon in the Windows Task bar. The scConnect service interface appears. 

 
2. Click Add File/Folder.  

By default, the top-level folder is your Documents folder.  

 
3. Click a folder in the tree or type a Location. If you click a folder in the tree, the folder name 

appears in the Link Name box. You can change this to a friendlier name. 

4. Click OK. The new location appears in the web interface and is now available to access on your 
other devices. 
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Sharing Files and Folders 
After you've designated which files and folders on your desktop that you want to share, you can then 
share them. When you share a file or folder with someone, you specify whether the recipient can only 
view or can both view and edit. You can also block a recipient from accessing the file or folder. 

You can later change the permissions on anything you've shared. 

To share files and folders 

1. Click the folder or file(s) that you want to share, then click the Share icon . The Sharing 
Settings dialog box appears. 

 
2. Click Contacts. The Select Contacts dialog box appears. 
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3. Click the contacts with whom you want to share the selected folder or files, then click Select. The 
contacts that you have selected appear in the Sharing Settings window. 

o To search the list of contacts, type a name in the box, then click the magnifying glass 
icon to jump to that contact in the list. As you type letters, contacts that contain that string 
will appear. 

4. The default permission is Can View. The submenu appears. 

5. On the sub menu, you can specify Can Edit to allow ALL of the users to edit the shared 
documents. (Refer to Changing Permissions for details of changing permissions individually.) 

6. To allow the users to share the folder, click Add Users from List, then click Close Window. The 
users will receive a sharing invitation. 

Uploading and Downloading Files 
With scConnect, you never have to upload files; you just share the containing folder. However, if you are 
on a computer that does not have a connector installed on it, you can connect to your work computer 
from any other device with Internet access, and then upload the file to a shared folder. For example, if 
you are working on a file at home and need to transfer it to your work computer, you can, if allowed by 
your domain administrator, upload the file using the scConnect web client. (The domain administrator has 
to have configured the network to allow you to connect from your home computer.) 

To upload a file to a shared location 

1. Open the scConnect Web interface and log in. 

2. Click the folder to which you want to upload the file. 

3. Click the upload icon . The computer's Open dialog box appears. 

4. Click one or more files to upload, then click Open. The files are uploaded to the selected folder. 

o If the file of the same name exists, you will be asked if you want to overwrite it. Click OK 
to overwrite it, or click Cancel, then rename the file that you want to upload, and then 
upload it with the new name. 

o  
To download a file from a shared location 

1. Open the scConnect Web interface and log in. 

2. Open the folder from which you want to download the file and click the file to select it. 

3. Click the download icon . The file is downloaded to the download folder for your browser (e.g., 
C:\Users\<your_username>\Downloads).   
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Changing Permissions 
When you share a file or folder, you specify whether the recipient can only view or can both view and edit. 
You can also block a recipient from accessing the file or folder. You can later change the permissions on 
anything you've shared. (Refer to Sharing Files and Folders for details on how to create a share.) 

To change permissions on a shared file or folder 

1. In the left navigation pane, click the file or folder on which you want to edit the sharing 
permissions, then click the share icon . The Sharing Settings dialog box appears and 
displays the current access permissions. 

 
2. Next to the contact for whom you want to change permissions, click the permission drop-down 

arrow. 
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3. Click Blocked if you want to remove their access or Can Edit if you want to allow the contact to 

be able to upload or download files to/from the share. 

4. If you have previously blocked a contact or given them edit permissions and want to change that, 
select the applicable permission in the drop-down list. 

5. Click Close Window to save your changes and dismiss the window. 

Removing a Share 
You can unshare a folder that you no longer want to make available to others. 

To remove a share 

1. Click the task bar icon. The Connect dialog box appears. 

 
2. Right-click the folder that you want to remove from sharing, then click Remove Share. The share 

is deleted. 
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Deleting a File from a Shared Location 
You can delete files from a shared location in the web client. For example, if the folder contains an 
outdated file and you don't want share participants using the outdated file, you can remove it from the 
folder. 

NOTE: The file is physically deleted from that folder. If you want to remove the share instead of deleting 
the file, either copy the file to another location before you delete it, or remove the share as described in 
Removing a Share. 

To delete a file from a shared folder 

1. In the tree, open the folder that contains the file. 

2. In the folder list, click to select the file that you want to delete, then click the delete icon . 

A confirmation message appears. 

 
3. Click OK. The file is deleted. 

  

Viewing Logs 
The log displays information useful for troubleshooting by your administrator. 

To view the log 

1. Click Tools and then click Log. The log appears. 

 
Events appear from oldest to newest. 

2. Click the X in the upper-right corner to close the log. 
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Viewing the Folders and Files Listing 
In the scConnect web client, you can view the file listing as a list or as thumbnails. In thumbnail view, you 

can identify some file types by their thumbnail, such as  for folders and   for Microsoft Word 
documents. 

• Double-clicking a file opens the file in the default application for that file type. 

• Double-clicking a folder opens the folder. 

To change the listing display 

• Click one of the grid view icons to choose List view or Thumbnail view. 

 
List view: 

List view includes the file or folder name, the date it was created, a folder or file icon, and file size 
of files. The file icon changes depending on the type of file. Unknown file types simply say "FILE" 
on top of them. 
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Thumbnail view: 

Thumbnail view only displays the folder or file icon and its name with no date or file size. 
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scConnect Mobile Client 
For your initial sign in, you must provide the URL (Hostname) and Port to which you are allowed to 
connect, in addition to your Username and Password. For subsequent logins, you only need to provide 
your password and token. 
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Using scConnect on a Mobile Device 
After you have logged in to scConnect, the navigation page appears. From this page, you can see the 
devices that you own, and the files and folders that are shared by you and shared with you.  

 

Viewing Logs 
scConnect provides logging on mobile devices for troubleshooting purposes. 

To change the logging level 

1. In the Connect app, click the settings icon . 
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2. Tap Logging. 

 
3. Tap Levels. 

 
4. Tap the level of logging that you need. 

Usually you would only turn on Debug or Verbose when you are actively troubleshooting, 
because storage can fill up quickly. 

(Screen shots are for iOS, but the steps are the same for Android.) 
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Troubleshooting 
If you are having troubles connected or viewing content, try the following tips. 

• Make sure you are logged in as the correct Windows user—If you are not seeing the content 
that you expect, or are having trouble logging in, you may be using a different Windows user than 
your scConnect account is tied to.  

• Check your Internet connection—The connector needs a working Internet connection to 
function. If a connector is unexpectedly showing as (offline) in the web client, there may be an 
issue with its Internet connection.  

• Restart the scConnect application—If you don’t see the scConnect icon in the system tray, 
then you may need to manually launch it:  

a. Press the Windows key .  

b. Type scConnect and press ENTER.  

c. If the scConnect login window doesn't appear, then restart the scConnect service, as 
described below.  

• Restart the scConnect service—Restart your computer or manually restart the service:  

a. Press the Windows key . 

b. Type Services. 

c. In the list, click the Windows services utility. 

d. Search for scConnect.  

e. Stop and then Start the scConnect service.  
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