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Overview of scConnect 
scConnect is an on-premises, enterprise-grade, file sharing and access solution, offering consumer-grade 
usability with the security controls that IT demands. 

With scConnect, employees can organize and access their work files from home or on the road using a 
web browser or mobile device. Using scConnect, you can make an unlimited amount of data available. 
Employees have the ability to sync content between their devices, and share their work files with other 
scConnect authorized users. Install scConnect on your various servers and desktops to get to your files 
whenever you need them.  

• scConnect connectors—The connector is what makes access possible. Install the 
connector service on any device on which you have files that you want to access, then 
simply login and create links to the data you want to make available through scConnect. 

• scConnect web client—The scConnect web client allows you to access your files from 
your devices. Using any major browser, you can upload, download, share, and sync files 
from anywhere. 

• scConnect mobile client—Mobile support is provided for both Android and iOS, with all 
of the access that you get from the web client, reinvented for easy use on your mobile 
devices. 

• scConnect Govern—scConnect Govern is the administration interface in which you 
configure scConnect user accounts, access, and permissions. 

Unlike cloud-based sharing solutions, scConnect provides all the security of an organization’s existing 
network, while additionally maintaining control over a user’s capabilities within scConnect. The 
administrator has full control of what can be accessed and shared, whether that is a designated folder on 
an employee’s desktop, or a designated file server. Administrators have a complete audit trail, ensuring 
compliance with industry, government, and regulatory standards. 

scConnect security features include: 

• Integrates with your existing Active Directory authentication system while offering full 2FA support 
(multifactor authentication such as RSA keys) 

• Hosted on premises, so you maintain control of the solution deployment  

• Accessible files are kept on their secure devices, and do not exist on any external server 

• Disable/enable users, groups, or devices at the flip of a switch—immediately locking out access 

• Versatile sharing settings allow you to control who can share what with whom 

• Granular policy settings enable you to manage the spread of your content footprint and access 
permissions 

• Every user action is filtered through your security, enforcing NTFS permissions in addition to 
scConnect permissions 

Refer to the scConnect User Guide for details of using the web and mobile clients, and the scConnect 
connector. 
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Installation 
Prerequisites/System Requirements 
The following are the prerequisites/system requirements that should be met before installing scConnect. 

Server Components 
• Windows Server 2012 R2—scConnect server components are designed to run on Windows 

Server 2012 R2 or later 

o Minimum: 4 cores, 8GB RAM 

o Recommended: 16 cores, 32GB RAM 

• DNS (Internal)—Before installation, give some thought to the domain names you’ll want the two 
scConnect websites (scConnect and scConnect Govern) to use. (Examples: 
scconnect.companyname.com and scgovern.companyname.com.) Your enterprise’s internal DNS 
servers must be correctly configured to route these names to the server on which the sites will be 
hosted prior to installation. 

• Firewall (Internal)—Make sure port 443 on the server is open to your internal network. 
Optionally, port 80 may also be opened; however, unsecure requests that come in to the 
scConnect websites will be redirected to the secure version. 

• IIS—(Built in to Windows Server 2012 R2) Internet Information Server must be installed. If it is not 
already installed on the server where scConnect server components are to be installed, it can be 
added via Server Manager, as described below: 

To install IIS 

1. Open Server Manager, click Manage, then click Add Roles and Features. 

2. On the Server Roles page of the wizard, select the Web Server (IIS) check box. 

3. Keep all default options, and add Application Development / ASP.NET 4.5 and any 
prerequisites it requires. 
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4. Click Next, then click Install. 

o IIS - URL Rewrite Module—scConnect requires the IIS URL Rewrite module. If not 
already installed, download and install it from this link: 
http://www.iis.net/downloads/microsoft/url-rewrite#additionalDownloads. 

o IIS - Certificate Import—scConnect and scConnect Govern require HTTPS. This 
means two SSL certificates will have to be installed into IIS prior to installing 
scConnect Server Components. The names on these certificates ("Issued To") 
must match the hostnames used for the site. The "Issued To" value may also match 
the site name using wildcards (example: a single cert for *.companyname.com would 
work for both sites at scconnect.companyname.com and 
scgovern.companyname.com). Self-signed certificates are NOT supported for 
security reasons.  

o IIS - Bindings—The scConnect Server Components installer will create IIS websites 
automatically and then prompt the installing user to use IIS Manager to establish 
HTTPS bindings for those sites. The installer will pause while the bindings are 
manually created. Be prepared to create them during installation. While scConnect 
and scConnect Govern require HTTPS, HTTP (unsecure) bindings may also be 
created, if desired. Any request sent to them will be redirected to the HTTPS (secure) 
binding. 

o Two SSL certificates issued by a trusted provider—(You can use a self-signed 
certificate for proof-of-concept or development testing, but self-signed certificates 
created in the IIS Manager will not work with scConnect.) If you are using a self-
signed certificate, the certificate must be installed on all the systems running 
scConnect. We recommend that you acquire a signed certificate from GoDaddy, 
Verisign, or any other reputable company. 

http://www.iis.net/downloads/microsoft/url-rewrite#additionalDownloads
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• SQL Server 2012 or newer with Mixed-Mode Authentication—Server does not need to be 
running on the same server as IIS, but it must have Mixed-Mode Authentication enabled. 

• SQL Server authentication account—The scConnect server components installer requires a 
SQL Server authentication account (username and password) with sufficient privileges for 
creating databases. (SA-level account must be enabled and have CREATE DATABASE 
permission.) 

• SMTP server—To send email notifications when files are shared, scConnect will require the 
hostname, port, username, and password for an SMTP server. (Specified after installation in the 
administration interface. 

Desktop Components 
The following prerequisites should be met before installing the scConnect Connector: 

• Windows 7 or later—scConnect Connector is designed to run on Windows 7 or newer. 

• Microsoft .NET Framework 4.5—Microsoft .NET Framework 4.5 required for the Connector to 
run. If your device does not already have Microsoft .NET Framework 4.5, you will be prompted to 
install before the Connector setup will complete. The installer can be downloaded from 
Microsoft’s website, http://www.microsoft.com/en-us/download/details.aspx?id=30653. (It is 
included in Windows 8.) 

Supported Browsers: 

For the best experience with scConnect, please update your browser to the latest version. scConnect is 
always tested on the latest version of Chrome, Firefox, and Internet Explorer at the time it is tested. 

• Chrome: 44 

• Firefox: 40 

• Internet Explorer: 11 

Supported Mobile Clients: 

• iOS: 

• Supported: iOS 7 & 8; recommended iOS8 or later 

• Tested: iOS 8  

• Android:  

• Supported: 4.0 and later 

• Tested: 4.4 (Kitkat) and 5.0 (Lollipop)  

Suggested Settings 
The following settings are not prerequisites and installation will succeed without them, but they are 
suggested settings that may be set after (or before) installation. 

• DNS (External)—Your enterprise’s external DNS servers should be configured to point the 
domain names you’ve chosen for the sites to the server on which they’re hosted. 

• Firewall (External)—For users to access files outside of your network, or to share with users 
outside of your company, make sure port 443 on the server is open to your external network. 
Optionally, port 80 may also be opened, however unsecure requests that come in to the 
scConnect websites will be redirected to the secure version. Also, you can integrate with 
Globalscape’s DMZ Gateway®, if you do not want to open up any inbound ports.  

• Suggested Active Directory domain controller server optimization—Because scConnect 
relies so heavily on Active Directory to validate user credentials and to report and verify Group 

http://www.microsoft.com/en-us/download/details.aspx?id=30653
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memberships, Active Directory can become a performance bottleneck in your system. While 
logged in to your domain controller, follow the steps below, from the Microsoft support document 
at https://support.microsoft.com/kb/315071?wa=wsignin1.0, to increase the number of threads 
your domain controller uses for LDAP requests.   

To increase the number of threads used 

1. Run the command-line utility:  
ntdsutil 

2. At the Ntdsutil.exe command prompt, type  
LDAP policies 

3. Press ENTER. 

4. At the LDAP policy command prompt, type  
connections 

5. Press ENTER 

6. At the server connection command prompt, type  
connect to server [DNS name of server] 

7. Press ENTER. You want to connect to the server that your are currently working with. 

8. At the server connection command prompt, type  
q 

9. Press ENTER to return to the previous menu. 

10. At the LDAP policy command prompt, type  
Show Values 

11. Press ENTER. 

12. At the LDAP policy command prompt, type  
Set [setting] to [variable] 

13. Press ENTER. (For example, type Set MaxPoolThreads to 8.) 

14. You can use the Show Values command to verify your changes. 

15. To save the changes, type: 
Commit Changes 

16. Press ENTER. 

17. When you finish, type q and then press ENTER. 

18. To quit Ntdsutil.exe, at the command prompt, type q, and then press ENTER. 

Installing scConnect Server  
scConnect includes an installer wizard to help you through the installation process. After you've obtained 
the EXE file, copy the file to the computer on which you want to administer scConnect, then following the 
procedure below. Print and follow the Installation Checklist to be sure everything flows smoothly. 

Before beginning installation, refer to Prerequisites/System Requirements.  

• The scConnect installer will not begin until you have installed the IIS URL Rewrite module.  

• During the installation process, you will need a trusted (CA signed) certificate for SSL. (You will 
create the scConnect and scConnect Govern websites during installation and then will need to 

https://support.microsoft.com/kb/315071?wa=wsignin1.0
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bind the trusted (CA signed) certificate for SSL to the websites.) Self-signed certificates created in 
the IIS Manager will not work in scConnect. 

• Be prepared to provide the database server name, SA-level account (must have CREATE 
DATABASE permission), and password during the installation process. 

To install scConnect 

1. Double-click the scConnect installer icon to start the installer wizard. The wizard will determine 
whether the prerequisite applications have been installed before continuing. If the prerequisite 
check passes, the Welcome to scConnect Setup page of the wizard appears. 

 
2. Click Next. The License Agreement appears. 

 
3. Click I Agree. The Choose Components page appears. 
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4. Click Next. The IIS Configuration page appears. 

 
5. Under scConnect, click Browse to specify the path for installation. 

6. Specify the Website Hostname and Port for scConnect. scConnect is the website and port to 
which users will connect from their desktops.  

7. Under scConnect Govern, click Browse to specify the path for installation. 

8. Specify the Website Hostname and Port for scConnect Govern. scConnect Govern is the 
website to which you will connect to administer scConnect.  

o Note that the same hostname used on the certificate(s) for scConnect and scConnect 
Govern must be used here. For example, if you used one certificate with the hostname 
"*.sconnect.mycompany," you could use "client.scconnect.mycompany" and 
"admin.scconnect.mycompany" for the hostnames in this dialog box.  

9. Click Next. The websites are created and the following message appears. 
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10. The installation cannot continue until you have configured both of the websites that were just 

created to use SSL, and bind them to a trusted (CA signed) certificate.  

a. Launch the Server Manager. 

b. From Tools, select Internet Information Services (IIS) Manager. 

c. In the Connections panel on the left, click the server name for which you want to 
generate the CSR. 

d. In the middle panel, scroll to the bottom, and then double-click Server Certificates. 

e. In the Actions panel on the right, click Complete Certificate Request. 

f. Do the following to install the certificate, and then click OK:  

 File name containing the certificate authority's response—Click, locate the 
.crt file on your computer, and then click Open. 

 Friendly name—Enter a unique name to identify the SSL certificate. For 
wildcard SSL certificates, make sure your friendly name matches your common 
name (such as *.coolexample.com). 

 Select a certificate store for the new certificate—Select Personal. 

g. In the Connections panel on the left, select the name of the server on which you 
installed the certificate. 

h. Click + to expand Sites, and then select the site you want to secure with the SSL 
certificate. (This process is called binding.) 

i. In the Actions panel on the right, click Bindings. 

j. Click Add. 

k. Do the following to configure the settings, and then click OK:  

Field What to do... 
Type Select https. 

IP address Select All Unassigned, or select the IP address of the site. 

Port The port changes to 443 when you select https. 
SSL Certificate Select the SSL certificate you just installed. 

l. In the Actions panel on the right, click Restart to complete the installation process. 
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m. To verify the installation, click the site, then in the Actions panel, click Browse. The site 
should open in your default browser.  

11.  In the scConnect Setup message box, click OK. The Database Configuration page appears. 

 
12. Provide the Database server name (e.g., WIN-KST875BEBNP\SQLSERVER), SA-level 

account name (e.g., mysqlServer1), and Password for scConnect to connect and create its 
database. The sa-level account used must have CREATE DATABASE permission. (The installer 
will not validate that a correct account has been entered until it attempts to make database 
changes, so be careful entering your account or you may need to rerun the installer.) 

13. Click Next. The Account Creation page appears. 

 
14. Create an Admin Username and Password to be used to login in to scConnect Govern. 

15. Click Install. scConnect is installed and the administration interface appears in the default 
browser. 
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Installing DMZ Gateway® 
Integration with Globalscape’s DMZ Gateway allows for an additional layer of security in your scConnect 
implementation. A component called the DMZ Gateway Protocol Handler makes it possible for DMZ 
Gateway to support the scConnect website.  

"Demilitarized zones" are commonly used in secure network configurations as a buffer between your 
protected internal network and the unmonitored outside world. Sites that need to be accessed externally 
are often set up in the DMZ while the rest of your network remains behind a firewall with more secure 
settings.  

DMZ Gateway lives in the DMZ, acting as a broker for information so you can keep your data protected 
on your internal network. DMZ Gateway is used by many Globalscape customers to take advantage of its 
dual firewall network security. With the DMZ Gateway Protocol Handler, scConnect access can be routed 
through DMZ Gateway.  

 
An installer script is provided that can be run on any supported Linux machine: 

• Ubuntu 14.04.2 LTS 

• CentOS 7.1 

• Suse Enterprise 12 

This script contains installers for all optional scConnect components: Private Tracker, Private Relay, and 
DMZ Gateway. 

To install DMZ Gateway 

1. Open a command prompt. 

2. Navigate to the folder that contains the installer. 

3. Running the installer with sudo:  
sudo ./complete_installer.sh 

This command will run the installer with default settings, and install all three components. See below for 
optional configuration settings. 

  

If you choose the defaults, the script will echo the configuration options you’re agreeing to: 
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Globalscape DMZ Gateway,Tracker & Relay installer v0.2.1 
Copyright 2015 GlobalScape. All rights reserved 
  
Defaults are as follows: 
  DEFAULT INSTALL PATH:       /opt/globalscape 
  DEFAULT PACKAGES TO INSTALL:  ALL (Tracker, Relay, and DMZ Gateway) 
  DEFAULT TRACKER PORT:       3000 
  DEFAULT RELAY PORT:         3001 
  DEFAULT RELAY INTERFACE:    ALL networking interfaces 
  DEFAULT FIREWALL CONFIG:    Do not configure the firewall 
  DEFAULT SERVICE ACCOUNT:    globalscape_user 

  

The following options are available: 
--path            | -p    Path to install software.  All packages will 
                              be installed in sub-directories within 
                              the path provided 
                              Default is /opt/globalscape 
  
--relay-interface | -iface Interface to bind Relay to 
                              Default is all interfaces 
  
--relay-port      | -rport  Port to bind the relay to 
                              Default is 3001 
  
--tracker-port    | -tport  Port to bind the tracker to 
                              Default is 3000 
  
--to-install      | -install  Packages to install, encapsulated with single quotes 
                              separated by spaces 
                              Example lists: 
                              'tracker relay dmzgw' 
                              Default: All packages. 
  
--config-fw        | -fw    Should the installer configure the firewall? 
                              Options are true or false 
                              Rules only apply to Tracker & Relay services. 
                              Can only apply rules to Debian, Ubuntu, and Centos7 
                              as Suse has 2 ways of handling the firewall. 
                              Default is false 
  
--run-as     | -user  The username to run as.  If user does not exist 
                             installer will create them 
                             Default is globalscape_user 

Related Topic 

DMZ Gateway Protocol Handler 
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Installing Private Tracker and Relay 
scConnect allows users to synchronize files between Connectors. A Sync Set is made up of two or more 
Connectors synchronizing the same Link. Once established, file synchronization does not require the 
scConnect server; the Connectors in a Sync Set synchronize files directly, peer-to-peer. If they are on the 
same local subnet, they can do this with no further assistance. If they’re not, they’ll need assistance from 
two services: tracker and relay. Publicly hosted trackers and relay servers are available by default, or a 
privately hosted version can be set up for your scConnect deployment. 

The tracker is a service that runs on a Linux server and maintains a directory. It keeps track of a shared 
Link’s “secret” (the SHA2 hash of a private key that uniquely and securely identifies a shared Link) and IP 
addresses at which copies of the associated files can be found. When the Connector cannot find any 
peers locally, it contacts the tracker to see if it is aware of peers on other networks. Think of the tracker 
like looking up a name in a telephone directory. The directory provides the number to call, but doesn’t 
make a connection or otherwise assist in establishing contact. 

The relay is a service that runs on a Linux server and acts as a data transfer middleman when two peers 
cannot open ports between each other directly. This scenario occurs when both peers are behind 
symmetric NAT firewalls and thus are using Traversal Using Relays around NAT (TURN) instead of the 
more common Session Traversal Utilities for NAT (STUN). The relay server brokers communication 
between the two peers and hands-off the encrypted data packets from one peer to another. 

Further optional reading: 

• TURN https://en.wikipedia.org/wiki/Traversal_Using_Relays_around_NAT 
• STUN https://en.wikipedia.org/wiki/STUN 

  

 
  

  

https://en.wikipedia.org/wiki/Traversal_Using_Relays_around_NAT
https://en.wikipedia.org/wiki/STUN
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scConnect comes with a script that contains installers for all optional scConnect components: Private 
Tracker, Private Relay, and DMZ Gateway. The script can be run on any supported Linux machine: 

• Ubuntu 14.04.2 LTS 

• CentOS 7.1 

• Suse Enterprise 12 

NOTE: Other distributions and versions may also work but have not been tested. 

Run the installer by opening a command prompt, navigating to the folder containing the installer, and 
running with sudo: sudo ./complete_installer.sh. This command will run the installer with default settings, 
and install all three components. See below for optional configuration settings. 

If you choose the defaults, the script will echo the configuration you’re agreeing to: 
Globalscape DMZ Gateway,Tracker & Relay installer v0.2.1 
Copyright 2015 GlobalScape. All rights reserved 
  
Defaults are as follows: 
  DEFAULT INSTALL PATH:       /opt/globalscape 
  DEFAULT PACKAGES TO INSTALL:  ALL (Tracker, Relay, and DMZ Gateway) 
  DEFAULT TRACKER PORT:       3000 
  DEFAULT RELAY PORT:         3001 
  DEFAULT RELAY INTERFACE:    ALL networking interfaces 
  DEFAULT FIREWALL CONFIG:    Do not configure the firewall 
  DEFAULT SERVICE ACCOUNT:    globalscape_user 

The installation can be configured by running complete_installer with one or more of the options below: 
--path            | -p    Path to install software.  All packages will 
                               be installed in sub-directories within 
                               the path provided 
                               Default is /opt/globalscape 
  
--relay-interface | -iface  Interface to bind Relay to 
                              Default is all interfaces 
  
--relay-port        | -rport Port to bind the relay to 
                                Default is 3001 
  
--tracker-port    | -tport Port to bind the tracker to 
                                Default is 3000 
  
--to-install           | -install  Packages to install, encapsulated with single 
quotes 
                                separated by spaces 
                                Example lists: 
                                'tracker relay dmzgw' 
                                Default: All packages. 
  
--config-fw         | -fw      Should the installer configure the firewall? 
                                Options are true or false 
                                Rules only apply to Tracker & Relay services. 
                                Can only apply rules to Debian, Ubuntu, and Centos7 
                                as Suse has 2 ways of handling the firewall. 
                                Default is false 
  
--run-as                | -user The username to run as.  If user does not exist 
                                installer will create them 
                                Default is globalscape_user 
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For example, if you wanted to install tracker and relay only: 

• use “/opt/gs_programs” as the install path 

• only bind the relay to eth0 

• have the relay listen on port 8889 

• have the tracker listen on port 8888 

• run the applications as “deploy_user” 

• have the installer configure the firewall for you 

You would run this command: 
sudo ./complete_installer.sh -p=/opt/gs_programs/ -iface=eth0 -rport=8889 -
tport=8888 -install='tracker relay' -fw="true" -user=‘deploy_user’ 

  

Configuration 
Credential Providers 
The first step towards providing your employees with access, is establishing users and groups who are 
allowed in scConnect. Entering connection information for a valid LDAP server will allow you to import 
users and groups from Active Directory to scConnect. scConnect will also use this LDAP server to verify 
and enforce user’s ACL permissions within your network. 

To configure the LDAP server 

1. Provide a Friendly Name for the server you are configuring. This name can be anything you 
choose, and is not a value from the LDAP server itself. 

2. Enter the IP address or host name for the LDAP Server you wish to use as a credential provider. 

3. Provide the LDAP Username for a user who has access to the LDAP server (can be entered in 
the format username or username@domain). This account must have the ability to query LDAP 
for user and group permissions on resources you plan to access via scConnect. 

4. Provide your user’s matching Password for the LDAP server. 

5. Click Save. Connection with the LDAP server will be verified and stored in the database. 

 
Optionally, you may also choose to configure a RADIUS server for two-factor authentication. When 
RADIUS authentication is enabled, users will receive an additional field for “Token” when logging in. 
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To configure a RADIUS server 

1. Select the Use RADIUS Two Factor Authentication check box to enable two-factor 
authentication. 

2. Provide the IP address or the host name for the RADIUS Server that will supply a second 
authentication token. 

3. Provide the RADIUS Shared Secret for this server so a connection can be established. 

4. Provide the RADIUS Port over which communication to your server is allowed. 

5. Click Save and the new settings will be applied. (Caution: RADIUS values are not verified before 
saving. Be careful, and have your initial administrator account on hand, in case you need to make 
an adjustment.) 

 
Importing users and groups is possible once you’ve saved a valid credential provider. Upon saving, the 
system will automatically calculate new users and groups that are in the import filter. These identities will 
not actually be imported until you click Import. 

 

 
If you do not adjust the Base DN or the Import Filter, then all users and groups from this LDAP server 
will be included upon import. You can also create a custom filter to import only select users and groups. 
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See Microsoft’s help documentation for more information on acceptable LDAP query syntax 
(https://msdn.microsoft.com/en-us/library/windows/desktop/aa746475(v=vs.85).aspx). 

Security 
Internal Access and External Access can be configured for connections to scConnect. It is important to 
note that all connections will be treated as internal, if an External IP is not configured. 

The Session Timeout indicates the amount of time before the web client will log out an inactive user. 

 
Profiles for Users and groups also have permissions for the ability to add Internal Devices or External 
Devices. The system also checks to see if the user is a member of the domain, so domain permissions 
will still be enforced when a device connects externally. 

 
You can achieve separate internal and external IP addresses by binding multiple IP’s to the scConnect 
site in IIS, and routing connections from outside your network through a specific IP. 

Notifications 
When users share files and folders to each other, notifications are sent via email. In order to send these 
notifications you need to configure an SMTP Server. This is also how external users are sent an account 
creation link when they are first shared to. 

The Host and Port are required for all SMTP Servers. 

Username and Password are only required when “Use Anonymous” is not selected. 

  

 
  

https://msdn.microsoft.com/en-us/library/windows/desktop/aa746475(v=vs.85).aspx
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Sync Tracker and Relay Servers 
The scConnect Connector makes it possible to synchronize files between devices. There are two 
additional components to the sync architecture, which allow devices to sync when they cannot directly 
contact each other: the Tracking Server and Relay Server. 

Hosted versions of these services can be used by leaving these fields blank, or private on-premises 
services can be installed.  

The tracker is a service that runs on a Linux server and maintains a directory. It keeps track of a shared 
Link’s “secret” (the SHA2 hash of a private key that uniquely and securely identifies a shared Link) and IP 
addresses at which copies of the associated files can be found. When the Connector cannot find any 
peers locally, it contacts the tracker to see if it is aware of peers on other networks. Think of the tracker 
like looking up a name in a telephone directory. The directory provides the number to call, but doesn’t 
make a connection or otherwise assist in establishing contact. 

The relay is a service that runs on a Linux server and acts as a data transfer middleman when two peers 
cannot open ports between each other directly. This scenario occurs when both peers are behind 
symmetric NAT firewalls and thus are using Traversal Using Relays around NAT (TURN) instead of the 
more common Session Traversal Utilities for NAT (STUN). The relay server brokers communication 
between the two peers and hands-off the encrypted data packets from one peer to another. 

Further optional reading: 

• TURN https://en.wikipedia.org/wiki/Traversal_Using_Relays_around_NAT 

• STUN https://en.wikipedia.org/wiki/STUN 

Configuring scConnect to Use a Private Tracker and Relay 
The scConnect Governor Settings page has a section for tracker and relay. 

 
  

If left blank, the system will default to using the public services. This is what the default (use BitTorrent’s 
tracker and relay) settings look like: 

https://en.wikipedia.org/wiki/Traversal_Using_Relays_around_NAT
https://en.wikipedia.org/wiki/STUN
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This is an example of what the custom settings would look like if your tracker and relay server are both on 
10.1.2.3 and you used the default ports: 

 
  

NOTE: Only IP addresses, not domain names, may be used for tracker and relay. 

As new Connectors come online, they will receive the updated settings. Connectors already 
communicating with the scConnect server will receive the updated settings shortly after the settings are 
saved. 
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Starting and Stopping the Service 
To confirm the tracker and relay are running, open a command prompt on your Linux server and enter the 
following command:  

ps -ef | egrep ‘relay|tracker’ 

The results will include the running process “egrep” that is conducting your search, but should also 
include information about the processes running the tracker and relay: 

 
• The tracker and relay run as the user specified during installation, which by default is 

globalscape_user. 

• Linux commands can differ between distributions. 

• The services will be automatically restarted when it is turned back on. 

An administrator can also view the status of the services, and manually stop and start them, using sudo 
and Linux commands. Note again that the exact syntax of these commands may differ based on your 
Linux distribution: 

      sudo status tracker           sudo status relay 
      sudo stop tracker             sudo stop relay 
      sudo start tracker            sudo start relay 
      sudo service tracker status   sudo service relay status 

Log Files 
Shortcuts to the tracker and relay log files can be found in /opt/globalscape/logs, or in the /logs subfolder 
of the installation folder if that folder was changed from default. The log files report the same things 
shown on the screen when the tracker and relay executables are run, which is basic statistics about the 
number of connected users, the number of transmitted bytes, etc. 

If files become too large, they can be deleted or archived when the service is stopped. Your Linux 
distribution may also have a tool such as logrotate that will manage the file size on a nightly basis. 

DMZ Gateway Protocol Handler 
Install the DMZ Gateway Protocol Handler either on the same server as scConnect or its own separate 
server. During the install process you will be prompted to enter the DMZ Gateway Address (Server 
Listening IP) and port, and the web site hostname and port as configured in IIS. By default the protocol 
handler verifies that the Common Name of the certificate matches the hostname used to contact the web 
server. If there is a mismatch you won’t be able to browse the web site. You may also need to add a DNS 
or hosts file entry so that the protocol handler can resolve that name to the IP address of the web server. 

Install Steps: 

1. Welcome screen 

• Title: Welcome to the GlobalSCAPE DMZ Gateway Protocol Handler Setup Wizard 

• Message: The wizard will guide you through the installation of GlobalSCAPE DMZ 
Gateway Protocol Handler. It is recommended that you close all applications before 
starting setup. This will make it possible to update relevant system files without having to 
reboot your computer. Click Next to continue. 

2. License Agreement 

• Title: License Agreement 
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• Subtitle: Please review the license terms before installing GlobalSCAPE DMZ Gateway 
Protocol Handler. 

• Text above license agreement: Press Page Down to see the rest of the agreement. 

• Text below license agreement: If you accept the terms of the agreement, click I Agree to 
continue. You must accept the agreement to install GlobalSCAPE DMZ Gateway 
Protocol Handler. 

3. Install Location 

• Title: Choose Install Location 

• Subtitle: Choose the folder in which to install GlobalSCAPE DMZ Gateway Protocol 
Handler 

• Description: Setup will install GlobalSCAPE DMZ Gateway Protocol Handler in the 
following folder. To install in a different folder, click Browse and select another folder. 
Click Next to continue. 

• Destination Folder group box 

• Textbox with default path set to: C:\Program Files\GlobalSCAPE\DMZ Gateway 
Protocol Handler 

• Space required: X MB 

• Space available: X 

4. Connection Settings 

• Title: Connection Settings 

• Subtitle: Please specify details of the DMZ Gateway and the website it is providing 
access to. The website hostname should resolve to an internal-only IP address. 

• DMZ Gateway Address 

• DMZ Gateway Port[defaults to 44500] 

• Website Hostname 

• Website Port 

5. Certificate Screen 

• Title: Certificate Settings 

• Subtitle: Please specify the paths to the website’s PEM-encoded SSL certificate and 
private key, including the private key passphrase, and a password to use for the 
keystore. 

• Certificate Path - browse to the cert.pem file 

• Private Key Path - browse to the privatekey.pem file 

• Private Key Passphrase- use the passphrase you used for your private key 

• Keystore Password - enter a new password to be used for the keystore that will be 
created 

6. Installing Screen 

• Title: Installing 

• Subtitle: Please wait while DMZ Gateway Protocol Handler is being installed. 

7. Installation Complete 
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• Title: Installation Complete 

• Subtitle: Setup was completed successfully. 

8. Finish Page 

• Title: Completed the GlobalSCAPE DMZ Gateway Protocol Handler Setup 

• Message: GlobalSCAPE DMZ Gateway Protocol Handler has been installed on your 
computer. Click Finish to close the wizard. 

• Checkbox (unchecked by default): Show version history 

• Checkbox (checked by default): Start the DMZ Gateway Protocol Handler Service* 

• Footnotes: 

* The DMZ Gateway Protocol Handler Service Log On Account has been set to use the Local 
System account by default. 

At the conclusion of the install let it start the service. You can verify that the protocol handler was able to 
connect to the DMZ Gateway by looking at the DMZ Gateway administration interface. 

Registration: 

On startup, the protocol handler will verify it is licensed. 

Initially it will default to a 30-day trial. After the trial has expired, the protocol handler will detect this and 
shutdown the service. Subsequent runs will be prevented until the product is licensed properly. 

The protocol handler can be licensed with a DMZ Gateway Single-Site or Multi-Site license. Since the 
protocol handler has no user interface, registration is performed by modifying the conf\registration.xml 
file. At a minimum the serial number will need to be supplied and then the service restarted. 

You can view registration details in the log file at logs\DMZGatewayProtocolHandler.log. Once the 
product is considered in a registered state (valid trial or serial number entered) the service will remain 
running and it will establish the Peer Notification Channel (PNC) with the DMZ Gateway. 

Logging: 

The protocol handler logging configuration file can be found in the installation folder at 
conf\server_log_config.xml if you need to change something like the logging level. The Java Service 
Wrapper log can be found at logs\DMZGatewayProtocolHandlerService.log. The primary protocol 
handler log file is at logs\DMZGatewayProtocolHander.log. 

Settings: 

The primary configuration settings reside in conf\phconfig.xml. You can see all the possible settings in 
conf\phconfig.dtd. Those with a question mark at the end on line 1 are considered optional. Here is a list 
of the primary settings: 

Name Purpose 
ConfigurationVersion Used internally to facilitate upgrades. 

DmzGatewayHost The DMZ Gateway’s listening IP for server. 

DmzGatewayServerPort The DMZ Gateway’s listening port for server. 

DmzGatewayClientPort The port that clients will use to connect to the DMZ Gateway. 

WebsiteHost The hostname or the web site 

WebsitePort The port of the web site as configured in IIS. 

CertEncodingAlgorithm The certificate encoding algorithm to be used. This defaults to the Sun 
implementation (SunX509). 
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Name Purpose 
AllowUnsafeLegacyRenegotiation Is unsafe legacy TLS renegotiation allowed which is likely to expose users 

to CVE-2009-3555, a man-in-the-middle vulnerability in the TLS protocol 
that allows an attacker to inject arbitrary data into the user's request. If not 
specified, a default of false is used. This attribute only has an effect if the 
JVM does not support RFC 5746 as indicated by the presence of the 
pseudo-ciphersuite TLS_EMPTY_RENEGOTIATION_INFO_SCSV. This 
is available JRE/JDK 6 update 22 onwards. Where RFC 5746 is 
supported the renegotiation - including support for unsafe legacy 
renegotiation - is controlled by the JVM configuration. 

Ciphers The comma separated list of encryption ciphers that are allowed. By 
default, the default ciphers for the JVM will be used. Note that this usually 
means that the weak export grade ciphers will be included in the list of 
available ciphers. The ciphers are specified using the JSSE cipher 
naming convention. 

ClientAuth Set to true if you want the SSL stack to require a valid certificate chain 
from the client before accepting a connection. Set to want if you want the 
SSL stack to request a client Certificate, but not fail if one isn't presented. 
A false value (which is the default) will not require a certificate chain 
unless the client requests a resource protected by a security constraint 
that uses CLIENT-CERT authentication. 

KeyAlias The alias used to for the server certificate in the keystore. If not specified 
the first key read in the keystore will be used. 

KeystoreFile The pathname of the keystore file where you have stored the server 
certificate to be loaded. 

KeystorePass The password used to access the server certificate from the specified 
keystore file. 

KeystoreProvider The name of the keystore provider to be used for the server certificate. If 
not specified, the list of registered providers is traversed in preference 
order and the first provider that supports the keystoreType is used. 

KeytoreType The type of keystore file to be used for the server certificate. If not 
specified, the default value is "JKS". 

SessionCacheSize The number of SSL sessions to maintain in the session cache. Use 0 to 
specify an unlimited cache size. If not specified, a default of 0 is used. 

SessionTimeout The time, in seconds, after the creation of an SSL session that it will 
timeout. Use 0 to specify an unlimited timeout. If not specified, a default of 
86400 (24 hours) is used. 

SslEnabledProtocols The comma separated list of SSL protocols to support for HTTPS 
connections. If specified, only the protocols that are listed and supported 
by the SSL implementation will be enabled. If not specified, the JVM 
default (excluding SSLv2 and SSLv3 if the JVM enables either or both of 
them by default) is used. The permitted values may be obtained from the 
JVM documentation for the allowed values for 
SSLSocket.setEnabledProtocols() e.g. Oracle Java 6 and Oracle Java 7. 
Note: There is overlap between this attribute and sslProtocols. 

SslProtocols The SSL protocol(s) to use (a single value may enable multiple protocols - 
see the JVM documentation for details). If not specified, the default is 
TLS. The permitted values may be obtained from the JVM documentation 
for the allowed values for algorithm when creating an SSLContext 
instance e.g. Oracle Java 6 and Oracle Java 7. Note: There is overlap 
between this attribute and sslEnabledProtocols. 

SslCertificateFile Name of the file that contains the server certificate. The format is PEM-
encoded. 
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Name Purpose 
SslCertificateKeyFile Name of the file that contains the server private key. The format is PEM-

encoded. The default value is the value of "SSLCertificateFile" and in this 
case both certificate and private key have to be in this file (NOT 
RECOMMENDED). 

SslCertificateChainFile Name of the file that contains concatenated certificates for the certificate 
authorities which form the certificate chain for the server certificate. The 
format is PEM-encoded. 

SslPassword Pass phrase for the encrypted private key. 

KeystoreAutoUpdateEnabled If true the certificate and private key will be automatically imported into the 
keystore if it hasn’t been already. 

CoreThreadPoolCount The number of threads to keep in the pool even if they are idle that will be 
used to service HTTP requests. 

MaxThreadPoolCount The maximum number of threads to allow in the pool.  If a thread has 
been idle for longer than 30 seconds then it will die, thereby decreasing 
the thread pool count. 

MaxKeepAliveRequests The total number of threads or requests that are allowed to use HTTP 
keep-alives.  You will want this number to be approximately 75% of 
MaxThreadPoolCount to ensure that there is ample headroom to service 
requests if there is a heavy volume of requests.  When this limit is 
reached keep-alives will be automatically disabled for subsequent 
requests.  Setting this to 0 disables keep-alives altogether. 

SocketTimeout Enable/disable SO_TIMEOUT with the specified timeout, in milliseconds. 
With this option set to a non-zero timeout, a read() call on the InputStream 
associated with this Socket will block for only this amount of time. If the 
timeout expires, a java.net.SocketTimeoutException is raised, though the 
Socket is still valid. The timeout must be > 0. A timeout of zero is 
interpreted as an infinite timeout.  This applies to both the socket to the 
DMZ Gateway which receives a client’s HTTP request and the socket for 
communicating with the web server. 

LocalBindAddress The IP address that the protocol handler binds to.  This can be handy if 
the administrator want finer-grained firewall rules.  For example, update 
the firewall between the DMZ Gateway and protocol handler to allow 
connectivity from this particular IP address to the DMZ Gateway  The 
local port used by the protocol handler is ephemeral. 

CopyBufferBytes The size of the buffer (in bytes) used to copy request and response 
data.  This can’t be set larger than 2097152 (2 MB). 

CertificateValidationDisabled If set to true, the protocol handler does not attempt to validate the web 
server’s SSL certificate when it connects to the web server.  The primary 
check being done here is validating the Common Name of the certificate 
matches the hostname of the website as defined by the WebsiteHost 
setting. 

Licensing 
scConnect comes with a built in 30-day trial. This trial requires no key to activate, and begins the moment 
you complete the install process. 

Purchased licenses for scConnect offer perpetual service for a given number of users. There is no 
monthly fee and no cost for bandwidth usage. A sales representative from Globalscape can assist you in 
acquiring a license key that fits your needs. 

To activate or upgrade your license 

1. Enter the Serial Number provided by your sales representative, and select Save. 

2. To request a serial number, visit http://www.globalscape.com/scconnect or call 1.800.290.5054. 

http://www.globalscape.com/scconnect
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3. Paste or type the serial number in the box, then click Save. 

4. The Settings page displays the Licensing information, including the Seat Count. 

 
5. If you were to purchase a new license with more seats, the Seat Count would update accordingly 

after you enter the new serial number and click Save. 

At the end of the trial, if you attempt to log in to scConnect Govern, the "Trial has expired" message 
appears. Type a valid serial number into the text box and select Register to re-activate scConnect. 

 

Administration 
scConnect Govern 
The administration interface, also known as Govern, is used to enable and administer user accounts to 
access scConnect and view logs of activities. Only users who are administrators within scConnect are 
able to access scConnect Govern. 

 
Included in scConnect Govern is a summary screen for monitoring, a settings screen for configuration, 
and management controls for Users, Groups, Devices, and Links.  
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The menu at the top of each page provides access to the Summary page, the Users page, Groups 
page, Devices page, and Links page. 

 
  

• A Summary page gives you a snapshot of your deployment’s status with an Audit Log and 
graphics on system usage. Watching for unexpected spikes in usage gives an easy indicator of 
your system’s status, and whether or not any undesired access is being taken advantage of. The 
Audit Log gives a snapshot of important system events, while even more detailed logs are stored 
in the database to provide a full audit trail.  
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• The data field on the summary page displays information that can be used for 

troubleshooting and to point out possible issues, such as users transferring large 
amounts of data in a short time.  

• The Audit Log displays logs of user activity. 

• The Users page lists LDAP imported and guest email accounts in scConnect. You can quickly see 
the users associations to Groups, Devices, and Links in the system. Clicking on the name of a 
User brings up the User Profile where permissions and access can be configured.  
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• The Groups page lists LDAP groups in your system. Policy can be applied to groups for easier 
user management. Clicking on a Group name brings up its Group Profile where permissions can 
be managed. An “All Users” group containing every user in the system also exists, so that 
system-wide policy can be applied.  
 

 
• The Devices page lists any device that has the connector installed on it. Use this area to 

manage the access footprint of your scConnect deployment. You can quickly see which devices 
in your network are serving up content, and which users have access on these devices. Clicking 
on a Device brings up the Device Profile where access can be configured.  
 

 
• The Links page all personal and shared links in your deployment. All access in scConnect comes 

down to what Links you have permissions to. An admin can see what content users are 
accessing, syncing, and sharing based on the Links listed in this section.  
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• The Settings page controls deployment-wide configuration settings and dependencies. See the 

configuration section of the help files for details on the options contained here.  
 

 
  

Profile pages for individual Users, Groups, Devices, and Links allow you to control granular permissions 
and associations within your system. A user can only access the Devices and Links that you allow, and 
share with the users and Groups that you permit. scConnect uses the same permission model as Active 
Directory.  
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In scConnect, use the toggles to Allow, Block, or Not Set permissions: 

 
• Allow permissions are cumulative across users and groups. 

• Block trumps across the board. 

• Not Set grants no permissions and defers to clearances given through other identities. 

Connectors  
The Connector makes access possible for scConnect. Install the connector service on any desktop or 
server where you need to reach files. Then simply login and create links to the data you want to access 
remotely.  

 

Adding Devices  
The installer for the Connector is located in the Tools menu of the web client. Select Downloads and you 
will see the Windows Connector Installer.  
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To install the service 

1. Log in to the web client.  

2. In the upper right corner, click Tools, then click Downloads.  

3. Next to Download Windows connector, click here.  

4. Run the downloaded installer. The Installation Options page appears.  

 
5. Click Next. Specify the Destination Folder where you want scConnect to be installed.  

 
6. Click Install. The installation process will initiate.  

7. When installation is complete, the scConnect icon will appear in the system tray.  

 
8. Click the icon to open the application, and then click Sign in to add this device to your account. 

The connector will automatically detect the Windows user that you are currently logged in as, so 
ensure that you have the correct user before proceeding. You only have to sign in to the device a 
single time to add your account.  
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Adding Links  
Once signed in, you can start accessing content remotely. A new folder is created in your documents 
folder titled “Remote Files”, and a link is added so you can access it remotely.  

To add a Link 

• In the bottom left corner of the dialog box, click Add File/Folder.  

 
• Browse to the file or folder you would like to add, enter a friendly link name of your choice, and 

then click OK.  
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To remove a link 

• Right-clicking the tile of the link that you want to remove.  

 

Domain vs Non-Domain Sign In  
Users are able to add devices that are on or off the domain where scConnect is installed. When a user 
signs in on a domain device, their logged in user’s credentials are used to connect the device.  

 
When a user signs in on a non-domain device, users are required to enter their scConnect credentials to 
make the association.  

 

External vs Internal Security  
Users are able to add devices that are on or off the network where scConnect is installed. Devices that 
are connecting from outside of the network are referred to as external devices, while those connecting 
from inside are internal. This concept is different than domain vs non-domain devices, because a user 
can take a domain device outside the network, and vice versa.  

Separate permissions for adding internal and external devices allows control over where devices may 
connect from. By configuring an IP address where external connections will be routed, an admin is able to 
dictate the ability for a user to add a device, based on where they are connecting from.  



scConnect™ v2 Installation, Administration, and User Guide 

38 

 
scConnect only enforces external policy when an External IP is configured on the Security section of the 
settings page. Otherwise, all devices will be treated as internal for this permission setting. 

 

Settings  
scConnect offers settings for administrators so that the Connector can be used to distribute content to a 
large number of users.  

Typically sharing a file or folder uses the access that the owner has for the link. Administrators have a 
setting to filter guest access through the ACL permissions of the person who is accessing the link (instead 
of borrowing the owner’s access).This setting makes it possible to allow widespread server access with 
increased security.  

When files or folders are synced to a device, they will be created in a dedicated sync location. If you’d like 
to change the default folder where files and folders will sync to, you can browse to a new location.  

 

Server Connectors  
The connector is compatible with servers in addition to desktops. Administrators can browse to external 
server locations, and have settings that filter all access through the ACL permissions of the person who is 
accessing the link (instead of borrowing the owner’s access).  

Unchecking the flag for borrowing owner’s permissions is recommended for increased security on 
servers. If unchecked, guest users will borrow your admin level access to access links created on this 
device.  

If you want to allow a user to share or sync server content, then you can make them the owner of a link 
using scConnect Govern.  
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UNC Paths  
You can add links by browsing to a UNC path in addition to adding links from the local machine. Access 
to this content will be dependent on both devices being online: the device containing the connector and 
the device containing the files. It’s important to change the user that the connector service is running as, 
or it will only have access to local directories.  

To change the run as user for the service 

1. Click the Windows Start menu.  

2. Search for the Services application, and launch it.  

 
3. Locate scConnect in the list of services.  

 
4. Right-click the service to bring up the service options and then click Properties.  

 
5. On the Log On tab, change the Log on as user to an account with access to the resource you’d 

like to make available.  
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6. Click OK to save your changes.  

7. Right-click the scConnect service and then click Restart to apply the new changes.  

Log Files  

Additional options are available by clicking on the gear icon  or right-clicking the system tray icon. The 
Log Files option opens a text file where detailed logs of connector events are stored.  

 

Removing Devices  

An option to Remove Device is available by clicking on the gear icon  in the upper right, or by right-
clicking the system tray icon. This option will remove your user’s association with this device along with 
any links or syncs that have been created.  
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Access 
Once you’ve setup scConnect and installed the connector on a few devices, you’re ready to begin 
configuring access for users in your system. Using the scConnect Govern you can control the 
relationships between Users, Devices, and Links that dictate access via scConnect. 

On a device’s Profile page, you can view which users have access to a device, add additional users, or 
remove certain users. 

To edit device access 

1. Log in to Govern. 

2. Click Devices. The Devices page appears. 

3. Click in the column for the device that you want to enable or disable. The Profile pane for the 
device appears. 

4. Click the Users tab. The Users tab displays which user accounts can access the device. 

 
To remove a user’s access to the device 

• Click the “x” by their user name. The user account will no longer have access to the device. 

To add user access to the device 

1. Click Add Users. The Add Users pane appears. 

2. Click one or more users in the list. (click to select; click again to deselect) 

3. Type user names in the Search Users box to find them in the list. 

4. Click Select All to add all users to the device. 



scConnect™ v2 Installation, Administration, and User Guide 

42 

 
5. The change is saved when you press Add. To close the pane and disregard changes, press 

Cancel or click the X in the upper right corner. 

Link Access on a Device 
Links control which files and folders can be accessed on your network. On a device’s Profile page, you 
can view links that users have defined on the device, add a link to the device, or remove certain links from 
the device. When you add a link, you will also select a user, who is already associated with the device, to 
be the Link owner. You can also add links from a connector directly. 

To edit device access 

1. Log in to scGovern. 

2. Click Devices. The Devices page appears. 

3. In the Device column, click the device that you want to enable or disable. The Profile pane for 
the device appears. 

4. Click the Links tab. The Links tab displays the link path, the owner, and the Friendly Name of the 
link. 
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To remove a link from the device 

• Click the Delete (trashcan) icon. The user account will no longer have access to the device via 
that link. 

To add links to the device 

1. Click Add Links. The Add Links pane appears. 

2. In the Friendly Name box, provide a name for the device link. 

3. In the Path box, provide a path to the link. 

4. Click one or more users in the list. Each name is a toggle: click a name to select it; click it again 
to clear it. 

5. Type link names in the Search Links box to find them in the list. 

6. Changes are saved when you click Add. 
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User Access to Links 
Adding guest users to existing Links is possible through the Permissions tab of a Link’s profile. You can 
also control Can View and Can Edit permissions for link access. 

To add a user to link 

1. Log in to Govern. 

2. Click Links. The Links page appears. 

3. In the Link column, click the name of the link that you want to edit. The Profile pane for the link 
appears. 
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4. Click the Permissions tab. User access for this link will be displayed. 

 
5. Click Add Guest. The Add Guests pane appears. 



scConnect™ v2 Installation, Administration, and User Guide 

46 

6. Click one or more users in the list. 

7. Type user names in the Search Users box to find them in the list. 

8. Click Select All to add all users to the link. 

9. Click Add when you’re ready to save your changes. 

 
After a user is added, they will appear in the Permissions Access table as a Guest with View 
permission. 
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10. To give the guest Edit permission, click the toggle. The change is saved automatically. Users 

with View permissions can only download files. Users with Edit permission may also upload and 
delete files. 

Changing a Link Owner 
Changing the owner of a link allows you to switch the user who’s NTFS permissions will be used for 
access. It is only possible to change the link owner to other users who own the device; you may need to 
add a user to the device before making them the link owner. 

To change a link owner 

1. Log in to Govern. 

2. Click the Links tab. 

3. Find the link that you want to change, then click the name to open its profile. 
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4. Click the current owner to change the owner of the link. 

5. Click the user account that you want to make the new owner, then click Change Owner. 

6. You will also need to make sure the user is associated with the device, or they won’t show up as 
a potential owner. 

 
7. Enable Guests inherit owner's Windows permissions if you would like this user to be able to 

share with external parties or other internal users who may not have their own access to these 
files and folders. Anyone with whom this folder is shared will borrow the owner's permissions for 
access. 
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Permissions 
Profile pages for individual Users and Groups allow you to control granular permissions within your 
system. Users are only able to use the scConnect functions which you allow, and share with the users 
that you permit. The ability to add devices, links, syncs, and shares can all be controlled. 

 
Use the toggles toAllow,Block, orInheritpermissions: 

Allow permissions are cumulative across users and groups. 

 
Block takes effect regardless of any existing Allow policies from other users and groups. 

 
Inherit grants no permissions and defers to clearances given through other identities. 

 
User and group policy combine to make your effective permissions within scConnect. 

  

Admins 
You can set any user to be an admin from their user profile using the Is Admin permission. 

 
Being an admin gives a user the ability to sign into scConnect Govern, and permissions to all features in 
scConnect (despite any Block permission settings their groups may have). 

  

Access 
User and Group profiles have a Can Access Account permission that will immediately block a user’s 
access to the web client. 
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Access can also be controlled per Device by using the Can Access Device permission. All links being 
accessed on this device will no longer be available while this permission is disabled. 

 
  

Adding Devices 
User and Group profiles have a setting for the ability to add a device. Users will be unable to sign into 
new devices when this permission is blocked. Existing device associations will continue to provide 
access. 

 
scConnect only enforces external policy when an External IP is configured on the Security section of the 
settings page. Otherwise all devices will be treated as internal for this permission setting. 

 
  

Adding Links 
User and Group profiles have a permission for the ability to add new Links. Users will be unable to add 
new file and folder access from their devices, when this permission is blocked. 

 

Adding Syncs 
User and Group profiles have a permission for the ability to add new Syncs. The sync option will not show 
up in the web client for users who do not have sync permission. Existing syncs will not be affected by 
blocking this permission. 
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Sharing 
There is a contact list under the Sharing tab of the User and Group profile; users can only share with 
other users on their contact lists. The “All Users” group is added to a user’s sharing list by default, to 
encourage collaboration between scConnect users. 

 

External Sharing 
There is also a permission for the ability to share with external users using an email address. These guest 
users will be prompted to create a password upon first sign in. All content shared with this address will be 
tied to this account going forward. 

 

“All Users” Group 
A group containing all scConnect users has been created so that you can set system wide policy. Search 
for the group titled “All Users” on the Group page. Any settings applied to this profile will be applied to 
every user in scConnect (other than Admins). 
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53 

scConnect User Guide 
Welcome to the user guide for scConnect. 

scConnect is a file access and sharing solution, designed to replicate today’s cloud experience without 
the risk or reliability concerns of off-site storage. scConnect offers benefits that exceed many cloud file 
sharing services, such as: 

• A familiar interface, allowing for ease of use 

• Access to everything, from individual files and folders to full desktops and network shares, without 
requiring any data to be copied to the cloud 

• Unlimited storage space and no limits on file sizes 

• Syncing files between your devices for backup and availability 

• Sharing with other scConnect users and groups, or external email addresses 

In this guide, you will learn how to use the scConnect Connector, scConnect web client, and scConnect 
mobile clients, to solve your file access problems. 

 

scConnect Web Client 
Each deployment of scConnect has its own private website where you access your files remotely. Signing 
into the web client will be the first step towards file access, sharing, and syncing. The web client is 
supported across all major browsers and has a mobile friendly interface. 

The URL where you sign in will have a different address for each deployment. Your administrator can 
provide you with this information. The Username and Password you use for scConnect will be your 
Windows credentials. These are the same credentials that you use to login to your work computer every 
day. 

Your admin can choose to require a second form of authentication. If so, you will see a Token field in 
addition to Password and Username. The second form of authentication could be a password or PIN 
depending on the security your admin has set up. 
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If scConnect has already been installed on the device you’re using, you can also launch the web client 
from connector. Click on the scConnect tray icon, and then click Launch Web Client. 

  

The scConnect web client gives you one location where you can access all of your files! Create links to 
files on any of your devices, to give yourself one access point for all your important documents. Easily 
share content with other users or synchronize files between your devices to replace your cloud storage 
needs. 
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Layout: Devices, Shared By Me, Shared With Me 

Any content that’s been linked to your account will be shown in the navigation tree on the left. The three 
main organizational sections for your links are Devices, Shared By Me, and Shared With Me. The Devices 
section lists all of the devices you own that have the connector installed. Shared By Me re-lists any 
content you own that you have shared to other users, so you have one convenient place to manage your 
shared access. Shared With Me lists the links that others have shared with you. 

Navigation 

 
Use the tree on the left for an organized view of all your content. Click the arrows to expand sublevels, 
and double click to navigate to a new level. Use the central file browser to view content in your folders. 

 
Click files to select them, click again to deselect. The menu options will change based on your selection. 

 
  

The folder trail in the menu will tell you where you are, and can also be used to navigate by clicking folder 
titles. Clicking the refresh icon   will update the page to make sure you are seeing the most current 
listing (content will also automatically update periodically). 
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Choose to browse files in list or grid view using the controls on the far right of the menu bar. List view 
gives additional file details on size and last modification date. 

 

Operations 

The options that are available for your current selection will show up in the menu in the upper right corner. 

 
The icons you see match up to the following functions. 
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Tools 

Additional resources are available through the Tools drop-down menu.

 
• Log keeps a detailed track of actions carried out through the website.  

• Help links to an online version of this user guide.  

• Downloads opens a menu where you can download the connector and mobile clients.  

• About lists the version number and company copyright information.  

• Change Theme allows you to toggle between the light theme and dark-themed versions of the 
user interface. 

Upload and Download 
Download and upload files via scConnect so that you can view and edit your data wherever you are. 
There is no limit to the size of uploads or downloads using scConnect (although your administrator may 
have a maximum file size configured). 

Upload 

Upload using the option in the menu bar  or by dragging and dropping files into your browser. 

 
The upload option will not appear for links where you have Can View access; Can Edit access is required 
to upload files. 

Progress and status messages will appear in the upload window in the bottom right corner. 
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To upload a file 

1. Open the scConnect Web interface and log in. 

2. Click the folder to which you want to upload the file. 

3. Click the upload icon . The computer's Open dialog box appears. 

4. Browse to the files to upload, then click Open. The files are uploaded to the selected folder. 

5. If the file of the same name exists, you will be asked if you want to overwrite it. Click OK to 
overwrite it, or click Cancel, then rename the file that you want to upload, and then upload it with 
the new name. 

  

Download 

Download single or multiple selected files. You can begin a download by double clicking a selected file, or 
using the option in the menu bar . Files will download to your internet browsers default location. Folder 
download is not supported. 

To download a file 

1. Open the scConnect Web interface and log in. 

2. Open the folder from which you want to download the file and click the file to select it. You can 
select single or multiple files. 

3. Click the download icon . The file is downloaded to the download folder for your browser (e.g., 
C:\Users\<your_username>\Downloads). 

  

Delete and Remove 
You can delete content from its original location, or you can remove the links you’ve created. Delete 
operations erase information, while Remove erases connections to information. 

Delete File/Folder 

Delete single or multiple selected files/folders using the delete icon  in the menu bar. This will delete 
the item in its original location, so use caution when using this feature. You can only delete folders that 
have been emptied of all content, to avoid any overly destructive folder operations. 

To delete a file 

1. Select the file that you want to delete. 

2. Then click the delete icon . A confirmation message appears. 
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3. Click OK. The file is deleted. 

Remove File/Folder Link 

You are able to remove links that you no longer want to access using the remove link options in the menu 
 . Select your device in the left nav to see a list of its links. Removing will not delete the content from 

its original location; it will only remove your access to that content. Links can be removed from the web 
client, mobile, or connector, but for security can only be added again from the connector. Be careful not to 
remove access to links you still need, when using this feature. 

To remove a Link 

1. Browse to the device that contains the link that you want to remove. 

2. Select the link that you want to remove, then click the remove icon  . 

A confirmation message appears. 

 
3. Click OK. The link is removed. 

 

Sync 
You can sync Links between any devices that you own. Syncing makes it possible to replicate important 
files across your devices, so that you can be more productive working from any location with the 
insurance of backed up files. 

To sync a folder 

Click a single Link in the web client that you want to synchronize to another device. An Sync icon for sync 
settings will appear in the menu bar. 
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Click the Sync icon to bring up a list of other devices you can sync to. You will see a list of devices that 
are available to sync to, as well as the status of any existing folders in the sync set. Once you add a new 
device to a sync set, that content will synchronize automatically any time the connector service is running. 

 
Any device that you sync from will keep the original folder in its original location. Other devices that the 
folder syncs to, are created in a default location that holds all folders synchronized to that device. The 
default location is C:/Users/username/Documents/Synced Folders/. 

 
You can remove a device from a sync set by clicking the X to the right of its name. No further files will 
synchronize to or from this device. The Device status will change to Removing until the Connector can 
be reached to remove synchronization. 
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Share 
You can share a link for single or multiple files and folders. Share with other scConnect users on your 
contact list, or external guests using an email address. When you share multiple selected items they will 
show up as separate links for other users, so in some cases, you may want to organize items into a single 
folder before sharing. 

To share a link 

1. Click the Sharing icon on the menu to open Sharing Settings for a selected file or folder. 

 
The Sharing Settings dialog box opens in which you can send invites and see any existing 
permissions on a shared link. 

 
2. Click Contacts to select contacts from a list, or type names directly into the text field to select 

new users to share with; autocomplete options from your contacts will display as you type. 

 
3. Click Add Users from List to send invitations to the users in the entry field. Guests are added 

with the permission you have selected in the drop down to the right of the entry field. 
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An email notification will be sent to inform guests you’ve shared a link with them. The shared link 
will now be displayed under Shared by Me, and guests will show up in the Current access 
section. 

 

Share Permissions 

Being the owner of a link gives you permission to sync and share content under the link, as well as the 
option to remove the link.  

• If you own a link you're able to Sync, Share, and Remove the link. 

• If a link has been shared to you, you are a guest on that link.  

• When you are a guest, you do not have permission to Sync, Share, or Remove. 

When sharing, you can give guests Can View or Can Edit access. Can View allows users to download 
files, but they will not be able to upload or delete content. Can Edit will allow users to add or delete 
content under the shared link, in addition to downloading. Block can be used any time you would like to 
temporarily disable guest access. 

You can change or remove permissions at any time in the Current Access section of the Sharing 
Settings screen. Remove guests using the X next to their name, or change their permissions using the 
drop-down menu. All permission changes will be saved as they are made. 
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To change permissions on a shared file or folder 

1. Select the file or folder on which you want to edit the sharing permissions, then click the share 
icon . The Sharing Settings dialog box appears and displays the current access permissions. 

 
2. Next to the contact for whom you want to change permissions, click the permission drop-down 

arrow. 

 
3. Click Blocked if you want to temporarily block their access, Can View if you want to allow access 

for downloads only, or Can Edit if you want to allow the contact to be able to upload or download 
files to/from the share. 

4. The change is saved automatically. Click Close Window to save your changes and dismiss the 
window. 



scConnect™ v2 Installation, Administration, and User Guide 

64 

External Sharing 

You can also share to guests outside of your company using any email address. Enter email addresses 
into the entry box to send them an invitation. Email addresses you share with will be added to your 
contact list for future sharing. 

There is a separate policy setting in scConnect for external sharing. If you are unable to share to email 
addresses, and can only share to your contacts, then your admin likely has this setting disabled on your 
account. 

When you share to an external guest, they will receive an email notifying them you’ve shared a link using 
scConnect. The email will contain a hyperlink to access the file. The first time they login, they will be 
asked to create a password to associate with their email address. 

Their email and password can be used to access this link and any links shared to them in the future. On 
the login screen, these external users need to make sure to use the Show Invited Guest Login option 
when signing into the web client. 

 



scConnect User Guide 

65 

Tools 
Additional resources are available through the Tools drop-down menu. 

 
• Log keeps a detailed track of actions carried out through the website.  

• Help links to an online version of this user guide.  

• Downloads opens a menu where you can download the connector and mobile clients.  

• About lists the version number and company copyright information.  

• Change Theme allows you to toggle between the light theme and dark themed versions of the 
user interface. 
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scConnect Connector 

Adding Devices 
The scConnect service, also known as the Connector, allows you to share files and folder from your 
desktop. Install scConnect on any Windows computer that you want to access remotely. 

To install the service 

1. Sign into the web client 

2. In the upper right corner, click Tools, then click Downloads. 

 
3. Next to Download Windows connector, click here. 

 
4. The Installer Options page appears. 
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5. Click Next. Specify the Destination Folder, if different from the default. 

 
6. Click Install. When installation is complete, the scConnect icon will appear in the system tray. 

 

Sign In 
After installing, you still need to sign in with your scConnect account before you can begin using the 
connector.  

Click the scConnect icon in the lower right system tray to open the application. 

 
You only need to sign in to a device one time, to associate your account with the device. Any links you 
add on the device will use your Windows credentials to validate access. The connector will automatically 
detect the Windows user that you are currently logged in as, so ensure that you have the correct user 
before proceeding. 

When you’re logged into the same network as scConnect 

The connector will automatically detect the Windows user that you are logged in with. Ensure that you’re 
logged in as your correct account before proceeding.  
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Click Sign in to add this device to your account. 

 
When you’re NOT logged into the same network as scConnect 

If you’re installing the connector on a device that’s outside of the network, such as a computer at home, 
you will be prompted for your scConnect credentials in order to associate the device with your account.  

Enter your username and password, and click Sign In to add this device to your account. 

 

Links 
Once signed in, the connector lets you create Links to the files and folders you want to reach through the 
scConnect web client. Think of your computer as a server for the documents you’ve created Links to, 
allowing your data to stay in its original location, while you access it remotely. Access will be dependent 
on the device being online. 

By default, a new folder is created on your device titled Remote Files, and a link named scConnect is 
added so you can access it remotely. This folder is created in the Documents section of your user folder 
(e.g., C:\Users\username\Documents\Remote Files). 
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Adding Links 

In the Connector interface, you can add folders and files that you want to access remotely. The Available 
Content section will display the Links that can be accessed on this device. 

To add Links 

1. In the Windows Task bar, click the scConnect icon. The Connector interface appears. 

 

2. In the lower left corner, click Add File/Folder . A window appears for browsing to 
the new Link’s location. 
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3. Click a file or folder in the tree to select it. Select the Show Files check box to specify whether to 
display files. 

4. Provide a name of your choosing for the Link Name, or leave the default. 

5. Click OK. The new location appears in the Available Content section of the Connector interface. 

Removing Links 

You can remove links that you no longer want to make available. Any sharing or syncing you have on this 
link will also be removed. 

To remove a Link 

1. Click the scConnect task bar icon. The Connector interface appears. 

 
2. Right-click the name of the folder that you want to remove, 

3. Click Remove Link. The Link is deleted. 

 

Settings 

Additional options are available by clicking on the gear icon  or right clicking on the system tray icon.  

 
• Remove Device will remove this device and all of its links from your account.  

• About contains information on the version of scConnect that you are running.  

• Log Files opens a text file in which detailed logs of connector events are stored.  

• Settings is only available for admin users in scConnect.  
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• Help launches a web browser to an online version of this user guide.  

• Exit closes the scConnect interface, but the scConnect service will continue to run in the 
background. If you exit the application you will need to start it again before accessing the user 
interface. 

To view additional options 

1. Click on the gear icon or right-click the system tray icon. 

 
2. Remove Device will remove this device and all of its links from your scConnect account. 

3. About contains information on the version of scConnect that you are running. 

4. Log Files will open a text file where detailed logs of connector events are stored. 

5. Help will launch a web browser to an online version of this user guide. 

6. Exit will close the scConnect interface, but the scConnect service will continue to run in the 
background. If you exit the application you will need to start it again before accessing the user 
interface. 

   

Troubleshooting 
"An instance of the scConnect tray utility is already running." 

 
Only one instance of the scConnect tray utility is able to run at once. If you’ve already launched 
scConnect on this device, and attempt to run it again, you will receive this warning message. 

If you’re seeing this error message, but do not see scConnect running in the tray, there are two 
potential issues: 

• Multiple users can be associated with the same device, but only one instance of the tray utility 
can run at once. If you’re using the connector for multiple users, you’ll need to make sure other 
accounts have exited the interface before you’re able to use it. The service will continue to make 
content available for all associated users, even when the interface is not running. 

• The icon for scConnect doesn’t show in the tray until a connection has been established with the 
scConnect server. This device may be unable to contact the server. An administrator or the 
troubleshooting steps below can help you with these networking issues. 

If you are having trouble connecting or viewing content, try the following tips: 

• Make sure you are logged in as the correct Windows user—If you are not seeing the content 
that you expect, or are having trouble logging in, you may be using a different Windows user than 
your scConnect account is tied to. 
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• Check your Internet connection—The connector needs a working internet connection to 
function. If a connector is unexpectedly showing as (offline) in the web client, there may be an 
issue with its Internet connection. 

• Restart the scConnect application—If you don’t see the scConnect icon  in the system tray, 
then you may need to manually launch the utility. Do one of the following: 

• Click Start > All programs > scConnect > scConnect. 

-or- 

• Press the Windows key , type scConnect, and then, under Programs, 
click scConnect. 

• If the scConnect tray icon does not appear, then restart the scConnect service, as 
described below. 

• Restart the scConnect service—Restart your computer or manually restart the service: 

a. Press the Windows key . 

b. Type Services and then press ENTER. 

c. Find scConnect in the list, then right-click and click Restart. 

• Connect to your network using VPN—If you typically connect to your work network using VPN, 
you may need to connect before scConnect behaves as you expect. When you’re connected to 
VPN the device will be treated as an internal device. When you’re not connected to VPN the 
device will be treated as an external device. Your permissions may be different for these two 
types of devices, preventing you from adding the device in some cases. 

• Make sure scConnect is using a trusted certificate—If the scConnect website was set up 
using a privately signed certificate, then any device running a connector will need to have this 
certificate manually imported into its trusted certificates before it can connect. This is uncommon, 
as scConnect’s suggested configuration uses certificates signed by a public certificate authority. 

• Consult your scConnect administrator—If these steps are not successful, you may need to 
consult an scConnect administrator to ensure you have the correct network connections that you 
need. 

scConnect Mobile Client 

Android and iOS 
scConnect mobile clients give the same great access you receive from the web client, with an interface 
catered for the mobile experience. scConnect offers clients for both Android and iOS. 

Installing the Mobile Client 

Downloads for Android and iOS can be accessed from the mobile stores or via the web client. Go to the 
mobile store for your operating system and search for scConnect by GlobalSCAPE, or sign in to the web 
client, click on Tools, and then click Downloads. 
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Sign In 

The first time you sign in on the mobile, you will also need to enter the scConnect Hostname and Port for 
your scConnect server. The scConnect Hostname is simply the URL you use to access the web client (in 
the format https://example.scconnect.com). The Port should be acceptable as the default 443, unless 
otherwise specified by your scConnect administrator. 

 
Your username and password are the same that you use to sign in to the web client. If a token is 
required, it will be detected when attempting to sign in and you will be prompted to fill out the additional 
field. 

Using the Mobile Clients 

Once inside the application, you can open the navigation menu to jump between pages so you can 
access your Devices, Shared by Me, Shared with me, and Settings. 

 
Browse your links freely. Click folders to navigate to them, click files to download and preview, upload 
using the PLUS symbol , or select the information icon  for more files options. 

https://example.scconnect.com/
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In addition to the operations offered on the web client, the mobile application also has an Open In 

 feature so that you can send your files to any application on your phone. This unlocks endless 
possibilities with your mobile device such as email, printing, editing, and more. 
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