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INTRODUCTION TO SE®E AD HOC TRANSFER

EFT Server's Secure Ad Hoc Transfer (SAT) module allows your internal users to send andrgeceiaail file
attachments to recipients outside of your organization quickly, reliably, and securely, all without having to
manually create or maintain FTP accounts on EFT Server.

The SAT Module works in conjunction with EFT Server and allowsnsdesan enterprise to transfer files to and
from recipients outside the organization with secure authentication,-regpudiation, and auditing capabilities.
ASP.NET technology overcafite-size limits when uploading very large attachments. The Web paggorts file
attachments up to 2GB, which is a limit of HTTP.

The process is bidirectional; recipients can securely deliver files back to the sender if the sender grants them
permission. Auditing and receipt notifications provide verifiable transferadéd

An automated process sets up new user accounts, assigns home folders, notifies the recipient that a file is ready to
be picked up, audits all transactions, expires old temporary accounts, and finally, deletes expired accounts.

Below is a brief overvie of what takes place behind the scenes when users send a file.

| SEND | | HOLD | PICK UP
Internet .
B EFT Sends pick-up notification ﬁm
- A 1
= Message + File —
B -l g raad l \
| _ 1_.. : " | .
- i W s secui
Receiver
- Recipient picks up {and optionally sends) files

Secure Ad-hoc

sfer Module

1. A user sends anmail with an attachment using EFT Server's Ad Hoc Transfer.

2. Ad Hoc Transfer creates a new temporary account on EFT Server. This temporary account is assigned a
random usename and password, and expires in seven days.

3. Atemporary folder is created and associated with the temporary account:-rAailes sent to the
recipient with a secure hyperlink (HTTPS), a temporary account user name and password, and a list of files
avalable for download.

4. The recipient of the enail follows the HTTPS link, enters the temporary user name and password, and
connects to the default HTTPS Web interface or the Web Transfer Client.

5. The recipient can now download the files.

6. The recipient can ab upload files, if this option is enabled by the sender. When files are uploaded, the
sender is notified that the uploaded files can picked up. The recipient uses the same login credentials.
After seven days, the temporary account user name and passwatidabled, and the disabled temporary
account is removed from EFT Server's file system.

7. If EFT Server has Auditing and Reporting, all of the transactions associated with the Ad Hoc account are
logged to EFT Server's auditing and reporting database foremudiation and auditing purposes.

Perform the steps below in the order listed:
1. Review thesystem requirementdeployment methodsandinstallation prerequisites
2. Install the SAT Module
3. Configure the SAT Maidk

What's New in Secure Ad Hoc Transfer5
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4. Customize the SAT module Web interface

5. Configure EFT Server to send upload notifications

GETTING STARTED WITHHE
SECURE AD HOC TRANSF¥ MODULE

Before you can allow your internal users to send and receivait file attachments using the Secure Ad Hoc
Transfer (SAT) module, there are a few configuratiptioms to consider. Review the topics below for detalils.

This help fileadhoc.chm and the release noteaptes.txt, can be found in the SAT installation folder (by
default, C\ Inetpub\ EFTAdHOc

Receiving Notification when Recipient Uploads a-Hilee SAT module default installation handles the
process of notifying your recipients when a file is sent. In addition, temporary accounts are disabled
automatically one week after account creatiofou must configure EFT Servergmove expired
temporary accountfrom EFT Server (including their home folder and any files contained within)
automatically, and to receive notifications forefil uploaded by recipients.

EFT Server basic edition has no Timer Event Rule functionality. You cannot configure EFT Se¢
edition to alert you on upload notifications of SAT users. If you send arSéillte a user, then that
user uploads somethy 3 o+ O] G2 @e2dzZ GKSNB Aa y2 g1l @
let you know your temporary user has uploaded something for you to pick up. This functionali
on a Timer Rule that nlyavailable with EFT Servénterprise Nor @n you configure EFT Server
basic edition to automatically remove expired SAT temporary accounts. The removal of the
temporary accounts is triggered by the Timer Event running a script. The script is still there, a
can run it manually to clean up grgd accounts, but there is no Timer Event to have this happe
automatically.

Using the H$odule with the Secure Ad Hoc Transfer Modulieyou are using théligh SecurityS

module and the SAT module with EFTv8e you should create a separate, nRBCI DSS Site that is used

only for the SAT module. Alternately, you can disable the features that are not compatible, but that would
take the Site out of compliance with the PCI DSS.

Enforcing Strong (Complex) Passwortlg/our Site's complex password settings require more than 20
characters, you must configure thel HocSettings Level to override the Site's password settings so that
complex passwords f@AT temporary users contain fewer than 20 characters.

Sending Large File$f you expect to transfer large files, e.g., 1 GB or larger, we strongly recommend that
you install EFT Server on the samenpater as IS and, in edit settings in tBAT configuration file

SAT module configuratiorRefer toSecure Ad Hoc Transfer's Configuration feiteletails of editing the
configuration file.

You must configure your SMTP server to allow the computer on which the SAT module is installed to
relay. Refer to the following Web linksrfdetails:

o Allowing application servers to relay off Exchange Server @d&rosoft Exchange Team Blog)

o How to troubleshoot mail relay issues in Exchange Server 2003 and in Exchange 2000 Server
(Microsoft KB article ID 895853)

Activating Secure Ad Hoc Transf&/hen you first install the SecurelAdoc Transfer module, you are
given the choice of installing a Full or Trial version. The trial version is not time limited, but file sender
operations are limited to ten per IIS session and one file at a time. Follow the instructidosvating
Secure Ad Hoc Transfier activate the full version.

6 - What's New in Secure Ad Hoc Transfer
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0 Troubleshooting Errors in the Secure Ad Hoc Transfer Mo&dfer to the topics in thishapter for the
resolution to common errors.

WHAT'S NEW IN SECURKD HOC TRANSFER

For "What's New" in any version of Secure Ad Hoc Transfer (SAT), refer to the nelessanotes.txt, in the SAT
installation folder (by default, Unetpub EFTAdHo®r the GlobalSCAPE support page
http://www.globalscape.com/eft/sat_history.aspx.

The main features added this version of the SAT module include:

e Authentication via Active Directory to pgmpulate the From address field and lock it so users cannot
change itThis option is in the SAT configuration file. (It is NOT the default behavior.)

e Full transaction logging to ARM. SAT aa®ption to log each SAT submission/transaction to the ARM
database.

o New reports provided for SAT submissions/transactions. (Refdd¢scriptions of Preconfigured Reports”
in the EFT Server User Guide for details.)

INSTALLING SECURE ABDOC TRANSFER

The topics below provide information regarding installing 8exure Ad Hoc Transfer module

SECURE AD HOC TRANS¥ MODULE SYSTEM REREMENTS

The Secure Ad Hoc Transfer (SAT) Molatebeen testedn Windows XP Professional, Windows Server 2003,
andWindows &rver 2003 x64, and requires the following:

e A server computer runninGlobdSCAPE EFT Server, version iewer

e Microsoft Internet Information Services (IMeb Server version 5 or 6

o Microsoft .NET Framework Runtime, version 3.5 or ngl8&T must be installed on same congras
NET)

@ Microsoft .NET 3.5 is supported on the following operating sys
e Microsoft Windows XP
e Microsoft Windows Server 2003
e Windows Vista
e Windows Server 2008

e An SMTP mail server

To enable SAT to work on-Bit operating systems, refer to log SAT 2.0 on 68it
Operating Systems.

SECURE AD HOC TRANS¥DEPLOYMENT METH@GD

The Secure Ad Hoc Transfer (SAT) Moduesialled on the 1IS server computer. The IIS server computer can be
on the same server computer where EFT Server is running, or on a separate computer. To minimize system
resources, it is recommended that EFT Server and 1IS be installed on the samea@yater; however, if system

resources are not a factor, then placing EFT Server and IS on separate server computers may facilitate installation
and setup.

What's New in Secure Ad Hoc Transfer7
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COMMON DEPLOYMENT WMHODS

1. Place IIS with SAT inside your netwovkccess to the SAT Web interéais limited to internal users who
can exchange files with external users. This method can be used with or without DMZ Gateway Server.

2. Place IIS with SAT in the DME&ccess to the SAT Web interface is available to external users who can
exchange files witinternal users or other external users. GlobalSCAPE recommends against placing the
IIS server with SAT in the DMZ to prevent possible misuse of the SAT module.

If you plan toinstall EFT Server and 1IS on the same system, you must have:

e HTTPS enabled &FT Server at the Site level.

e Your EFT Administrator username and password

e EFT Server and IIS both running before the Secure Ad Hoc Transfer module is installed.
If you planto install EFT Server and IIS on different systems, you must have:

e HTTPS enablezh EFT Server at the Site level

e Your EFT Administrator username and password

e The remote administrator enabled in EFT Server.

e EFT Server's IP address accessible from EFT Server running IS

e EFT Server and IIS both running before the Secure Ad Hoc Trandigensoinstalled

ﬁ HTTPS is required on EFT Server to enable recipients to pick up their files.

One common deployment scheme is to place both IIS and EFT Server inside your network. Only internal users are
able to access the Secure Ad Hoc Transfer Webfate and exchange files with users outside the network.

The architectural diagram below demonstrates this setup with EFT Server and IS both on separate boxes. It also
assumes the use of the DMZ Gateway; without it, you would need to configure théosotlitferently, so that
recipients can reach EFT Server.

DMZ

1. The sender, inside your network, connects to the Web form provided by 1IS running the Secure Ad Hoc
Transfer module page.

2. Secure Ad Hoc Transfer on IIS then offloads the file to EFT Serversaewttfication message, and
sends that directly to the recipient through your SMTP server.

3. The recipient connects using the liblack https hyperlink to EFT Server to download the available files
and, if applicable, uploads files back to EFT Serveatiar pickup by the originator (sender).

8 - Secure Ad Hoc Transfer Deployment Methods
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SECURE AD HOC TRANS¥IN THE DMZ

You can deploy Secure Ad Hoc Transfer in the DMZ so that clients or partners can initiate a send either to one of
your users, or to a third party. GlobalSCAPE recommends agamapitioach to avoid potential misuse of the
Secure Ad Hoc Transfer module.

Before installing the application, perform the steps below in the order listed. If you do not follow each
of the steps below in the order listed, your SAT installation might not function as you intend.

1. Review theSystem Requiremestind decide on ®eployment Method

2. Review thdnstallation Prerequisitedelow.

SECURE AD HOC TRANS¥ INSTALLATION PRERQUISITES

e Both EFT Server and IIS must be installed, configured, anthguprior to installing the SAT module.

If you expect to upload large files, e.g., 1 GB or larger, we strongly recommend that you instal
Server on the same machine as IIS, and ediviite configfile per the instructions iBecure Ad Hoc
Transfer's Configuration File

e |If EFT Server and IIS are not running on the same computer, you must ensure that IIS can reach EFT
Server via the EFT Server administration port. By default, the adminstraort is set to 1100

e .NET FrameworB.5must be installed, configured, and running prior to installing the SAT module.
e Prior to beginning installation dfie SAT module, you should have the following information available:
0 The EFT Server administratmcount user name and password.

0 The EFT Server IP address and administration port nurtiedefault, the administration port is
set t01100)

0 The SMTP server IP address and port number.
0 A defaultFrome-mail address that can be used if the sender failenter an address.
0 The SMTP server authentication credentials, if required.
0 A SAT Module activation serial number. (Either trial or full version)
e The following settings should be configured in EFT Server before installing the SAT module:
0o Remote Administtion should be turned on.

o HTTPS protocol must be enabled at the Site level.

To test the connection

1. On the IS server, open a command prompt.
2. Typetelnet  <IP_address> <port_number> then press ENTER. For example type:

telnet 192.168.20.123 1100
If EFT Seer is not reachable, the Telnet respons€mnnect failed

Next Steps

1. Install the SAT Module

Secure Ad Hoc Transfer Installation Prerequisites9
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2. Configure the SAT Module

3. Customize the SAT module Web interface

4. Configure EFT Server to send upload notifications

BEFORE INSTALLING THHSAT MODULE ON WINDNS VISTA

In order D install SAT 2.0 correctly with IS 7.0 you will need to enable (select) several IIS features in Vista
(Business, Premium, Ultimate).

Also, remember that yomustinstall .NET Framework 3.5 AFTER these features are enabled. Vista with SP1 by
default hasNET framework 3.0 installed; however, SAT requires 3.5 to run properly.
To enable features necessary for the SAT module to run properly

1. Open thePrograms and Featuresontrol panel and click th&urn Windows features on or offnk on the
left.

2. IntheWindows Featuredialog box, expand thimternet Information Servicesmode.

3. Expand théNeb Management Toolsode, and thdlS 6 Management Compatibilityode and select the
following check boxes:

e |IS Metabase and [IS6 configuration compatibility
e |IS Managementonsole

4. Expand theNorld Wide Web Servicesode and theApplication Development Featuresode, and select
the following check boxes:

e .NET Extensibility
e ASP.NET
e ISAPI Extensions
e ISAPI Filters
5. Expand the Common Http Features node and select the followiagkdboxes:
e Default Document
e HTTP Errors
e Static Content
6. Expand the Security node and select the following check boxes:
e Request Filtering

e Windows Authentication

10 - BEFORE Installinghe SAT Module on Windows Vista
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The illustration below shows the necessary features enabled:

=R |[F* R Internet Information Services

[C] I, FTP Publishing Service
= [ | Web Management Tools

Windows Features

Turn Windows features on or off

=5 EoR (>
@

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means
that only part of the feature is turned on.

= [E |, 156 Management Compatibility

EOOE

, 56 Management Consele

o IS 6 Scripting Tools

, IS 6 WMI Compatibility

o IS Metabase and IS 6 configuration compatibility

, 15 Management Consecle
[7] |, IS Management Scripts and Tools
[7] |, 05 Management Service

= @ . World Wide Web Services

= [H | Application Development Features

=f ]

ORE OO =

[l O =l [ = E

' H

, NET Extensibility

, ASP

, ASP.MET

, Cal

. ISAPI Bxtenszions

. ISAPI Filters

. Server-Side Includes

Common Http Features

, Default Document
. Directory Browsing
, HTTP Errors

, HTTP Redirection

. Static Content
ealth and Diagnestics

, Performance Features
| Security

0 T e

, Basic Authentication

. Client Certificate Mapping Authentication

. Digest Authentication

, IS Client Certificate Mapping Authentication
. IP Security

. Request Filtering

. URL Authorization

. Windows Authentication

Microsoft MET Framework 3.0

m
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INSTALLING SECURE ADOC TRANSFER

The Secure Ad Hoc Transf8AT) installation program auttetects the presence of 1IS, .NET Framework, previous
versions of the SAT mobiy) and EFT Server, and prompts for required information to configure the servistsl
EFT Server first and make note of the EFT Server name, IP address, username, and password.

If a previous version of the SAT Module is installed on the compatemuyst uninstall it before installing th
newer version. Verify that the Ad Hoc virtual directory in 1IS (EFTAdHoc by default) and the Ad Hoc in
directory (Q:netPUREFTAdHoC) were uninstalled.

To view the installer's version number in the fi  le properties
1. Rightclick the installer and clidRroperties
2. Click theVersiontab.
3. ClickFile Version The version number appears in thi@aluebox.

Installing EFT Server, Microsoft IIS, and .NET Framework on the same physical computer expeditelatieninsta
process, but it is not required. If you do not have them running on the same computer:

e Provide IIS a direct route and IP address to EFT Server.

e Remote Administration must be enabl@dEFT Server so that the installer can remotely configure EFT
Sewer to use SAT.

e HTTPS must be enabled at the Site level so that the Secure Ad Hoc Transfer scripts running on IIS can
communicate with EFT Server.

Before installing the application, perform the steps below in the order listed. If you do not follow each
of the steps below in the order listed, your SAT installation might not function as you intend.

1. Review theSystem Requirementnd decide on ®eployment Method

2. Review thdnstallation Prerequisites

3. Ensure lIS is installed BEFORE .NET is installed. If .NET is installed before IIS is installed, be sure to provide

the network servie with write access to the framework directory.g.,
CAWINDOWSMicrosoft. NEXFramework v3.5).

1. Ensure that ASP.NET is installed and registeredA&E®c Properties Missing ASP.NET fbaldetails of
registering ASP.NET.

2. If you are installing on Windows Vista, refeB&BFORE Installing the SAT Module on Windows. Vista

To install Secure Ad Hoc Transfer
1. Doubleclick the installer (must be on the 1IS camgr). TheWelcomepage appears.
2. ClickNext. TheLicense Agreemerdippears.

3. Read the license agreement and accept it by clickieg) (If you do not accept the license agreement, the
installer exits.) Th€hoosdnstall Locationpage appears.

4. Specify thedlder in which to install the SAT moduked.,C\Inetpub\ EFTAdHOg then clickNext. The
Install Trial or Fulpage appears.

12 - Installing Secure Ad Hoc Transfer
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Do one of the following, then clidkext:

e If you are evaluating the SAT Module prior to purchase, TlictVersion

The trid version of SAT is not time limited; however, it is limited to tarais with one
attachment each, per IIS session.

e If you have purchased the SAT Module, diiakVersion

If a message appears stating that the installer did not detect the correstareof the Microsoft .NET
Framework, click'esto exit the installer and open the Web browser to the .NET Framework Developer
Center. If you know that .NET is installed, you can Blicto continue with the installation, then resolve
the error later. Redr to AdHoc Properties Missing ASP.NET foalbletails, if necessary.

Type or paste the SAT Module activation serial number, thenNbek ThellS Configuration Details
page appears.

InstallShield Wizard
Configure 1IS %
Enter the 1S Configuration Parameters : | - -

Pleaze select an [15 web site and enter an 15 wirtual folder name for installation of Secure 4d Hoo
Transfer module components.

IS Canfiguration Details

WebSite: o - Default Web Site ~|

Wirtual Folder: |EFT-"-"-E|H o

< Back | Mext > | Cancel |

Spedy aWeb Siteand theVirtual Foldername (the default iEFTAdHOcto use for the SAT components,
then clickNext. TheEFT Login Parametepsage appears.

Installing Secure Ad Hoc Transfer 13
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InstallShield Wizard
Configure EFT ‘ ]
Enter configuration parameters for EFT I’\h

EFT Login Parameters

Server MamedP ; ||DCEI|hDSl

Server Port ; 1100

Adminigtrator Uzer Hame |

Administrator Passward ; |

< Back | Mext » | Canicel

8. Type the EFServer name/lPaddressServer Portand EFT Serv&dministrator User Namend
Passverd, then clickNext. TheEFT Site Configuration Parametgyage appears.

InstaliShield Wizard
Configure EFT ‘ ]
Enter configuration paranmeters for EFT: I\‘h

Pleaze select the EFT Site Mame, and enter information for the configuration of the EFT zerver.
Motice: The selected site must use Local or ODBC Authentication,

EFT Site Configuration Parameters

Site Mame : |1 - MyStandardSite j

Seftings Lewel |-"-"-dHUC

External Damain Mane: |www.mycompany.com

< Back | Mext > | Cancel |

9. Specify the EFT Servgite Nameand a new, unique Us&ettings Levehame (the default is Atoc) that
will be used only for SAT, and tBeternal Domain Namér EFT Serverhi is the external server

address used to access EFT Server. If you are also using DMZ Gateway Server, then use that address
instead.

14 - Installing Secure Ad Hoc Transfer
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10. ClickNextto continue. TheSsSMTP Mail Server Parametepsige appears.

InstallShield Wizard

Configure EFT %

Enter configuration pararneters for EFT : | - -

SMTF Mail Server Parameters
Server Mame/P : |i'nai|.glnbalscape.cnm

Server Port: |25

Default Sender Address |marsh@glnbalscape.com

" Mo Authentication

* Server Requires Authentication

SMTF User Mame :  |marsh

SMTF Password ; | ********** Test

< Back | Mext > | Cancel |

11. Type the SMTBerver Name/IRaddressServer Pat, andDefault Sender Addres@-mail). If mail server
authentication is required, clicRerver Requires Authenticatigrthen type theSMTP User Namand
SMTP Passwotdhen clickNext

12. If you want to test the SMTP mail server configuration settings,caouclickTestto send an amail to an
accessible account. After verifying that thenail was received successfully, clibkxt and then click
Finishedto exit the SAT installation program.

13. Installation of the SAT module is complete. A few additionalsstagp necessary:

a. Enableautomatic notification of uploadanduser clearup events in EFT Server.

b. Verify that the Microsoft IIS settisgare configured correctly, as described below.

The readme file opens in your default browser.

@ This help fileadhoc.chm is available irC\ Inetpub\ EFTAdHAdelp

Installing Secure Ad Hoc Transfer 15
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VERIFY THE MICROSOHRIE SETTINGS

If EFT Server and IIS are NOT running on the same tempopy to the EFT Server computer tBeETAdHoc
folder (by defaultC\Inetpub\EFTAdHAQ and all files and subfolders.

To verify 1S settings
1. Open the IS Manager, rigbtick theEFTAdHouirtual folder, then clickProperties

File action Wiew Help
— = ?
!| @ EFTAdHoc Properties
% Internet Information Services Yirtual Directony Documents Directony Security :
= B} KLM_¥M1 {local computer) HTTP Headers Custom Ermars ASPMET
—-[_7] wWeb Sites
gl Default Web Site . )
+ - 115Help Migrosglt _
+-[_gh Printers L]
+-{_] aspret_client
+-[] images
+-[] _private
w20 _wki_cnf ASP.MET wversion: |2050727 Rd|
+-_1 _vti_log
w0 _wi_pwt Wirtual path: |£EFTﬁ3«dan
+ D _wki_scripk -
-0 _whi_bst File location: |C:'\Inetpub\EFTAdHDc'\web.conﬂg
+- [ FTP Sites : : —
+1- % Default SMTP Virtual Seq| | File creation date: |12/18/2007 4:44:21 PM
File last modified: |1 2M8/2007 4:44.37 P
Edit Configuration... |
o
= = (2]
J i)

2. OntheASP.NETab, make sureASP.NET versidh0.50727 (or newer) is selected. If you want to make
changes to the configuration, refer ®ecure Ad Hoc Transfer's Configuration fleitaletails. (If the
ASP.NETab isnot displayed, refer tétAdHoc Properties Missing ASP.NET.)Tab

Next Steps:

1. Configure the SAT Module

2. Customize the Secure Ad Hoc Transfer Web Interface

3. Configure EFT Server to send upload notifications

16 - Installing Secure Ad Hoc Transfe
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MANUALLY CONFIGURINGICROSOFT IIS

The steps below are performed automatically when you install the SAT module. The procedure is provided here in
case changes are made to the IIS configuration that cause S&duec Transfer to stop working and you need to
restore the defaults.

If you are using SAT on a-bd operating system, refer to Using SAT 2.0 ofB&84Operating Systems.

o

IUSR_<computer name> account needs write/modify permissitanip/ folder if bgs and upload
path is set to default configuration in tiveeb.config

If authentication is enabled for the Site, tAathenticated Usergroup needs permission instead of th
IUSR account.

The physical folder where Secure Ad Hoc Transfer is installetdhanes appropriate permissions set so
that the anonymous user account for IS (IUSR_<computer nameRdaa& Executd.ist Folder
Contents andReadaccess to the entire folder tree.

Generall Sharing  Secrity |\A-"eb Sharingl Customizel

Group or user names:

m Administrators
€7 CREATOR OWNER

-count [GSO0345USR_GS0034)

| FEpRE AT -
4| | I»

Add... | Bemove |

Permizgions for Internet Guest
Account Allow Deny

Full Control
b odify

O

|

Read & Execute
Eist Folder Contents
O

=

Fead

ljoooooo

=i
Far special permizzions or for advanced settings, Advanced |
click Advanced. —

QK I Cancel | Apply |

The installer creates a new IIS Virtual Directory for Secure &d'Hmsfer under the website you selected

when SAT was installed. If you want the collection of ASP pages to be accessible to only a subset of users
(for example, only those users on your internal network), set up 2 IP addresses on the EFT Server
computer(if running EFT Server and 1IS on the same box). For example, you might have a public IP address
that is Internet accessible through the router/firewall/NAT, while also having an internal IP address that is
only routable by those computers on your network.

Manually Configuring Microsoft IS 17
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HTTP Headers I Custom Errors I ASP.MET I Server Extensions
"Web Site | 154P1 Filters I Home Directory I Documents I Directony Security

—weh Site [dentification

D escription: |
IP fsddress: 10.10.10.15 j] Aivanced .
ICP Part a1l 561 Fort: |

r~ Connections

Connection Timeout: I 900 geconds

[ HTTP Keep-tlives Enabled

v Enable Logging

Active log format:

IWSC Extended Log File Format j Properties. . |

QK. I Cancel | Apply | Help |

If you do not have two NIC cards in your computer, you can still create multiple IP addresses
TCP/IP configuration of the computer. Refer to the Windows Operating System documentatio
how to set up multiple IP addresses on a single netwaerface card.

3. The Home Directory of the new 1IS Web Site must point to the location where the SAT module was
installed.

HTTF Headers I Cuztom Errors | ASPNET I Server Extenzions
‘wieh Site I IS4 Filters Home Directory | Documents I Directory S ecuirity
‘wihen connecting ta this resource, the content should come from:
& A directom located on this computer
' A share located on another computer
A redirection to a URL

Logal Path: [ |- hinetpub\EFTAdH oG Ergwse...
[ Script source access E Log wisits

v Read W Index this resource

[ white

Application Settingz

Application name: IEFTA-:IH oc Remove |

Starting point: <EFTAdHoC> - -
Configuration. .. |

Ewecute Permizzions: IScripts anly ﬂ

Application Protection: IMedium [Paooled) ﬂ Unlaad |

ak. I Cancel | Apply | Help |

18-
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4. The Secure Ad Hoc Transfer installer agletsdmail.aspxo the list of filenames to th®ocumentstab for
the virtual directorywhen it is installed. This allows IIS to exec#admail.aspautomaticallywhen a
user navigates to this Site's URL without explicitly specifying a document.

HTTF Headers I Custarn Errars I ASPMET | Server Extenzionz
Wwieb Site I ISAPI Filters I Home Directory Documents | Directory Security

— v Enable Default Document

L | Traew. EH]
indes. bt
I | |Default asps Bemove

—1 Enable Document Footer

ot

I Browse,..

2k, I Cancel Apply Help

5. On theASP.NETab, you can view/set the Secure Ad Hoc transfer module configurationrS&aee Ad
Hoc Transfer's Configuration Fite details.

Manually Configuring Microsoft 1IS- 19
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USING SAT 2.0 ON 6BIT OPERATING SYSTEM

The Secure Ad Hoc Transfer SATa® can be installed on Windows Servert8dOS. However, you must first
enable 32bit applications to run on the system.

To edit IIS 7.0 to work with SAT 2.0
1. Inthe IIS Manager, cligkpplication Pools
2. Rightclick the application that is hosting SAflen clickAdvance Settings

Internet Information Services (IIS) Manager

T
@g} [3 b QAESK-WIN2KB » Application Pools

I G‘g! Application Pools
5 StartPage

=95 QAESX-WINZKS (QAESX-WINZKE Administrator)
.;i‘ Application Pools

- ¢_ Sites Filter: - %Gn - %Show

E-€8 Default Web Site

- aspnet_dient

_é? EFTAdhoc

This page lets you view and manage the list of applica
among different applications.

Mame = |
chassic .MET AppPool

; Add Application Poal...
Set Application Pool Defaults. ..

Start
Stop
Recyde...

i ¢ m

Basic Settings...
Recyding...
| Advanced Settings... Sigs |

Rename

x Remove

View Applications

@ Help

3. TheAdvanced Settingslialog box appears. Click thmable 32Bit Applicationssetting and change it to
True

20 - Using SAT 2.0 on 648Bit Operating Systems



Table of Contents

Advanced Settings EHE
B (General) I
.MET Framewaork Version w20
Enable 32-Bit Applications _;I
Managed Pipeline Mode True
Queue Length oo
Start Automatically True
E CPU
Limit 0
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False —
Processor Affinity Mask 4294967295
E Process Model
Identity NetworkService
Idle Time-out {(minutes) 20
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startun Time |imit {zernnd=) an i
Enable 32-Bit Applications
[enable32BitAppOnWing4] If set to true for an application pool on a 64-bit operating
system, the worker process{es) serving the application pool will be in WOWa4
(Windows on Windowsg4) mode. Processes in WOWS4 mode are 32-bit processes. ..
oK ; ! Cancel |
[s 4

4. Restart the worker process (w3wp.exe).

ACTIVATING SECURE ADOC TRANSFER

When you first install the Secure Ad Hoc Transfer module, you are given the choice of installing a Full or Trial
version. The trial version is not time limited, but file sender apiens are limited to ten per IIS session and a
single file at a time.

Follow the instructions below to activate the full version.
1. Execute the installer.
2. ClickRepairwhen prompted, then clicklext.
3. ClickFullversion, then cliciext.
4. Type your Secure Adoc Transfer module serial number (provided on your invoice).
5

ClickNext. The full version of Secure Ad Hoc Transfer installs.
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UPGRADING SECURD HOC TRANSFER

Whether you are upgrading to a newer version of the Secure Ad Hoc Transfer (SAT) module or upgrading EFT
Server, consider the following information:

e |tis very important that SAT kiathe same version cSFTPCOMInterface.dhat the EFT &ver to which
SAT is connecting is using. Upgrading EFT Server might require also updating the SFTPCOMInterface.dll for
the SAT module.

e If EFT Server and SAT are on the same computer, then the upgrade process for EFT Server will register the
new.dll onthe computer and will be used by SAT; however, in this case the IIS service must be restarted.
This is important so that ASP.NET (hosted by the "aspnet_wp.exe" process) will release any references to
the existing COM object and reload the new one.

By de&ult, SFTPCOMInterface.dl stored in the EFT Server installation directory and in
C\Inetpub\ EFTAdHofor the SAT module.

Refer to the EFT Server User Guide for upgrading instructions.

To restart 11S
1. ClickStart >Run
2. IntheRundialog box, typéisr eset , then press ENTER.

A Command Prompt appears, IIS is reset, and then the screen closes.
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The basic foctionality of the SAT module is configured by the installer; however, additional configuration is
needed to take advantage of some of the more advanced capabilities.

With this additional configuration, you can:

Customizehe look and feel of the Web interface
Receivenotificationsfor file uploads originated by the recipient

Automaticallyremoveexpired temporary user accounts

Create a new administrative accouotbe used by the Secure Ad Hoc Transfer module

Enforce Complex Passwords for Temporary Users

EditSecure Ad Hoc Transfer's Configuration File

Configure SAT for use with the PCI HS DSS module

CREATING A BASEGENCODED PASSWORD

For communication between IIS and EFT Server, the installer uses the EFT Server administrator password, which is
stored in theconfiguration file(located by default irfC\ Inetpub\ EFTAdHJcusing simple obfuscation. It is highly
recommended that you use the delegated administration feature of EFT Serverate er@ew administrative

account that can be used by the Secure Ad Hoc Transfer module. This isolates the username/password for the Web
application, independent of EFT Administrator. Also, if the EFT Server has multiple Sites, you should grant access to
this Secure Ad Hoc Transfer application only to the Site that is used by this application.

After the installer has completed successfully, set up a new administrator account in EFT Server, then follow the
procedure below to create a base@hcoded password.

To create a base64-encoded password

1.

In your Web browser, type the URL for the SAT send pageewithde.htmat the end of the address. For
example, type:

http://localhost/EFTAdHoc/encode.htm

Creating a Base64ncoded Password 23
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TheGlobalSCAPE WebAdmin Base64 Encode Utifityears.

£7GlobalSCAPE WebA dmin Base64 Encode Utility - .. (= [[0/24
File Edit ‘iew Favoribes  Tools  Help :f
i et 0 »
\_/} Eack _\_/] \ﬂ @ __l\J 7 | Search “;\'r’ Favarites
Address @j http: fflocalhostEFTAdHoc encode, hkm [V] Links **
]
Enter
password:
Confirm
password: =
| Encodethe password |
Encoded
password: [ l
W
@ Done ‘-"_g Local intranet

2. In Enter passwordand Confirm passwordoxes, type the administrator password, then clrkcodeto
create the obfuscated version of the password.

3. Intheconfigurationfile located in the Secure Ad d@ransfer installation folder, edit the
EFTAdminPasswoneblue, replacing it with the obfuscated password you just created., Adptace
EFTAdminUsernameith the new administrator username you just created.

CUSTOMIZING THE SERB AD HOC TRANSFERBE INTERFACE

The Web email interface, the SendMdibrm, is designed with default colors, background, andrzrimage. You
can easily brand the SendMail form with your company logo and/or colors.

sendme 3 copy Al Uiptoad

Suhject:

Attachments:

To customize the look and feel, you must edit 8S filebcated in the Secure Ad Hoc Transfer module
installation folder (by defaultC\inetpub\ EFTAdHA®App_Thenes).
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You should make a backup copy of the style sheets (CSS), skin, templates (TLT), andtmomfilgs before you
edit them. The procedures below describe how to edit elementdaim.cssand default.skin The following files
are used to define théook and feel of Secure Ad Hoc Transfer:

e AddressBook.csg address book modal popup

e default.sking .NET theme fileCan be modified to change button and banner images
e Error.csg; error modal popup style

e Main.css¢ main script content

e Menu.cssg used forthe navigation menu

e thickbox.css; used for popup effects

e web.config- contains the email notification image

BACKGROUND COLOR

The default color behind the SendMail form is light gray. You can change the background color, which is defined in
Main.css

To change the background color

¢ InMain.css modify the body style-or example, change:
.Background {background - color: #FTFTF7;} /* light gray */
To
.Background {background - color: #FFFFFF;}  /* white */

HEADER IMAGE DIMENSNS

The space in which the baenimage appears is called theader You can change the dimensions of the header,
which are 320 pixels by 63 pixelsniain.csso suit the size of your banner image.

To change the size of the header image

¢ InMain.css modify Header_LogoStyle. For exale) change:

.Header_LogoStyle {
width: 320px;
height: 63px;
} /* globalscape logo image size */
To

.Header_LogoStyle {
width: 200px;
height: 50px;
}  I*your logo image size */

Customizing the Secure Ad Hoc Transfer Web Interface5
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BANNER BACKGROUND &E

The banner background, definedlfain.css is a 1 pixel wide and 63 pixels tall blue gradient that is an expandable
background for the banner imagkanneradhoc.png (SeeBanner Imaggebelow.)

To modify the banner b ackground style

e InMain.css modify HeaderLogo_BackgroundStyle. For example, change
.HeaderLogo_BackgroundStyle {
background - color: #6AA6E3;
background - image: url(images/banner - background.png);

To

.HeaderLogo_BackgroundStyle {
background - color: #000000;
} /* solid black color background */

BANNER IMAGE

»

cRNAanced clie | ransier

7?% glc balscArPE

The GlobalSCAPE banner image is defindéfewlt.skin. You can replace the default banner image with your
own.

To modify the banner image

¢ Indefault.skin, modify the header logo imag&or example, chage:

<asp:Image SkinlD="Header_Logo" runat="server"
ImageUrl="~/App_Themes/DarkGray/images/ banner - adhoc.png "
CssClass="Header_LogoStyle" />

To
<asp:lmage SkinlD="Header_Logo" runat="server"

ImageUrl="~/App_Themes/DarkGray/images/ your - image - here.jpg
CssClass="Header_LogoStyle" />
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CUSTOMIZING THE NOHRICATION EMAIL

You can customize the look of themail that the Server sends to recipients when a file is uploaded to the Server.
The logo used for notification-mails isemail_logo.qgif installed by dfault in
Clinetpub\EFTAdHOApp_Themesimages. You can remove the logo from thenaail or replace it with your

own.

Enhanced File Transfer

glc balscarE

Hellg,
I've uploaded a few files for vou to review.
Sincerely,

Robert

Your Credentials:
Username: JERMLDBEMWO
Password: eSzv@sX,

Download URL:
httpwww.mydewnloadurl.net
Single-Click URL:
httpdfwww.mvdewnloadurl.net

The login above will expire on 9/2/2008 12:00:00 AM

This message was sent using GlobalSCAPE® Secure Ad Hoc Transfer system

To change this logo image
1. Copy the new logo image into the foldékinetpub\ EFTAdHAApp_Themesimages.

2. Inweb.config modify the vaiable ImageLogoFileNameith the new file name. For example, change:

<add key="ImageLogoFileName" value="email_logo.qgif" />
To

<add key="ImagelLogoFileName" value="your - image - here.jpg" />

To remove the logo image

e Inweb.config set the variabl®Removelma@eLogoAttachmento True. Change:

<add key="RemovelmageLogoAttachment" value="False" />
To

<add key="RemovelmagelLogoAttachment" value="True"/>
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CONFIGURING TEMPORXRIJSER ACCOUNT EXAIRON

By default, accounts that are created when you send a file tgient that is not defined in EFT Server, the
account expires after 7 days. You can configure the number of days after which the account is to expire or
configure the account to not expire.

To configure temporary account expiration

e Inweb.configor in the IIS properties, set the variatiigpiryDays to the number of days after which the
account is to expire or O (zero) if you do not want the account to expire.

You can still expire or disable the account later in the EFT Server administrator interface.

Rder to Secure Ad Hoc Transfer's Configuration feiteletails of editing the configuration file.

SPECIFYING VIRTUALOEDERS FOR AD HOCRRS

If you would like to store Ad Hoc users' folders omr@ote computer, you can configure that in EFT Server's

Virtual File System. Similar to a shortcut, you can point a Virtual Folder to a physical path on the same computer or
on a remote computer, but the computer on which Secure Ad Hoc Transfer and ifStalled must have

permission to write to the folder.

To specify Virtual Folders for Ad Hoc users
1. Create the shared folder on the computer on which you want to store Ad Hoc users' home folders.
2. Ensure that Secure Ad Hoc Transfer and IS have read aedemnission on the folder.
3. In EFT Administrator, connect to the Server, then clickiR&ab.
4. Rightclick the Site tree, then clidkew Virtual Folder TheNew Virtual Folderdialog box appears.

Mew Virtual Folder

Parent: /

Alias: |
[e.. bin, pub, uploads, etc.]

Target: | -]
[e.g. CATemp or Mzervernamespathh)

Cancel

5. IntheAliasbox, type any name. For example, type adh.

6. IntheTargetbox, type the physical path to the location. For example, tyd®.1.2.3adhoc2
7. ClickOK

8. Click theServertab, then click theAdhocnode.

9. On theMain tab, in theHome folderbox, type the Virtual Folder name.

10. ClickApplyto save the chnges on the ServeNow when a file is sent, the Ad Hoc user's home folder is
created at the location you specified for the Virtual Folder.
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ADDING BLACKLIST ANW/HITELIST DOMAINS

You can configure Secure Ad Hoc Transfer to block (Blacklist) or allateligtonly specific domains. For
example, if you do not want users to send files to certaimaél accounts, you would add that domain to the
blacklist.

To configure the blacklist and whitelist

1.

10.

11.

Open thelnternet Information Servicesnanager. (Clicktar, Programs > Administrative Tools >
Internet Information Services (11S) Managgr

Expand théNVeb Sitesode, then expand th®efault Web Sitenode.
RightclickEFTAdHaahen clickProperties

In the Propertiesdialog box, click thdSP.NETab. (If thePropertiesdialog box does not have an
ASP.NETab, refer toAdHoc Properties Missing ASP.NET.)Tab

ClickEdit Configuration TheASP.NET Configuration Settingdiglog box appears

Click theGenerl tab. The settings in theveb.configfile for the SAT Module appear in tigplication
settingsarea.

Scroll toBlacklistDestinationDomainclick it, then clicledit

In the Edit/Add Application Settingslialog box, type the domain or string to bloeckr being used in the
To, Cq orBcchoxes in the SendMail form, then cli€K Separate multiple domains with commas.

Scroll towhitelistDestinationDomain click it, then clicledit. By default all domaing) are allowed.

In the Edit/Add Application Setingsdialog box, type the domain or string to allow in the, C¢ orBcc
boxes in the SendMail form, then cli€kK Separate multiple domains with commas.

ClickOKto close theASP.NET Configuration Settindislog box.

Adding Blacklist and Whitelist Domains- 29
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SINGLECLICK AUTHENTICATION

You @n configure the Secure Ad Hoc Transfer notificationadl to include a hyperlink to log the recipient in to
the Web Transfer Clierstutomaticallyto download the files that were sent.

Enhanced File Transfer

glc balscaAarE

Hellg,
I've uploaded a few files for vou to review.
Sincerely,

Robert

Your Credentials:
Username: JERMLDBEMWO
Password: eSzv@sX,

Download URL:
httpdfwww.mvdewnloadurl.net
Single-Click URL:
httpdfwww.mvdewnloadurl.net

The login above will expire on 9/2/2008 12:00:00 AM

This message was sent using GlobalSCAPE® Secure Ad Hoc Transfer system

A variable in the web.config filEmailBehavior , allows you to spafy the way in which recipients receive login
information when files are uploaded to the Server. The value of the variable determines the behavior:

0 or 1 = Username and Password in oraail to recipient
2 = Username and Password in separataals torecipient
3 = Username and Password in separataails to sender
4 = Username to recipient and Password to sender

5 = SingleClick Authentication

You can alsgonfigure the logan the messagéo either remove it or replace it with your own. The sender
provides the text in the body of themail when it is sent.
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EDITING THE CONFIGURAON FILE

Secure Ad Hoc Transfer uses a configurationviiédy.config located by default i€\ Inetpub\ EFTAdHacThe

installer captures and records all necessary values; however, you can manually change those settings in the IIS
Manager. Alternately, you can manually edveb.config(e.g., in a text editor or Visual Studio), but you have to be
very careful with your edits so as not to introduce errors in the formatting of the file. You should create a backup
copy of the file before eting.

To open the EFTAdHoc Properties

1. Open thelnternet Information Servicesnanager. (Clicktart, Programs > Administrative Tools >
Internet Information Services (11S) Managgr

2. Expand théVeb Sitesnode, then expand th®efault Web Sitenode.
3. RightclickEFTAdHaahen clickProperties

4. In thePropertiesdialog box, click thdSP.NETab. (If thePropertiesdialog box does not have an
ASP.NETab, refer toAdHoc Properties Missing ASP.NET)Tab

5. Clickedit Configuration TheASP.NET Configuration Settingislog box appears.

ASP.MET Configuration Settings @

General | Custam Errors | Authorization | Authentication | Application | State Management | Locations

Connection gting manager

M ame Connection Parameters
Locatgierver dafa sowce= | SQLENFPALS 5 infegrafed Secunf=55 P04 fachD B Fianame=Dafalli
<] >
Add... Edi... Femaove Feset

Application zettings

Ky Y alue *

EFTServerLocation localhost [

EFTServerPort 1100

EFTAdminl)sermname eft

EFTAdminFassword 2wWZ0

EFTSite tpStandardSite

SettingsLewvel Ad-Hoc

SettingsLevelPath fad-hoc/ |

Fratozal httpa A4 W

<] B

Add... ] [ Edi... ] [ Remave ] Reset

Path: KLM_vM1/Default Wweb Site/EFTAdHoo [——

6. Click theGeneraltab. The settings in theveb.configfile for the SAT Module appear in thgplication
settingsarea.

7. To change a value, click it, then cligdit Inthe Edit/Add Application Settingslialog box, type the new
value, then cliclOK Do not remove any of the keys.
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8. After you have viewed/edited the configuration, clickto close the dialog boxes, then, in the IIS
Manager, cliclFile>Close It is not necesary to restart the service or reboot.

@Any changes you make to the file must be replicated on any computer running EF1

EFT Server Configuration

Variable Description Default/Range
EFTServerlPAddress EFT Server Admin GUI IP address IP Address
EFTServerPort EFT Server Admin GUI port 1100
EFTAdminUsername EFT Server Admin GUI username n/a

EFT Server Admin GUI password (use

encode.htmto obfuscate) na

EFTAdminPassword

EFT Seer Site name under which SAT

module settings level will be created GSEFTServer Auth

EFTSite

EFT Server Settings Level under which §

module users will be created AdHoc

SettingsLevel

Global Configuration Variables

Variable Description Default / Range
URLPdgrn URL pattern that should be used in the outgq https://serverl.com:443/
e-mails
ExpiryDays Number of days before SAT module user 7
accounts expire.
TempUserNameLengtiSAT Module username length 8
LogPath Path where the verbose debuggitag file will | sendmail.log

be created (if enabled)

File path must be explicitly defined and {
IUSR_<computername> must have writg
permission to this path

If authentication is enabled for SAT then
! dzi KSyGA Ol GSR | a8
permission to this path.

UselLogFiles True (1)= the application will log errors, 0
configuration errors, and event information
False (0)= the application will not log any
debug information
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Variable

Description

Default / Range

LogLevel

Log level for debugging. Where 0 is the least
output and5 is the greatest amount of log
output.

When you specify a logging level, the systen
collects messages for that level and all the
levels below it. That is, level 2 includes level
level 3 includes level 2 and level 1, and so o
1 is the least log optut and 5 includse
everything.

0. debug- None of any log message
are logged.

1 = error- Only exceptions or errors
are logged.

2 = events Logs information related
to each event (or action) after it is
SESOdzi SRz &dzOK |
Server Conne@ R ¢ G CAf
3 = info- Logs messages that conta
additional information such as
parameters, variables, or
configuration.

4 = verbose Logs actions that are
about to execute and when the
action has been executed. e.g.,
"Connecting EFT" then the
connection occurs and a "EFT
Connected'message is logged.
Another example "Sending Email"
and after the email is sent "Email
Sent."

5 = internal Used by Support for
troubleshooting

TempFolder

Temporary folder for file uploads on IIS serve

clinetpub\ EFTAdbc\temp\upload

LockFromField

Enable or disable users from modifying the
"From" field textbox, specifically used when
from is populated from Active Directory.

False

Mail Content Configuration

Variable

Description

Default / Range

EmailTemplateFormat

E-mail template format, Plain Text

HTMLto be used when the system
sends an anail. The templates use
depend on this variable setting. (e.
UsernamePasswordTemplate.tlt o
UsernamePasswordTemplate TEki
n.tlt)

0 =HTML
1 = Plain Text

EmailBehavior

SAT default enail behavior allowing
username and password to be sen
in separate emails or singlelick
authentication. Singk€lick
authentication allows the user to
automatically log into the Web
Trander Client using an
authentication link.

0 or 1 = Username and Password
in one email to recipient

2 = Username and Password in
separate emails to recipient

3 = Username and Password in
separate emails to sender

4 = Username to recipient and
Password tsender

5 = SingleClick Authentication
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Variable

Description

Default / Range

UsernamePasswordTemplate

E-mail template containing the
username and password as one e
mail message. Used when
EmailBehavior is set to 1.

UsernamePasswordMessage.tlt

SingleClickAuthMessageTemplat

E-mail templatecontaining the
username and password as one e
mail message. Used when
EmailBehavior is set to 5.

SingleClickAuthenticationMessag
tit

UsernameMessageTemplate

E-mail template containing the
username and password as one e
mail message. Used when
EmailBehawr is set to 24.

UsernameMessage.tlt

PasswordMessageTemplate

E-mail template containing the
username and password as one e
mail message. Used when
EmailBehavior is set to2

PasswordMessage.tlt

UploadNoatificationTemplate

Email template used for uplah
notification emails from
SendUploadNotification.wsf script.

SendUploadNotificationMessage.
t

UsernamePasswordTemplateTex
Plain

Plain Text Enail template containin
the username and password as on
e-mail message. Used when
EmailBehavior is set to 1

UsernamePasswordMessageText
ain.tlt

SingleClickAuthMessageTemplati
extPlain

Plain Text Enail template containin
the username and password as on
e-mail message. Used when
EmailBehavior is set to 5.

SingleClickAuthenticationMessag
TextPlain.tlt

Usernam&lessageTemplateTextF
ain

Plain Text Enail template containin
the username and password as on
e-mail message. Used when
EmailBehavior is set to2

UsernameMessageTextPlain.tlt

PasswordMessageTemplateTextl
ain

Plain Text #nail template containin
the username and password as on
e-mail message. Used when
EmailBehavior is set to2

PasswordMessageTextPlain.tlt

UploadNotificationTemplate TextP
ain

Plain Text Enail template used for
upload notification emails from
SendUploadNotification.wsf script.

SendUploadNoatificationMessageT|
extPlain.tlt

ImageLogo

Image logo used in themalil
templates (not used in the Plain Te
templates)

e-mail_logo.gif

RemovelmagelLogoAttachment

Removes the logo image
attachment from all email

messages if set to True.

False
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