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Introduction

The topics below provide instructions for installing and configuring Secure FTP Server and its SFTP
module to interoperate with Cisco Unified Communications Manager versions 5.1.x and 6.1.x.

For the quickest, most error-free installation, have this Quick Start Guide open or printed out so that you
can perform each of the steps in order as described in this guide.

1.

2
3.
4
5

Visit GlobalSCAPE's "Cisco-certified" page, http://www.globalscape.com/gsftps/cisco, to order
Secure FTP Server configured for Cisco Unified Communications Manager interoperability or to
request a trial serial number. The serial number and a download link will be sent to you via e-mail.

Install the Server and the SFTP module and Activate Secure FTP Server.

Activate the SFTP module.

Configure the SFTP connection.

Configure Cisco Unified Communications Manager to use Secure FTP Server as its SFTP server

System Requirements for Secure FTP Server

Runs on Windows 2000 Professional, Windows XP Professional, Windows Server 2003 or
Windows Server 2003 x64

Super VGA (1,024x768) or higher-resolution video adapter and monitor for the administrator
interface

1 GB of RAM

For more information about Secure FTP Server:

For instructions for adding user accounts and other Secure FTP Server configuration procedures,
refer to the in-application help or the online help at
http://help.globalscape.com/help/secureserver3/.

Request a trial serial number or purchase Secure FTP Server configured for Cisco Unified
Communications Manager interoperability at
http://www.globalscape.com/promo/gsftps _cisco.aspx.

For more information about GlobalSCAPE's Secure FTP Server, refer to
http://www.globalscape.com/gsftps!/.
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Download the Software

GlobalSCAPE's "Cisco-certified" page, www.globalscape.com/gsftps/cisco, provides information and links
for requesting a trial serial number or purchasing Secure FTP Server. The executable installs both the
Server and the SFTP module.

Request a Trial of Secure FTP Server.

Purchase Secure FTP Server configured for Cisco Unified CM interoperability.

If you click Request a Trial, the Try Secure FTP Server page appears:

Try Secure FTP Server

Please select the product you wish to evaluate:

\ | © Secure FIP Server |

(the SSH2 module is included in o .
. O Secure FTP Server FIPS - NEW with FIPS 140-2 approved encryption
the t“a') compenents to ensure best in class security.

Click Secure FTP Server

C CuteFTP - Our award winning file transfer software.

[JHTTPS Add on Module - support browser-based transfers without having to
install a web server.

[] Auditing and Reporting (ARM) Add-On Module - effectively audit, search and
present information in the format you want.

If you click Purchase, the Purchase Secure FTP Server page appears:

Purchase Secure FTP Server

Secure FTP Server - This includes all baseline functionality except the Auditing and Reporting module
and the ability to transfer files using SSH and HTTP/S.
Click one of the Product

Price Delivery
Secure FTP Server 2 w/ Maintenance 11620 Email Add to Cart
Secure FTP Server Secure FTP Server 3 US$405 Ermai Add to Cart
options .
Secure FTP Server 3 Uparade 1155349 Email Upgrade Mow
and
one of the 55H2 Add-0On Module - Add on module that activates SSH in Secure FTP Server.
Product Price Delivery
H2 Add-on add-0n M f rer 3
SS dC_j 0 SSH2 Add-On Module for Secure FTP Server 3 USE744 Ermai Add to Cart
Module options wj Maintenance
SSH2 Add-On Module for Secure FTP Server 3 1JS4$595 Email Add to Cart

After you complete the purchase or trial form and provide your contact information, the serial number and
download link are emailed to you automatically. Follow the instructions in the email to download the
program, then follow the instructions below to install, activate, and configure Secure FTP Server. Keep
your email handy so that you can copy the serial number from the email and paste it into the serial
number box.
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The instructions below are for installing the Server and SFTP module without the Auditing and Reporting
Module (ARM) database and HTTPS module. For detailed instructions for installing the Server with ARM
and/or HTTPS, simply follow the instructions in the wizard or refer to the Secure FTP Server online help
at http:/help.globalscape.com/help/secureserver3/.

Install, Activate, and Configure Secure FTP Server

The instructions below are continuous from installing, activating, to configuring. The entire process will
take less than ten minutes.

The screenshots in this document were taken in various versions of Windows. Your interface will
differ depending on the version of Windows that you are using.

To install, activate, and configure Secure FTP Server

1. Double-click the executable to start the installer. The Welcome page appears.

.- =

InstallShield Wizard

Welcome to the InstallShield Wizard for
GlobalSCAPE Secure FTP Server 3.3

The InstallShield® wizard will install GlobalSCAPE Secure
FTP Server 3.3 on vour computer. To continue, click
MHext.

< Back | Meut » I Cancel

2. Click Next. The License Agreement appears.
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InstallShield Wizard

License Agreement

Pleaze read the follwing license agreement carefully.

Prezs the PAGE DOWHN key to see the rest of the agreement.

GlobalSCAPE, Inc. ['GlobalSCAPE") !E'!
Secure FTP Server Wersion 3
License and Support Agreement

Thiz Software iz licenzed, not sold. You may uze this Software only as described in this
aqreernent.

If you do naot agree ta the termns of this agreement, do not install the Software or uze any M

Do vou accept all the terms of the preceding License Agreement? [f you chooze Mo, the
zetup will cloge. Toinstall GlobalSCAPE Secure FTF Server 3.3, you must accept this
agreement.

|metallShield

< Back ez Ma |

3. You must read and then accept the license agreement (click Yes) in order to continue.

4. Click Next. The Destination Location page appears.

InstallShield Wizard

Choose Destination Location

Select folder where Setup will install files.

Setup will install GlobalSCAPE Secure FTF Server 3.3 in the following folder.

To install to this folder, click Mest. To install to a different folder, click Browse and select
anather folder.

" Destination Folder

C:AProgram FileghGlobal3 CAPE Secure FTP Server Browse... |

|metallShield

< Back | et = I Canicel |

5. Specify the folder in which to install Secure FTP Server, then click Next. The Select
Components page appears.
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InstallShield Wizard

Select Components
Chooze the compaonents Setup will install

ititall.

FTF Server
B Administrator Interface

Dezcription

Select the components you want ko inztall, and clear the components you do not want to

Thiz component installs the
files neceszary ta run the
GlobalSCAFE Secure FTR
Server az an MT Service.

If pou ingtall the FTR Server
then pou must alzo install the

Adminigtrator Interface.

Space Required on C: 14532 K.
Space fAvailable on Fa32a0a k.

< Back et = |

Canicel

The FTP Server and Administrator Interface check boxes are selected by default.
e FTP Server: This component installs the Server and the modules.

e Administrator Interface: This component is the administrative interface for the server. It
must be installed on the server computer and it may be installed on another computer to

provide remote administration over TCP/IP.

@ If the installer offers the option to install the Auditing and Reporting module and you do not
need the database, you can clear the check box and continue with the installation as
described below. If you want to install the database, follow the instructions in the installer

and/or refer to the Secure FTP Server online help
http://help.globalscape.com/help/secureserver3/.

Administrator Account Settings

GlobalSCAPE Secure FTP Server uses an Administratar
Interface to connect to the FTP server service.

Please enter the Usemame and Pagzword pou would like
to use when connecting ta the FTP server service.

Both Usemame and Pazzword are caze sehsitive and
muszt be at least 1 but no mare than 20 characters.

Uzemame: ||

Password: |

Confirm Passward: |

ak. | Cancel

6. Click Next. The Administrator Account Settings page appears.
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7. Create a username and password that you will use to connect to and administer Secure FTP
Server, then click OK.

@ If the administrator username or password is lost, you will not be able to administer the
Server. Resetting the administrator account is possible, but will result in the loss of all
user- and group-specific settings.

The programs are installed and the Finished Setup page appears.

InstallShield Wizard

Finizhed Setup

Setup has finizhed instaling GlobalSCAPE Secure FTP Server
3.2 on pour computer,

Choose additional options below.

[~ View README file

¥ Launch Admiristrator Interface

< Back | Finish I Lanzel |

8. The Launch Administrator Interface check box is selected by default. Leave it selected so that
you can continue with activation and configuration.

@ If the Launch Administrator Interface check box is selected, the installation process
moves immediately to activation.

If you clear the check box, installation of the Secure FTP Server is complete, but you
must click the desktop icon or Start menu icon to open the Administrator Interface to
configure and activate the Server and SFTP module before you can connect to it.

9. Select the View README file check box if you want to read the release notes, then click
Finished.

@ At this point, installation is complete. The wizard continues directly into activation and
configuration; however, if you need to stop how, you can activate and configure the
Server later. Simply open the Administrator interface by clicking its icon on the Start menu
or desktop and the wizard will continue from step 11.
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The GlobalSCAPE Secure FTP Server Administrator and Connect to FTP Server dialog box
appear.

= | =

| X

FFES-B- v || S0 wolX azmEzEs kB4

= @ Default Server Group Mat Connected
=B Local server
E Connecting...

Connect to FTP Server (Local Server)

Host: g
Usernare:
Paszsword:

Save pazsword and automatically connect ko
this server next time:

Connect | Cancel | Help |

Status] @ VFS B i Eﬁave Ag. |§New Report... | BEditHeport... o9 e {lines): 1000 3:

Mot connected WIES

10. Provide the administrator Username and Password that you created during installation, then
click Connect. The Welcome dialog box appears.
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Welcome to GlobalSCAPE Secure FTP Server

Welcome to Secure FTP Server!

Secure FTP Server must be activated with a serial number.
Trial and purchaszed serial numbers are available from the
Global SCAPE web site.

Purchase Get the Most Out of Your Secure FTP Server Trial
Be sure to activate HTTPS file transfers and advanced

Support Auditing and Reporting. Visit the Secure FTP Server
download page for more information.

Knowledge Base

Hote: Y ou must be connected to the Internet to complete the
Lost Serial Number  activation process.

@ 2007 Global SCAPE

| Enter Serial Number | Enter Trial S enial Mumber

11. You are prompted to provide a trial or purchased serial number to continue. Click Enter Trial
Serial Number or Enter Serial Number and follow the instructions.

@ If you have not yet received a serial number, refer to
http://www.globalscape.com/promo/gsftps_cisco.aspx to purchase or request a
trial serial number.

The Registration wizard appears.

Secure FTP Server 3 Registration Wizard il

Thiz wizard will activate GlobalSCAFPE Secure FTF Server 3. Enter
your permatient or 30-day trial zerial number below.

Serial Mumber: ||

To purchase modules, abtain madule trial serial numbers, or obtain a
replacement for a logt permanent zerial number, pleagze wisit
hittp: e globalzcape. com

Yiou can also have a lost serial number emailed to vou

< Bach I Hedt = I Cancel | Help

12. Type or paste your serial number into the Serial Number box, then click Next. The Personal
Details page appears.
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Secure FTP Server 3 Registration Wizard { ﬂ

Pleasze fill in all fieldz. our Perzonal detailz will be used only for
account verfication, locating a lost serial nurmber, and ather
account activitiez, Only pour name iz required to complete the
reqistration process.

MHame: GlobalS CAPE

Ermail: I

Carmpany: IG lobalS CAPE

Address: I

Citw: I Posgtal/Zip Code: I—
State or Province: I LCountry: IUnited States

< Back I Hewut » I Cancel | Help |

13. GlobalSCAPE Customer Support can use the information on this page to look up your account if
you need to contact Customer Support. Complete the personal details fields, then click Next.
Secure FTP Server contacts the registration server to activate the serial number.

Registration

Connection to registration server in progress...

Cancel

In step 11, if you clicked Enter Serial Number, but provided a trial serial number instead of a
purchased serial number, registration fails and an error message appears. If you clicked Enter
Serial Number in error, you can click Cancel to try again.

If registration is successful, the Registration Successful page appears.
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Secure FTP Server 3 Registration Wizard

Congratulations! GlobalSCAPE Secure FTP Server 3 was
succezsfully regiztered.

< Back I Finish I Cancel Help

14. Click Finish.

@ At this point, activation of the Server is complete. The wizard continues directly into
configuration; however, if you need to stop now, you can configure the Server later.
Simply open the Administrator interface by clicking its icon on the Start menu or desktop,
and click Continue Trial; the wizard will continue from step 15.

The Create New Site wizard appears.

Create New Site ll

r— Create Mew Site:

M arne:

Ligtening |F:
f (&1 Incoming) B =

[ Start site automatically after creation

— Authentication Options

Aythentication method:
Global5CAPE Secure FTP Server Authentication j

Authenticate uzers uzing the intermal GlobalSCAPE Secure FTR
Server user databaze.

< Back I Heut » I Cancel | Help |

15. Provide a Name for the Site or keep the default name. The name you provide here will appear in
the Server tree, error messages, logs, and the database, if used.

16. Click the Listening IP list, then click the down arrow and click the address of the computer or
keep the default of All incoming.
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17. (Refer to the screen shot in step 14, if necessary.) In the Port box, type or select the port number
on which the Server listens for FTP connections. The default port used for FTP connections is 21,
however, you can enter any value between 1 and 65,535. (You must configure FTP in this initial
setup; you can turn off plain FTP access on the Connection Options tab after configuration is
complete.)

@ Assigning port numbers under 1024 may lead to conflicts with other programs
running on your computer.

18. (Refer to the screen shot in step 14, if necessary.) The FTP connection to the Server is called a
Site. If you want the connection to be available immediately, select the Start site automatically
after creation check box. Otherwise, you can clear the check box and start the Site later. For
example, if you are not going to allow FTP connections to the site, you can leave the Start site
automatically after creation check box cleared, and then later start the site manually after you
have configured SFTP.

19. (Refer to the screen shot in step 14, if necessary.) Specify the Authentication method. The
default method is GlobalSCAPE Secure FTP Server Authentication. GlobalSCAPE Authentication
does not rely on outside sources for user information. All information in the authentication
database is encrypted and protected from the operating system and can only be modified through
the Administrator.

e If you need to use NT Authentication, see Creating a site that uses NT authentication in
the Secure FTP Server online help.

e If you need to use ODBC authentication, see Creating a site that uses ODBC
authentication in the Secure FTP Server online help.

20. Click Next. The Authentication Options page appears.

Authentication Options |

ALthentication options

Authenticate users using the internal GlobalSCAFE Secure FTP
Server uzer databaze.

Pleasze tppe in path to file where site uzer databaze will be stored.

rograr FileshGlobalSCAPESS ecure FTP ServertDefault Site. aud

Uszer's Databaze poling options
’7 Ulzer izt refresh interval IUse server specified interval j

< Back I Heut » I Cancel | Help |

21. Provide the path at which to store the user database. Leave the default path unless you want to
store the authentication database in a new location.
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22. (Refer to the screen shot in step 20, if necessary.) In the User list refresh interval box, specify
how often the Server should check the authentication database for new users (Never, every 5,
15, or 30 minutes, 1, 2, 6, or 12 hours, or once per day).

23. Click Next. The final page of the wizard appears.

Create New Site |

— Default FTP Root Folder

Pleasze zelect a folder for the FTP oot

C: 4 netPubhFTER oothDefault Sitey

[e.g. C:hinetpub’ftpzerver or C:AFTPzerver)

[¥ Create standard subfolders [Bin, Pub, Usr, Incoming)

— Create Anonyrious U ser

r Enable Anonymous access o the FTP zerver with
lirited permizzions that commanly apply

—Account Creation Ophions

[ Auto assign home folders ko site users

< Back I Firizh I Cancel | Help |

24. In the Default FTP Root Folder area, specify a path to the root folder for the site.

25. Select the Create standard subfolders check box to automatically create Bin, Pub, Usr and
Incoming folders with appropriate permissions under the root folder. (This is selected by default,
but is only necessary if you are trying to mimic a typical default *nix Server setup.)

26. Select the Enable anonymous access to the server check box to create an anonymous
account that does not require a password. The account will have limited permissions.

27. Select the Auto assign home folders to site users check box to automatically create a user
folder under \Site Root\Usr\ when a new user is added.

28. Click Finish. If the root folder has not already been created, you are prompted to do so.

29. Click Yes. The folder is created and the Create New Site wizard closes.

Page 15 of 28



