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Introduction to Mail Express® 

Mail Express® allows you to send large email file attachments to recipients inside or outside of your 
organization quickly, reliably, and securely, while reducing the load on your mail server. Mail Express 
also allows your recipients to send large email file attachments to you through a Web portal. You can 
send files using a Microsoft Outlook Add-In, a Web portal, or both, using secure authentication and 
auditing capabilities. The Mail Express system will offload file attachments to an independent server and 
can notify recipients that the files are available for pickup. 

You can configure the authentication scheme to change the way recipients authenticate against Mail 
Express Server to download their files. One authentication scheme allows users to access their files 
without providing any credentials; the other requires the recipient to type in a temporary password that 
is provided in out-of band communication with the recipient (e.g., phone call or email). By default, the 
Mail Express system retains attachments for 2 weeks, but you can increase or decrease this period 
based on corporate security, auditing, and usage requirements. 

When you send an attachment, the attachment is uploaded to Mail Express Server over HTTPS, and then 
the recipient receives an email with hyperlinks to download the files from the server. When the 
recipient clicks the hyperlink in the email notification, a Web page appears from which the recipient can 
download the attachment. All visits to the download page and file downloads are recorded in the 
database. Auditing to a database provides a detailed history of transfers showing senders and receivers, 
which files were transferred, and when they were transferred. 

When you allow Mail Express to manage email attachments sent via Microsoft Outlook, emails remain in 
the Outbox until the Mail Express processing is complete, and the attachments are completely 
uploaded. Normally, mail clients have a hard time managing large attachments and can often become 
ǳƴǊŜǎǇƻƴǎƛǾŜ ǿƘƛƭŜ ǘƘŜǎŜ ŦƛƭŜǎ ŀǊŜ ŀǘǘŀŎƘŜŘΦ ¦ǎƛƴƎ aŀƛƭ 9ȄǇǊŜǎǎΩ ƻǿƴ Attach File button, very large files 
can be attached to an email, quickly reducing the time waiting for the mail client to become responsive 
again. When Mail Express manages an email, it uploads the attachments to the Mail Express Server, 
removes the attachments from the email, and inserts links into the email from which the recipient(s) can 
download the attachment(s). This process has the added benefit of end users not exceeding their email 
server's mailbox quota or attachment size limits, since the resulting email itself is normally quite small. 

In Mail Express v4.1 and later, in addition to sending secure attachments, you can send an email with a 
secure message body. The message and attachments are encrypted in transit.  

The Mail Express workflow: 

1. Using a web browser or Outlook Add-In, User A sends an email with attachments of any size. 

2. Attachments and message body are stripped off of the email and stored on the Mail Express 
server. 

3. Mail Express inserts a download link in place of the message, and email is sent via the email 
server. 

4. User B opens the email that contains the download link. 

5. User B clicks the link, opens the Mail Express Pickup portal in the browser, and downloads the 
message and attachments. 

6. (Optionally) User B responds to User A using the Mail Express Reply portal. 
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Mail Express Architecture 

The Mail Express application is composed of the following components: 

¶ Server Applicationsτ¢ƘŜ {ŜǊǾŜǊ ŀǇǇƭƛŎŀǘƛƻƴǎ ƻŦ aŀƛƭ 9ȄǇǊŜǎǎ ŀǊŜ ǘƘŜ άōǊŀƛƴǎέ ƻŦ ǘƘŜ ǎȅǎǘŜƳΦ 
Using settings and configuration defined by the Mail Express administrator, web server 
applications transfer, store, and manage all of the files processed by the system. A database 
application stores and provides data regarding all of the file transfers that pass through the 
system and the configuration changes that are requested by the administrator 

¶ Administration PortalτAs with any enterprise level software, Mail Express provides an 
ƛƴǘŜǊŦŀŎŜ ǘƘŀǘ ŀƭƭƻǿǎ ǘƘŜ άƻǿƴŜǊέ ƻŦ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ŀŎŎŜǎǎ ǘƻ ǎȅǎǘŜƳ ŎƻƴŦƛƎǳǊation and 
management, sender administration, and transaction auditing. Mail Express offers a web 
interface that an administrator (either an IT administrator or a business unit manager, 
depending on who within an organization owns the solution) can use to access all of the 
necessary management features and functions. 

¶ Outlook Add-InτThe Microsoft Outlook Add-In provides the ability to send files automatically 
using Mail Express via the normal Outlook messaging workflow based either on predetermined 
use cases (either administrator or sender defined) or in an ad hoc manner using Mail Express 
tools that are integrated into the Outlook User Interfaces. No Mail Express-specific action will be 
required by the sender after the initial installation and configuration of the Add-In. 

¶ Internal Web PortalτMail Express includes an Internal Portal, a web page from which internal 
parties can send files to recipients inside or outside the organization. The Internal Portal 
provides a web-based alternative to using the Outlook Add-In and is driven by a set of 
administrative settings that are shared with the Add-In. 

¶ Package Drop-offτMail Express includes a Drop-off Portal, a web page from which external 
parties can send files to Mail Express customers. The Package Drop-off Portal provides a bi-
directional flow of information between you and your partners. 

¶ Package Pick-upτMail Express provides multiple options for recipients to download the files 
that have been sent to them. Recipients have the ability to download files instantly by clicking 
on the links provided in an email or by visiting the Pick-Up portal where files are listed for 
download. 

¶ Reply PortalτWhen an internal or external user receives an email from a Mail Express user, the 
email can contain a link to the Reply portal in which recipients can respond to the email to 
return files to the sender. 
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Mail Express Quick Start 

Provided below is a "quick start" checklist to help you install and configure Mail Express. Additional 
configuration may be required, depending on your individual requirements. Click the links in each step 
to read the detailed procedures, complete with screen shots.  

¶ All passwords must be at least 6 characters and contain at least 3 of the following types of 
characters: uppercase letters, lowercase letters, numbers, and special characters (e.g., #, %, ^). 

 

  

Server Installation: 

  Verify that prerequisites are installed and system requirements have been met. 

  

Ensure that port 443 is available on the IP address designated for the internal Mail Express Server host. 

TIP: Use the following command to check against any conflicts: netstat -anop TCP 

NOTE: If there is any other process listening on port 443 (including the global 0.0.0.0 interface), please refer to Mail 
Express Knowledgebase article #10636 for more information. 

  

If you are using Microsoft Exchange for your mail server, Mail Relay should be turned on if you do not create an 
account on the Exchange Server for the Mail Express Server. For information, refer to 
http://exchangepedia.com/2007/01/exchange-server-2007-how-to-allow-relaying.html. Refer to Configuring 
Anonymous Access to Exchange and Configuring Authenticated Access to Exchange for information about configuring 
Exchange. 

  
Create a new service account on your Active Directory network for the Mail Express service. This account is required for 
Mail Express to perform Kerberos authentication for connecting clients and for LDAP queries, and it can also be used to 
allow authenticated relay through the mail server. 

  
Ensure you have access to log into a Domain Controller with Domain Admin rights. This is required in order to enable 
Kerberos authentication in Mail Express. After installation and initial configuration have been completed, it is no longer 
required. 

  Install all available Windows Updates (required for security and compatibility) 

  Reboot the server computer. (required before the Mail Express installation can begin) 

  5ƻǿƴƭƻŀŘ ŀ ŎƻǇȅ ƻŦ ǘƘŜ aŀƛƭ 9ȄǇǊŜǎǎ ƛƴǎǘŀƭƭŜǊ ƻƴǘƻ ǘƘŜ aŀƛƭ 9ȄǇǊŜǎǎ ŎƻƳǇǳǘŜǊΩǎ ƭƻŎŀƭ ƘŀǊŘ ŘǊƛǾŜΦ 

  

Install Mail Express Server (run the executable); 32-bit or 64-bit depending on operating system. You will need the 
following information: 

¶ Installation directory (Where to write installation files) 

¶ Attachment storage directory (Any storage that can be accessed from server) 

¶ Mail Express administrator username/password and email address 

¶ If using an external database, database server connection parameters 

¶ If integrating with EFT, you will need to know the EFT host, port, "Site Admin" credentials, and Site name. 

Server Configuration: 

  
Specify the domain of Mail Express Server. This system name will be used for portal and package URL information. For 
ŜȄŀƳǇƭŜΣ ƛŦ ǘƘŜ ŘƻƳŀƛƴ ƛǎ ǎŜǘ ǘƻ άƳŜΦƎƭƻōŀƭǎŎŀǇŜΦŎƻƳΣέ ǘƘŜ ǇŀŎƪŀƎŜ ƭƛƴƪǎ ǘƘŀǘ ǊŜŎƛǇƛŜƴǘǎ ǊŜŎŜƛǾŜ ǿƛƭƭ ƭƻƻƪ ƭƛƪŜ 
άƘǘǘǇǎΥκκƳŜΦƎƭƻōŀƭǎŎŀǇŜΦŎƻƳκǇƛŎƪǳǇκғǳƴƛǉǳŜ ƛŘŜƴǘƛŦƛŜǊҔέ 

  
Specify System Notification addressesτthese are the email addresses to which system notifications are sent; the email 
address provided at installation is used by default. 

  
Configure IP port bindings to prevent conflicts with other applications and to connect to other IP addresses and ports 
that you want Mail Express to listen on; by default, only localhost:8443 is an active listening port. 

  Configure the mail server connection 

  Enable attachment pickup 

  Create new Internal user for testing purposes 

http://kb.globalscape.com/KnowledgebaseArticle10636.aspx
http://exchangepedia.com/2007/01/exchange-server-2007-how-to-allow-relaying.html
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Outlook Installation and Configuration: 

  Install the Outlook Add-In on the client workstation(s), including Add-In prerequisites 

  Specify the host name, username, and password for the Internal user created during server setup 

  Enable the Mail Express User Interface in Outlook. 

  
Enable the Status pane in Outlook to display the connection status between the Mail Express Add-In and Mail Express 
Server 

  Send a test email with an attachment using the Attach File icon on the Mail Express tool bar. 

  Pick up the package 

Advanced Features (can be setup after the initial configuration is completed and the basic system functionality has been 
verified. Not critical to the basic functionality of the system.) 

  Specify a Mail Express SSL Certificate 

  Enable Active Directory Authentication 

  Enable Single Sign On using Kerberos 

  Enable Drop-off Page 

  Enable and configure Internal Portal 

  Enable and configure the Reply Portal 

  Enable attachment purging 

  Enable database purging 

  Silent installation of Outlook Add-In clients 

  Install and configure EFT in the Mail Express administration interface. 

  Install and configure DMZ Gateway. 

  Register the Server and DMZ Gateway in the Mail Express administration interface. 
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What's New in Mail Express®? 

Mail Express was updated with the changes described below. To view a complete version history and to 
download the latest version, go to http://www.globalscape.com/support/gme.aspx. 

Changes in Mail Express 4.3.0 

¶ Support for the Mail Express Add-In in Outlook 2016.  

Changes in Mail Express 4.2.2 

¶ Localization bug fix 

¶ OpenSSL update to address security vulnerabilities in earlier SSL versions 

¶ Option to expire links immediately (upon first use)  

¶ Include latest Java Runtime (JRE)  

Changes in Mail Express 4.2 

¶ Email and attachments managed by Mail Express can be processes by antivirus and data loss 
prevention tools before being sent. 

¶ Added a Scan Activity report to show processing errors and successful/failed attempts for 
processing by antivirus and data loss prevention tools. 

¶ Audit Event History can now be filtered by specific Event Types. 

¶ Added language support for Italian and Portuguese 

Changes in Mail Express v4.1 

¶ Email managed by Mail Express sent from the Outlook Add-in or the web portals can be 
encrypted so that only the sender and the receiver can read its content 

¶ Updated interfaces in the web portals 

¶ Administrators can now require verified users in the Reply portal 

¶ Semicolons are allowed as email delimiters in the To, Cc, and Bcc fields of the Drop-off, Reply, 
and Internal portals 

¶ Default package expiration is now 1 year instead of 1 month 

Changes in Mail Express v4.0.4 

¶ Limit the number of attachments allowed for emails in the Internal Settings and the Drop-Off 
Settings. 

¶ The Request Account link on the Drop-Off Portal can be visible or hidden based on the setting in 
General User Settings. 

¶ Allow an internal user account to expire based on the Internal Users expiration settings on the 
General User Settings page. 

¶ In the DMZ Gateway configuration, you can specify which portals are to be accessed through the 
DMZ Gateway address, and whether LDAP authentication is to be used for portals accessed 
through DMZ Gateway. 

¶ Purge internal user accounts (same as external user accounts) 

http://www.globalscape.com/support/gme.aspx
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¶ Removed support for Outlook 2003. 

¶ A 64-bit SQL Express installer is included in the Mail Express 32-bit installer. 

Changes in v4.0.3 

¶ Updated Tomcat native connector to address "Heartbleed" SSL vulnerability 

Changes in v4.0.2 

¶ Added static configuration item to prohibit invalid characters from LDAP query usernames. 

Changes in Mail Express v4.0 

¶ File-type exclusion added to Internal Portal and Outlook Add-InτAdministrators can prevent 
internal users from sending certain types of files. The user may still be able to send the files 
without Mail Express, if the Outlook Add-In is configured to allow it. The system notifies users if 
they attempt to send files with a restricted extension, allowing them to remove the restricted 
file. 

¶ Password policy added for Internal user accountsτAdministrators can specify password reset, 
expiration, reuse, and user notification of password expiration. The settings apply to internally 
managed account, external user accounts, and administrator accounts. 

¶ Account lockout added for Internal user accountsτWhen using Active Directory for user 
authentication, a user (or malicious user) could lock themselves out of their account with too 
many failed attempts to log in. Mail Express provides the ability to lockout a user prior to the AD 
lockout, and the ability for the administrator to manually lock or unlock the account. 

¶ Increased Client Access Licenses (CAL) available to 100,000 (depending on the number 
purchased). The total number of CAL available is displayed on the General Configuration page 
under Licensing and Registration. The number of licenses consumed is displayed on the Mail 
Express Status page. 

¶ Administrator can configure FIPS 140-2-compliant protocol (TLS) and algorithms for 
communication across the system (to support HIPAA compliance) on the General Configuration 
page under Enhanced Communication Security. 

¶ The Outlook Add-In (OAI) can connect to a newer version of Mail Express Server. However, an 
OAI cannot connect to an older Mail Express Server. This setting allows existing clients to 
connect when the Server is upgraded, without immediately upgrading the OAI to the new 
version (within 2 minor versions, that is, 4.0 to 4.1 and 4.2) 

¶ External web users can be presented with a Terms of Service agreement upon first log in. 
Administrators can enable/disable this functionality and can customize the message that is 
presented. 
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Installing and Uninstalling Mail Express 

Installing Mail Express includes installing Mail Express Server and then installing the Mail Express 
Outlook Add-In on users' workstations. These topics provide the system requirements, installation 
procedures, and activation instructions. 

System Requirements, Prerequisites, and Supported Applications 

Globalscape Quality Assurance (QA) tested and approved Mail Express for use with the programs and 
hardware described below. The minimum system requirements below are organized by Mail Express 
Server, SQL Server 2008 R2 Express, and Outlook Add-In requirements. The installer must be run by a 
user with administrative privileges on the computer. The installer/uninstaller will check for this at the 
beginning of execution. 

Please review each of the requirements and prerequisites below and ensure that they are met before 
installing Mail Express. Ensure all Microsoft updates have been installed and the computer has been 
rebooted. If all of the prerequisites are not met, the installation will abort. You can print this page of the 
help and check off the requirements as you verify that they are installed/available. 

Mail Express Server Requirements/Prerequisites 

 

While it is possible for the Mail Express Server and Add-In to work on system configurations other than those listed 
below, programs and hardware not listed below were not tested and are not supported. 

The system requirements/prerequisites on the computer on which Mail Express Server is installed are 
listed in the table below. The following important notes should be considered before starting 
installation.  

¶ Mail Express v4.2 installs .NET 4.5.2, if it's not already installed, and enables the ICAP service.  

o The ICAP service has to be installed and running for any ICAP functionality (integration 
with antivirus and data loss prevention tools) to work. 

¶ For Outlook Add-In system requirements, refer to Outlook Add-In Requirements/Prerequisites, 
below. 

¶ For SQL Server 2008 R2 Express system requirements, refer to SQL Server 2008 R2 Express 
Installation Requirements/Prerequisites, below. (These are the requirements that the installer 
verifies; refer to the Microsoft link below for additional SQL Server system requirements.) 

¶ For SQL Server 2008 R2 system requirements, refer to 
http://www.microsoft.com/download/en/details.aspx?id=12548. 

¶ Mail Express "silently" installs the latest version of the Java Runtime Environment (JRE) and 
Apache Tomcat; you do not need to update or maintain these applications. 

¶ Mail Express v3.3 and later is supported with the following Oracle database versions: 

o Oracle Database 11g Release 2: 11.2.0.1-11.2.0.3 (patch set as of September 2001) 

o Oracle Database 11g Release 1: 11.1.0.6-11.1.0.7 (patch set as of September 2008) 

¶ Separate installers are provided for 32-bit and 64-bit installations. Please use the proper 
installer for your operating system. Mail Express integration with EFT only works with the 32-bit 
version of Mail Express. If you use the 64-bit installer, the EFT integration options will not be 
available, because the COM calls required for integration will not work. The EFT installer 
provides the 32-bit Mail Express installer.  

http://www.microsoft.com/download/en/details.aspx?id=12548
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¶ If you are using Mail Express with EFT, you should use the Mail Express version bundled in the 
EFT installer. Mail Express and EFT compatibility depend on the version of the COM API built in 
to EFT. For example, Mail Express version 4.0.4 is compatible with EFT version 7; but Mail 
Express version 4.0.4 is not compatible with version 6.5.x of EFT, because their API versions are 
different.  

¶ The Java applet (for transferring files in a web browser) must be the latest available version.  

 

Requirement/Prerequisite 

  Mail Express Server must be accessible from the Internet, either directly or via the DMZ Gateway, if applicable, so 
that recipients can browse the attachment links to pick up attachments (typically in the DMZ behind a firewall such 
as Microsoft ISA Server). Using GlƻōŀƭǎŎŀǇŜΩǎ 5a½ DŀǘŜǿŀȅ ǎŜǊǾŜǊΣ ǘƘŜ aŀƛƭ 9ȄǇǊŜǎǎ {ŜǊǾŜǊ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ǘƻ 
remain in the DMZ and can reside within the internal network. When deploying the Mail Express Server in a 
virtualized cluster environment, setting a static MAC address for the server is required. 

  Ensure that port 8443 is available to the Mail Express IP address (and that no port conflicts exist on that IP 
address). This port can be assigned to a specific IP address placed on the system for Mail Express expressly. If the 
firewall is enabled on the computer on which Mail Express Server is installed, you must create an exception for TCP 
port 8443. 

  ¶ Microsoft Windows Server 2012 

¶ Microsoft Windows Server 2012 R2, requires GUI component (64 bit) 

¶ Microsoft Windows Server 2008 R2 

  Microprocessors: 

¶ 1 GHz x86-based processor or higher for 32-bit operating systems 

¶ 1.4 GHz x86-based processor or higher for 64-bit operating systems 

  1 GB RAM or more 

  Disk space: 

  ¶ Installation temporarily requires up to 125 MB free disk space on the system drive to accommodate 
temporary installation files. 

  ¶ Up to 500 MB of additional storage on the selected installation drive to accommodate Mail Express 
Server log files and temporary files 

  ¶ Adequate storage should be provided for uploaded attachments 

  ¶ Regular disk maintenance/management of resources. Mail Express administration requires a small 
amount of available disk space in order to service requests. When the disk is full, Mail Express may not 
function as expected. 

  1024x768 or higher resolution monitor 

  Supported browsers (with latest OS/browser patches and updates, with JavaScript and cookies enabled): 

¶ Chrome: Latest public release version (32 on release date)  

¶ Firefox: Latest public release version (26 on release date)  

¶ Safari: Latest public release version (7.0.1 on release date)  

¶ Internet Explorer: Internet Explorer: Latest public release version (10 or later recommended)  

Users should install the latest Java release for web transfers using the Java applet. (You can transfer files without 
the Java applet, however. The applet, if enabled, allows unlimited file size, depending on the limit the 
administrator has set for the portal.) 

  Access to a mail server. Mail Express is supported on Exchange Server 2007, 2010, 2013 

  Additional modules in Exchange Server that meet the specific needs of Mail Express. Refer to Configuring 
Anonymous Access to Exchange or Configuring Authenticated Access to Exchange for details. 

  Service account in AD for Mail Express (Optional); Account is necessary for Kerberos authentication; an existing 
account can be used, if preferred. 

http://www.java.com/en/download/manual.jsp
http://www.java.com/en/download/manual.jsp
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Requirement/Prerequisite 

  Access to a SQL Server or Oracle database (SQL Server Express, which can be installed with the Mail Express 
installer for evaluation, is not intended for production use.) Mail Express is supported on SQL Server 2008 R2, SQL 
Server 2012, SQL Server 2014, and Oracle 11g. 

  Anti-virus: (optional) The Mail Express Server computer should have a current anti-virus application installed so 
that attachments managed by Mail Express Server are free from malicious software. 

 

If slower-than-normal uploads are observed, ensure your 
antivirus software is properly configured. 

 

SQL Server 2008 R2 Express Installation Requirements/Prerequisites 

If you are installing SQL Server 2008 R2 Express (available in the Mail Express Server installer for 
evaluation purposes), ensure that the computer meets the requirements/prerequisites in the table 
below. When you choose to install SQL Server 2008 R2 Express with the Mail Express Server installer, the 
installer will verify that the proper prerequisites/requirements are available before installing. If the 
requirements are not met, the installation will abort. 

¶ Listed in the table below are the requirements that the installer verifies; refer to the Microsoft 
link below for additional SQL Server system requirements. 

¶ If you are connecting to an external SQL Server 2008 R2 database, refer to the SQL Server 2008 
R2 requirements. 

 

Requirement/Prerequisite 

  Microsoft .NET Framework v3.5.1 SP1 

  Microsoft Installer Service 4.5 or later (included in Windows 2008) 

  The following privileges must be enabled for the administer account running the installer: 

  ¶ SeBackupPrivilege 

  ¶ SeDebugPrivilege 

  ¶ SeSecurityPrivilege 

  Installation temporarily requires up to 3.6 GB of free space on the system drive 

  Minimum of 500 MB on the system drive, consumed by SQL Server installation files and initial database 

  10 GB of additional storage on the system drive to accommodate database growth 

Outlook Add-In Requirements/Prerequisites 

The table below lists the system requirements/prerequisites on the computer on which the Outlook 
Add-In is installed. 

 

Requirement/Prerequisite 

  Mail Express Server must be installed before installing the Outlook Add-In. 

  

Operating Systems: 

¶ Windows 10 Enterprise 

¶ Windows 8 

¶ Windows 7 Professional (32- and 64-bit) 

http://www.microsoft.com/download/en/details.aspx?id=12548
http://www.microsoft.com/download/en/details.aspx?id=12548
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Requirement/Prerequisite 

  

Outlook versions (refer to Microsoft documentation for Outlook requirements): 

¶ Outlook 2007 

¶ Outlook 2010, 32-bit or 64-bit (64-bit support added in version 3.2) 

¶ Outlook 2013, 32-bit or 64-bit (added in v3.3.2) 

¶ Outlook 2016, 32-bit or 64-bit (added in v4.3.0) (Refer to "How Do I Configure Outlook 2016 to Connect 
To Exchange" for details of Outlook 2016.) 

  

Minimum system requirements 

¶ A single 1 GHz x86-based CPU or better 

¶ 1 GB of RAM or more 

¶ 1024x768 or higher resolution monitor 

The Outlook Add-In prerequisites below apply to versions prior to 4.3.1.  

Later versions include the necessary requirement installers/dependencies. 

  
Outlook Add-In prerequisites based on Microsoft Office version; Due to interdependencies among the following 
prerequisites they should be installed in the order listed. The prerequisites are available at the links listed below in 
Outlook Add-In Prerequisite Resources. 

  

Prerequisites when using Office 2007: 

¶ Microsoft Windows Installer 3.1 or Later 

¶ Microsoft .NET Framework v3.5 SP1 

¶ Microsoft Office 2007 Primary Interop Assemblies 

¶ Microsoft Visual Studio Tools for the Microsoft Office System (version 3.0 Runtime) and Service Pack 1 

  

Prerequisites when using Office 2010: 

¶ Microsoft Windows Installer 3.1 or Later 

¶ Microsoft .NET Framework 3.5 SP1 

¶ Microsoft Office 2010 Primary Interop Assemblies 

¶ Microsoft Visual Studio 2010 Tools for Office Runtime 

  

Prerequisites when using Office 2013: 

¶ Microsoft Windows Installer 3.1 or Later 

¶ Microsoft .NET Framework 3.5 SP1 

¶ Microsoft Office 2013 Primary Interop Assemblies 

¶ Microsoft Visual Studio 2010 Tools for Office Runtime 

  

Prerequisites when using Office 2016: 

¶ Microsoft Windows Installer 3.1 or Later 

¶ Microsoft .NET Framework 3.5 SP1 

¶ Microsoft Office 2016 Primary Interop Assemblies 

¶ Microsoft Visual Studio 2010 Tools for Office Runtime 

https://products.office.com/en-us/office-system-requirements
https://kb.intermedia.net/article/20784
https://kb.intermedia.net/article/20784
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Outlook Add-In Prerequisite Resources 

(Not required in version 4.3.1 and later) 

The Outlook Add-in prerequisites (noted in the table above) can be obtained from the links listed below. 

Microsoft Windows Installer 3.1 or later 

¶ Installation of the Mail Express Outlook Add-In and its other prerequisites requires Microsoft 
Windows Installer 3.1 or later. As of this writing the current version of the Microsoft Windows 
Installer is 4.5. Information for both resources is included below. 

¶ Microsoft Windows Installer 3.1 

o Installer Name: Windows Installer 3.1 Redistributable (v2) 

o Installer File: WindowsInstaller-KB893803-v2-x86.exe 

o Download Page: 
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=889482fc-5f56-4a38-
b838-de776fd4138c 

o Direct Download Link: http://go.microsoft.com/fwlink/?LinkId=49256 

¶ Microsoft Windows Installer 4.5 

o Installer Name: Windows Installer 4.5 Redistributable 

o Installer File: <Operating System Dependent> 

o Download Page: 
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=5a58b56f-60b6-4412-
95b9-54d056d6f9f4&displaylang=en 

Microsoft .NET Framework v3.5 SP1 

¶ Installer Name: Microsoft .NET Framework 3.5 Service Pack 1 

¶ Installer File: dotnetfx35setup.exe 

¶ Download Page: http://www.microsoft.com/downloads/en/details.aspx?FamilyId=AB99342F-
5D1A-413D-8319-81DA479AB0D7&displaylang=en 

¶ Direct Download Link: http://go.microsoft.com/fwlink/?linkid=118076 

Note: Installation may require reboot 

Microsoft Office 2007 Primary Interop Assemblies 

¶ Installer Name:  2007 Microsoft Office System Update: Redistributable Primary Interop 
Assemblies 

¶ Installer File: o2007PIA.msi 

¶ Download Page: http://www.microsoft.com/downloads/en/details.aspx?FamilyID=59daebaa-
bed4-4282-a28c-b864d8bfa513&DisplayLang=en 

bƻǘŜΥ ¢ƘŜ ŘƻǿƴƭƻŀŘ ŦƛƭŜ ƛǎ ƴŀƳŜŘ άtǊƛƳŀǊȅLƴǘŜǊƻǇ!ǎǎŜƳōƭȅΦŜȄŜΦέ ¢ƘŜ άƻнллтtL!ΦƳǎƛέ ƛƴǎǘŀƭƭer 
file will be extracted from this executable when run. 

http://www.microsoft.com/downloads/en/details.aspx?FamilyID=889482fc-5f56-4a38-b838-de776fd4138c
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=889482fc-5f56-4a38-b838-de776fd4138c
http://go.microsoft.com/fwlink?LinkId=49256
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=5a58b56f-60b6-4412-95b9-54d056d6f9f4&displaylang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=5a58b56f-60b6-4412-95b9-54d056d6f9f4&displaylang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyId=AB99342F-5D1A-413D-8319-81DA479AB0D7&displaylang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyId=AB99342F-5D1A-413D-8319-81DA479AB0D7&displaylang=en
http://go.microsoft.com/fwlink?linkid=118076
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=59daebaa-bed4-4282-a28c-b864d8bfa513&DisplayLang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=59daebaa-bed4-4282-a28c-b864d8bfa513&DisplayLang=en
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Microsoft Office 2010 Primary Interop Assemblies 

¶ Installer Name: Microsoft Office 2010: Primary Interop Assemblies Redistributable 

¶ Installer File: o2010PIA.msi 

¶ Download Page: http://www.microsoft.com/downloads/en/details.aspx?FamilyID=938fe8ad-
583b-4bd7-a345-23250dc15855 

bƻǘŜΥ ¢ƘŜ ŘƻǿƴƭƻŀŘ ŦƛƭŜ ƛǎ ƴŀƳŜŘ άtL!wŜŘƛǎǘΦŜȄŜΦέ ¢ƘŜ άƻнлмлtL!ΦƳǎƛέ ƛƴǎǘŀƭƭŜǊ ŦƛƭŜ ǿƛƭƭ ōŜ 
extracted from this executable when run. 

Microsoft Office 2013 Primary Interop Assemblies 

Microsoft has not yet published this PIA redistributable installer. The PIA is installed by default when 
Outlook is installed, if .NET was installed beforehand. The PIA can be installed via the Microsoft Office 
installer if needed. For more information, refer to the Knowledgebase article at 
http://kb.globalscape.com/KnowledgebaseArticle11129.aspx. 

Microsoft Visual Studio 2005 Tools for Office Second Edition Runtime (build 8.0.50727.940) 

¶ Installer Name: Microsoft Visual Studio 2005 Tools for Office Second Edition Runtime (build 
8.0.50727.940) (x86) 

¶ Installer File: vstor.exe 

¶ Download Page: http://www.microsoft.com/downloads/en/details.aspx?FamilyID=8315654b-
a5ae-4108-b7fc-186402563f2b&displaylang=en 

Microsoft Visual Studio Tools for the Microsoft Office System (version 3.0 Runtime) and Service Pack 1 

Note that this prerequisite consists of 2 separate installers. The main installer and a service pack 
upgrade installer. Both are detailed below. 

¶ Microsoft Visual Studio Tools for the Microsoft Office System (version 3.0 Runtime) 

o Installer Name: Microsoft Visual Studio Tools for the Microsoft Office system (version 
3.0 Runtime) (x86) 

o Installer File: vstor30.exe 

o Download Page: 
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=54eb3a5a-0e52-40f9-
a2d1-eecd7a092dcb&displaylang=en 

¶ Microsoft Visual Studio Tools for the Microsoft Office System Service Pack 1 

o Installer Name: Microsoft Visual Studio Tools for the Microsoft Office System (version 
3.0 Runtime) Service Pack 1 (x86) 

o Installer File: vstor30sp1-KB949258-x86.exe 

o Download Page: 
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=D8EB4921-891A-
4B5E-973F-0B96E6CCF376 

o Direct Download Link: http://go.microsoft.com/fwlink/?LinkId=120187 

Microsoft Visual Studio 2010 Tools for Office Runtime 

¶ Installer Name: Microsoft Visual Studio 2010 Tools for Office Runtime (VSTOR 2010) 
Redistributable 

http://www.microsoft.com/downloads/en/details.aspx?FamilyID=938fe8ad-583b-4bd7-a345-23250dc15855
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=938fe8ad-583b-4bd7-a345-23250dc15855
http://kb.globalscape.com/KnowledgebaseArticle11129.aspx
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=8315654b-a5ae-4108-b7fc-186402563f2b&displaylang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=8315654b-a5ae-4108-b7fc-186402563f2b&displaylang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=54eb3a5a-0e52-40f9-a2d1-eecd7a092dcb&displaylang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=54eb3a5a-0e52-40f9-a2d1-eecd7a092dcb&displaylang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=D8EB4921-891A-4B5E-973F-0B96E6CCF37
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=D8EB4921-891A-4B5E-973F-0B96E6CCF37
http://go.microsoft.com/fwlink?LinkId=120187
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¶ Installer File: 

o For 32-bit editions of Microsoft Windows OS - vstor40_x86.exe 

On 32-bit editions of Microsoft Windows OS, it is not strictly required to install this 
prerequisite prior to installing the Mail Express Outlook Add-In because Outlook 2010 
and later will automatically install the Microsoft Visual Studio 2010 Tools for Office 
Runtime if it is not already installed. This occurs the first time that Outlook loads the 
Add-In and does not require the user to have administrative privileges on the computer. 
However, this will cause a slight delay the first time end-users start Outlook after the 
Add-In has been installed. Administrators wishing to provide a more streamlined end-
user experience may want to go ahead and pre-install this prerequisite. 

o For 64-bit editions of Microsoft Windows OS - vstor40_x64.exe 

On 64-bit editions of Microsoft Windows OS, this automatic installation does not 
function for Outlook 2010; therefore, the prerequisite must be manually installed. 

¶ Download Page: http://www.microsoft.com/downloads/en/details.aspx? 

¶ Direct Download Link: 

o For 32-bit editions of Microsoft Windows OS - 
http://go.microsoft.com/fwlink/?LinkId=158917 

o For 64-bit editions of Microsoft Windows OS - 
http://go.microsoft.com/fwlink/?LinkId=158918 

Authentication Options for Connections to SQL Server 2008 R2 

The Mail Express Server installer and the Mail Express Server support the SQL Server Authentication and 
Windows Authentication options for connecting to the SQL Server 2008 R2 instance. 

¶ When using SQL Server Authentication, both a username and a password must be provided. 

¶ When using Windows Authentication the current user account for the process will be used when 
connecting: 

o When the installer performs tasks that require connecting to the instance such as 
creating the database, database user, and database schema or when upgrading the 
schema it will use the credentials for the user account that launched the installer. 

o When the Mail Express Server connects to the database, it will use the credentials of the 
ά[ƻƎ ƻƴέ ŀŎŎƻǳƴǘ ǘƘŀǘ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ǘƻ Ǌǳƴ ǘƘŜ aŀƛƭ 9ȄǇǊŜǎǎ {ŜǊǾŜǊ ²ƛƴŘƻǿǎ ǎŜǊǾƛŎŜΦ 

To specify the account that Mail Express Server service is to log on as 

1. Click Start, click in the Start Search box, type the following text, then press ENTER: 

services.msc  

2. In the details pane, right-click the Mail Express Server service, and then click Properties. 

3. Click the Log On tab, and then do one of the following: 

¶ To specify that the service uses the Local System account, click Local System account. 
(Set by default.) 

¶ To specify that the service uses the Local Service account, click This account, and then 
type NT AUTHORITY\ LocalService . 

¶ To specify that the service uses the Network Service account, click This account, and 
then type NT AUTHORITY\ NetworkService . 

http://www.microsoft.com/downloads/en/details.aspx?familyid=f4d7a5a1-8ca8-489d-97eb-663a54d609a0&displaylang=en
http://go.microsoft.com/fwlink?LinkId=158917
http://go.microsoft.com/fwlink?LinkId=158918
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¶ To specify another account, click This account, click Browse, and then specify a user 
account in the Select User dialog box. When you are finished, click OK. 

¶ Type the password for the user account in the Password and Confirm password boxes 
and then click OK. If you select the Local Service account or Network Service account, do 
not type a password. 

To configure how a service is started using the command line 

You can also manage services using the sc config  command. For more information about the 

options available, open a command prompt and type sc config /? . For examples and detailed 
descriptions of the command-line options, see the command-line reference at 
http://go.microsoft.com/fwlink/?linkid=53528. 

Internal SQL Server 2008 R2 Express Instance 

For new installations, you can use an internal evaluation SQL Server 2008 R2 Express database instance. 
When selected, the installer will automatically install the database instance with an instance name of 
άaŀƛƭ9ȄǇǊŜǎǎέ ŀƴŘ ŀ ŘŀǘŀōŀǎŜ ƴŀƳŜ ƻŦ άa!L[9·tw9{{Φέ ¢ƘŜ ƛƴƛǘƛŀƭ aŀƛƭ 9ȄǇǊŜǎǎ {ŜǊǾŜǊ ŀŘƳƛƴƛǎǘǊŀǘƻǊ 
password specified duǊƛƴƎ ƛƴǎǘŀƭƭŀǘƛƻƴ ǿƛƭƭ ōŜ ǳǎŜŘ ŦƻǊ ǘƘŜ άǎŀέ ŀŎŎƻǳƴǘ ǇŀǎǎǿƻǊŘΦ !ŘŘƛǘƛƻƴŀƭƭȅΣ ǘƘŜ 
installer will create a database user account for use by the Mail Express Server. The username and 
password for this account will match the initial Mail Express administrator password. 

Only the Database Engine and limited configuration tools are installed. The tools include the "SQL Server 
Configuration Manager." The following services are installed: 

¶ SQL Server (MAILEXPRESS) ς The Mail Express Database Instance. 

¶ SQL Server Agent (MAILEXPRESS) ς This service is disabled by default and not used by Mail 
Express. 

¶ SQL Server Browser ς the browser service used to locate the MAILEXPRESS database instance 
when using dynamic TCP/IP ports. 

¶ SQL Server VSS Writer 

TCP/IP Settings 

The Mail Express Server uses Java Database Connectivity (JDBC) and the SQL Server JDBC driver to 
communicate with the database. This driver uses TCP/IP to connect to the database so the MAILEXPRESS 
SQL Server database instance is installed with TCP/IP support enabled. 

For enhanced security, the TCP/IP settings are configured to listen for connections only from the local 
computer, using the localhost interface (127.0.0.1). To allow remote connections or to modify the 
communications settings, use the SQL Server Configuration Manager. 

Additional Service Dependency 

When the internal evaluation database is used, the Mail Express Server installer will automatically create 
an additional service dependency for the Mail Express Server Windows service on the SQL Server 
Database instance Windows Service - ά{v[ {ŜǊǾŜǊ όa!L[9·tw9{{ύΦέ 

  

http://go.microsoft.com/fwlink?linkid=53528
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External Database 

The installer allows you to configure the Mail Express Server to use a pre-existing external SQL Server 
2008 R2 or 2012 instance or Oracle 11g instance. You can instruct the installer to either create a new 
database and user on an existing external instance or to use an existing database and database user. In 
this case, the installer will simple create the necessary database object and default data within the 
existing database. This option is provided for users that prefer more manual control over the database 
creation. 

Required Settings 

For proper operation with a SQL Server database, the Mail Express Server requires the following 
attributes of the instance, database, and database user account used by the Mail Express Server: 

¶ The TCP/IP protocol must be enabled for connections to the SQL Server instance 

¶ The database must use a case sensitive collation 

¶ The database "ALLOW_SNAPSHOT_ISOLATION" setting must be ON 

¶ The database "READ_COMMITTED_SNAPSHOT" setting must be ON 

¶ ¢ƘŜ ŘŀǘŀōŀǎŜ ǳǎŜǊΩǎ ŘŜŦŀǳƭǘ ǎŎƘŜƳŀ ǎƘƻǳƭŘ ōŜ ǎŜǘ ǘƻ ϦŘōƻϦ 

¶ .ȅ ŘŜŦŀǳƭǘ ǘƘŜ ŘŀǘŀōŀǎŜ ǳǎŜǊΩǎ Ϧ5ŀǘŀōŀǎŜ ǊƻƭŜ ƳŜƳōŜǊǎƘƛǇϦ ǿƛƭƭ ōŜ ǎŜǘ ǘƻ ϦŘōƻǿƴŜǊϦΤ ƘƻǿŜǾŜǊΣ 
because the Mail Express Server does not modify the database DDL during the course of 
operation, the "Database role membership" may be optionally locked down to "dbdatareader" 
and "dbdatawriter" after initial installation. Note, however, that during subsequent upgrades, 
the database user used during the upgrade must have permission to modify the database DDL. 
As such, provision is provided in the upgrade sequence of the installer to specify an alternate 
user to use for performing the actual upgrade. Alternatively, you may temporarily grant the 
normal Mail Express Server database user the right to modify the database DDL for the course of 
the upgrade. 

Database Creation Example 

The following sample SQL statements will create the database for SQL Server. The collation name should 
be adjusted depending on the desired database language. (Case-sensitive collation is required. Case-
sensitive collations typically include "_BIN" (for Binary) or "_CS" (for Case Sensitive) in the collation 
identifier. You should avoid using collations whose identifier contains "_CI" (for Case Insensitive).) 

CREATE DATABASE "MAILEXPRESS" COLLATE SQL_Latin1_General_CP1_CS_AS 

ALTER DATABASE "MAILEXPRESS" SET ALLOW_SNAPSHOT_ISOLATION ON 

ALTER DATABASE "MAILEXPRESS" SET READ_COMMITTED_SNAPSHOT ON 

There are no equivalent statements for Oracle. Oracle does not have an entity between the instance and 
the schema like SQL Server; also, Oracle is implicitly case-sensitive and the default transaction isolation 
is sufficient. 

Database User Creation Example 

The following sample statements will create the database user: 

CREATE LOGIN "medatabase" WITH PASSWORD='Hv2rKQ8n2NVM', 
DEFAULT_DATABASE="MAILEXPRESS", CHECK_EXPIRATION=OFF, CHECK_POLICY=OFF 

USE "MAILEXPRESS"; CREATE USER "medatabase" FOR LOGIN "medatabase" WITH 
DEFAULT_SCHEMA=dbo 

USE "MAILEXPRESS"; EXEC sp_addrolemember 'db_owner', "medatabase" 

These are the corresponding statements for Oracle: 
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CREATE USER "MEDATABASE" IDENTIFIED BY "Hv2rKQ8n2NVM" 

GRANT CONNECT, RESOURCE to "MEDATABASE" 

  

Mail Express Server Database Utility 

In Mail Express Version 3.2.0 and later, a command-line utility included with the Mail Express Server is 
provided for performing various database-related tasks. Most common database tasks are handled by 
the Mail Express Server installer; however, on occasion it may be useful to use the command line utility 
to verify status or to provision additional databases. 

You can use the database utility to perform the following tasks: 

¶ Create a database and user with settings appropriate for use by the Mail Express Server. This 
only creates the database and a database user; it does not create the database objects. 

¶ Check the version of the database to see if it is current. This action may be used to see if an 
upgrade must be performed on a database before it is ready to be used by the local version of 
the Mail Express Server. 

¶ Initialize the database for use by the Mail Express Server. This action can be used to either 
initialize a new database or upgrade an existing database. When initializing a new database, this 
action will create the database objects and appropriate default data. 

¶ Update the database configuration used by the local Mail Express Server. This action may be 
used to point the Mail Express Server at an alternate database or to change the credentials used 
to log in to the database. This action is similar to running the Mail Express Server installer in 
maintenance mode modify the database configuration. 

¶ Display the database configuration currently in use by the local Mail Express Server. 

¶ Test the connection to a database. 

¶ Perform limited validation of a database and/or database user account to ensure they have 
settings appropriate for use by the Mail Express Server. 

The database utility is executed using the DOS batch file "DBUtil.bat" in the Mail Express's <Installation 
Directory>\bin directory. For your convenience, the Mail Express Server installer creates a Start menu 
shortcut that will open a Command Prompt in this directory. 

To open the database utility 

¶ Open the Mail Express command prompt. By default, it is available at Start > Globalscape > Mail 
Express > Mail Express Command Prompt. It will be under a different folder if you chose an 
alternate Start menu group during the Mail Express Server installation. 

The utility includes built-in help documentation. Additionally, the utility provides feedback on incorrect 
or missing command line parameters. 

To view help on using the utility 

¶ To start the utility, type: 

DBUtil.bat ςhelp 

¶ For detailed help with the various top level actions, type: 

DBUtil.bat ςhelp ςaction <Action ID> 

Where <Action ID> is one of: 

¶ CREATE_DATABASE AND USER - creates a database and a user. 

¶ CHECK - checks the version of the database to see if it is up to date. 
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¶ INIT - initializes the database objects and default data. 

¶ PROPS - updates the current database settings for use by the Mail Express Server. 

¶ DISPLAY - displays the current database settings in use by the Mail Express Server. 

¶ CONNECT - tests connecting to a database. 

¶ VALIDATE - combines the VALIDATE_DATABASE and VALIDATE_DATABASE_USER 
actions. 

¶ VALIDATE_DATABASE - performs some minor validation of database settings. 

¶ VALIDATE_DATABASE_USER - performs some minor validation for the current database 
user. 

Example executions for each of the actions supported by the database utility may be viewed in the 
command line help for each action. 

Command Line Parameters for the Database Utility 

Command line parameters for the utility are described below. Depending on the action performed, only 
a subset of the parameters will be applicable. 

¶ -help 

o 5ŜǎŎǊƛǇǘƛƻƴΥ 5ƛǎǇƭŀȅ ƘŜƭǇ ƻƴ ǘƘŜ ŎƻƳƳŀƴŘ ƭƛƴŜΦ wŜŦŜǊ ǘƻ ǘƘŜ άIŜƭǇέ ǎŜŎǘƛƻƴ ŀōƻǾŜ ŦƻǊ 
additional information. 

¶ -ƭƻƎŦƛƭŜέ ғŦƛƭŜҔέ 

o Description: When specified, logs the output of the execution to the specified file. 

o Default: Not set 

o Example: -ƭƻƎŦƛƭŜ ά/Υ\5.¦ǘƛƭΦƭƻƎέ 

¶ -ŜǊǊƻǊŦƛƭŜ άғŦƛƭŜҔέ 

o Description: When specified, logs terminal error messages to the specified file. 

o Default: Not set 

o Example: -ŜǊǊƻǊŦƛƭŜ ά/Υ\5.¦ǘƛƭΦŜǊǊέ 

¶ -ƻǇǘƛƻƴǎŦƛƭŜ άғŦƛƭŜҔέ 

o Description: When specified, loads command line parameters from the file. The file 
ǎƘƻǳƭŘ ǎǇŜŎƛŦȅ ǇŀǊŀƳŜǘŜǊǎ ƛƴ ŀ άǇŀǊŀƳŜǘŜǊҐǾŀƭǳŜέ ǇŀƛǊ ǿƛǘƘ ƻƴŜ ǇŀƛǊ ǇŜǊ ƭƛƴŜΦ 
Parameters specified on the command line override parameters specified in the file. 

o Default: Not set 

o Example: -ƻǇǘƛƻƴǎŦƛƭŜ ά/Υ\5.¦ǘƛƭΦƛƴƛέ 

¶ -ui 

o Description: When specified, enables the utility to display graphical interface 
components when necessary. This is mainly for use by external applications such as the 
Mail Express Server installer that call the utility internally. Currently the ui option is only 
applicable to the INIT action for displaying upgrade progress graphically. 

o Default: Not set 

¶ -verbose 

o Description: When specified, enabled debug level logging. 

o Default: Not set 

¶ -useprops 
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o Description: When specified, the current Mail Express Server database configuration 
values will be used rather than requiring them to be provided on the command line. 

o Default: Not set 

¶ -ǇǊƻǇŦƛƭŜ άғǇǊƻǇŜǊǘȅ ŦƛƭŜҔέ 

o Description: If ςuseprops is set and this value is specified the database connection 
information will be loaded from this file rather than the default Mail Express Server 
database configuration file. 

o Default: None 

o Example: -useprops ςǇǊƻǇŦƛƭŜ ά/Υ\ƧŘōŎΦǇǊƻǇŜǊǘƛŜǎέ 

¶ -action <action id> 

o Description: Specifies the overall action the utility should perform. 

o Value values: 

Á CREATE_DATABASE AND USER - creates a database and a user. 

Á CHECK - checks the version of the database to see if it is up to date. 

Á INIT - initializes the database objects and default data. 

Á PROPS - updates the current database settings for use by the Mail Express 
Server. 

Á DISPLAY - displays the current database settings in use by the Mail Express 
Server. 

Á CONNECT - tests connecting to a database. 

Á VALIDATE - combines the VALIDATE_DATABASE and VALIDATE_DATABASE_USER 
actions. 

Á VALIDATE_DATABASE - performs some minor validation of database settings. 

Á VALIDATE_DATABASE_USER - performs some minor validation for the current 
database user. 

o Default: None 

o Example: -action CREATE_DATABASE AND USER 

¶ -timeout <seconds> 

o Description: The timeout in seconds to continue trying to connect to the database. A 
value of 0 will only attempt to connect once. 

o Default: 120 seconds 

o Example: -timeout 5 

¶ -ǎŜǊǾŜǊ άғǎŜǊǾŜǊ ƴŀƳŜҔέ 

o Description: The database server host or IP address. 

o Default: None 

o Example: -ǎŜǊǾŜǊ άWǳǇƛǘŜǊέ 

¶ -port <port> 

o Description: The listener port for the database on the database server host. 

o Default: None 

o Example: -port 1433 

¶ -type <type> 
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o Description: The dialect of the database. 

o Valid values: 

Á SQLSERVER - a SQL Server/SQL Server Express database 

Á ORACLE10G - an Oracle database 

o Default: None 

o Example: -type SQLServer 

¶ -ƛƴǎǘŀƴŎŜ άғƛƴǎǘŀƴŎŜ ƴŀƳŜҔέ 

o Description: The database server instance name. 

o Default: None 

o Example: -ƛƴǎǘŀƴŎŜ άa{{v[{9w±9wέ 

¶ -ŘŀǘŀōŀǎŜ άғŘŀǘŀōŀǎŜ ƴŀƳŜҔέ 

o Description: The name of the database. 

o Default: None 

o Example: -ŘŀǘŀōŀǎŜ άa!L[9·tw9{{έ 

¶ -ŀǇǇƭƛŎŀǘƛƻƴ άғŀǇǇƭƛŎŀǘƛƻƴ ƴŀƳŜҔέ 

o Description: The application name to present to the database for use when identifying 
connections. 

o Default: Mail Express Server 

o Example: -ŀǇǇƭƛŎŀǘƛƻƴ άa9 {ŜǊǾŜǊ !έ 

¶ -auth <authentication type> 

o Description: The type of authentication to use when connecting to the database. SQL 
Server authentication and Windows authentication are supported. 

o Valid values: 

Á SQLSERVER ςSQL Server authentication. 

Á WINDOWS ςWindows authentication. 

o Default: None 

o Example: -auth SQLSERVER 

¶ -ǳǎŜǊ άғǳǎŜǊҔέ 

o Description: The login name to use when connecting to the database when ςauth is set 
to SQLSERVER. 

o Default: None 

o Example: -ǳǎŜǊ άƳŜŘŀǘŀōŀǎŜέ 

¶ -Ǉŀǎǎ άғǇŀǎǎǿƻǊŘҔέ 

o Description: The password to use when connecting to the database when ςauth is set to 
SQLSERVER. 

o Default: None 

o Example: -Ǉŀǎǎ άоǉȅƳфb/ŜōI5Wέ 

¶ -newauth <authentication type> 
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o Description: The type of authentication to be used by the new database user account. 
Specified when creating database users. SQL Server authentication and Windows 
authentication are supported. 

o Valid values: 

Á SQLSERVER ςSQL Server authentication. 

Á WINDOWS ςWindows authentication. 

o Default: None 

o Example: -newauth SQLSERVER 

¶ -ƴŜǿǳǎŜǊ άғƴŜǿ ǳǎŜǊƴŀƳŜҔέ 

o Description: The username for the new database user account. Specified when creating 
database users. 

o Default: None 

o Example: -ƴŜǿǳǎŜǊ άƳŜŘōнέ 

¶ -ƴŜǿǇŀǎǎ άғƴŜǿ ǇŀǎǎǿƻǊŘҔέ 

o Description: The password for the new database user account. Specified when creating 
new database users and ςƴŜǿŀǳǘƘ ƛǎ ǎŜǘ ǘƻ ά{v[{9w±9wέΦ 

o Default: None 

o Example: -ƴŜǿǇŀǎǎ άŦƪ±с½ǎ·ссфǇоέ 

¶ -5ƳŜΦŀŘƳƛƴΦǳǎŜǊƴŀƳŜ άғǳǎŜǊҔέ 

o Description: The username to use for the initial Mail Express Administration account. 
Specified when initializing a new database. All ςD style parameters must come last when 
specified on the command line. 

o Default: None 

o Example: -5ƳŜΦŀŘƳƛƴΦǳǎŜǊƴŀƳŜ άƳŜŀŘƳƛƴέ 

¶ -5ƳŜΦŀŘƳƛƴΦǇŀǎǎǿƻǊŘ άғǇŀǎǎǿƻǊŘҔέ 

o Description: The password to use for the initial Mail Express Administration account. 
Specified when initializing a new database. All ςD style parameters must come last when 
specified on the command line. 

o Default: None 

o Example: -5ƳŜΦŀŘƳƛƴΦǇŀǎǎǿƻǊŘ άǿƪ.Dн¸ȄƎȊ.Ǉwέ 

¶ -5ƳŜΦŀŘƳƛƴΦŜƳŀƛƭ άғŜƳŀƛƭ ŀŘŘǊŜǎǎҔέ 

o Description: The email address to use for the initial Mail Express Administration 
account. Specified when initializing a new database. All ςD style parameters must come 
last when specified on the command line. 

o Default: None 

o Example: -5ƳŜΦŀŘƳƛƴΦŜƳŀƛƭ άƳŜŀŘƳƛƴϪŜȄŀƳǇƭŜΦŎƻƳέ 

¶ -5ƳŜΦŦƛƭŜǎȅǎǘŜƳΦǊƻƻǘ άғǇŀǘƘҔέ 

o Description: The email attachment directory. Specified when initializing a new database. 
Supports both local physical drives and UNC-style paths. Mapped drives should be 
avoided because they only exist for the logon session of the current user. As such they 
typically will not be available to the Mail Express Server when running as a Windows 
Service. All ςD style parameters must come last when specified on the command line. 
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o Default: None 

o Example: -Dme.filesystem.root  έ\\ jupiter\FileStore\aŀƛƭ9ȄǇǊŜǎǎέ 

Modifying Mail Express Database Configuration 

If the external database information has changed (for example, you have installed SQL Server on a more 
powerful computer with a larger hard drive), you will have to reconfigure Mail Express with the new 
information. You can run the Mail Express Setup wizard (installer) on the Mail Express computer and 
provide the new database server host and so on. The database login name specified below must have 
permission on the database to connect to the database server, read data, and write data. 

To modify Mail Express database configuration 

1. Execute the installer on the Mail Express Server computer. The Welcome page appears. 

2. Click Next. The License Agreement appears. 

3. Click I agree. The installer detects that Mail Express Server is already installed. 

 
4. Click Modify database configuration then click Next. The Choose Database Server page 

appears. 
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5. Click the type of database you are going to use, then click Next. The Database Server 

Connection Settings page appears with the current database connection settings.  

 
6. Provide the new connection information. (Refer to Installing Mail Express Server for details of 

these fields.) 

7. To verify that Mail Express will be able to connect to the database using these settings click Test. 
If the connection fails, verify that you have entered the configuration correctly. 

8. If the connection is successful, click Save. 

9. You will have to restart the Mail Express Server service for the Server to connect to the new 
database. (You should do this during times of least user activity.) 
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Installing Mail Express® Server 

This topic provides information about installing Mail Express Server. For information about installing the 
Outlook Add-In, refer to Installing the Outlook Add-In. For instructions for uninstalling the server, refer 
to Uninstalling Mail Express Server. 

You can install the Mail Express server with the "stand-alone" installer or the EFT combined installer. 
When you install Mail Express as a "module" using the EFT installer, the installation process includes a 
wizard page on which you must specify the EFT host name, administrator account login credentials, and 
the Site name. Because of this, you should have already installed EFT and created a Site for Mail Express 
connections before you install Mail Express. However, you can install Mail Express the standalone 
installer and configure the EFT connection later. You can install Mail Express on the same computer as 
EFT or remotely. (You must enable remote administration in EFT for remote connections.) For 
information about using Mail Express with EFT, refer to EFT Configuration. For information about 
installing and configuring EFT, please refer to the EFT documentationEFT documentation. 

 

No configuration is necessary within EFT for integration with Mail Express. 

Before beginning installation, please review the following important information: 

¶ Mail Express versions 3.0 and later do not support upgrading from Mail Express v2.2. The 
installer will abort the installation if it finds Mail Express 2.2 installed. You must uninstall Mail 
Express version 2.2 before continuing with installation of version 3.0. 

¶ Separate installers are provided for 32-bit and 64-bit installations. Please use the proper 
installer for your operating system. (Mail Express integration with EFT only works with the 32-bit 
version of Mail Express. If you have the 64-bit installer, the EFT integration options will not be 
available, because the COM calls required for integration will not work.) 

¶ mail-express-windows-x86-32.exe is the installer for use on 32-bit systems. 

¶ mail-express-windows-x86-64.exe is the installer for use on 64-bit systems. 

¶ You must run the installer with administrative privileges. When the installer is executed, it 
checks for permission and aborts the installation if you do not have the proper permission. 

¶ The installer installs Mail Express Server, the Java Runtime Environment (JRE), Apache Tomcat 
(webserver), and, optionally, SQL Server 2008 R2 Express. 

¶ If you are installing SQL Server 2008 R2 Express: 

o SQL Server 2008 R2 Express is offered only for evaluation purposes; it is not 
recommended for production. 

o SQL Server 2008 R2 Express requires that .NET Framework 3.5 SP1 or 4.0 is already 
installed. 

o SQL Server 2008 R2 Express uses TCP/IP to connect to the database so the MAILEXPRESS 
SQL Server database instance is installed with TCP/IP support enabled. For enhanced 
security, the TCP/IP settings are configured to listen for connections from the local 
computer only, using the localhost interface (127.0.0.1). To allow remote connections or 
to modify the communications settings, use the SQL Server Configuration Manager. A 
database instance with an instance name of MAILEXPRESS is created when you use the 
Mail Express installer to install the database. The installer creates the database and 
creates the Mail Express database user with the username and password supplied 
during installation. Only the SQL Server Express Database Engine and limited 
configuration tools are installed, including the SQL Server Configuration Manager. 

http://help.globalscape.com/help/eft6-4/
http://msdn.microsoft.com/en-us/library/ms177440.aspx
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o If you want to create a new Mail Express instance in an existing EFT SQL Server 2008 
R2 Express database: When you create the Mail Express database instance, click Use an 
existing database, use the EFT database server host name and database instance name, 
and then click Create a new database to create the Mail Express instance (described in 
detail below). 

¶ If you are not installing SQL Server 2008 R2 Express, install SQL Server 2008 R2 or Oracle 11g 
R1/R2 before installing Mail Express (unless you're using the EFT database). 

¶ Service Dependencies: During installation, the installer will automatically create service 
dependencies for the Mail Express Server Windows service on "Afd ς The Ancillary Function 
Driver for WinSock" and "Tcpip ς The TCP/IP service." These service dependencies are created to 
ensure the Mail Express Server is not started until the networking layer or the operating system 
is operational. 

¶ If you are migrating from development to production or to a new system, or doing a new 
installation in a different directory while continuing to use the same database, the IP:port 
bindings in Mail Express will be out of sync with the database settings. To get the system in sync, 
add a new item to the bindings, which will force a sync between the database and Mail Express. 

An installer wizard guides you through the installation process. You will need to provide the following 
information: 

¶ Installation directory (default = \ Program Files\ Globalscape\ Mail Express) 

¶ File store directory (default = \ <Installation_Directory>\ MailExpressAttachments).  
This directory will be used to store attachmentsτfrequently, very large attachments. Ensure 
this location can provide adequate disk storage for uploaded attachments. 

¶ Initial Mail Express administrator account username (1-256 characters) and password (6-256 
characters). The password must contain at least three of the following types of characters: 
uppercase letters, lowercase letters, numbers, special characters (e.g., #, %, ^). This account will 
be used for the initial log in to the Mail Express Administration Portal and finalize the initial 
system configuration. 

 

¶ Do not use an Active Directory (AD) username as the Mail Express administrator account, as this may 
cause later collisions between internal Mail Express accounts and AD accounts. 

¶ Choose and type the password carefully; if you do not know your password at initial login, you will not 
be able to log in and will have to uninstall and then reinstall the application. After you log in to the 
server, you will have the opportunity to change the password and to create other administrator 
accounts. 

  

 

Using a UNC path to network locations requires running the Mail Express Server Windows service under a true 
user account instead of Local System. By default, Local System account does not have access to network 
paths, and giving it access is not recommended. 

¶ If you are connecting to a remote database (supported in v3.2 and later), you will need the 
database connection information (host name, port, privileged user credentials). 

All other configuration, such as licensing, IP address/hostname, port, and so on is configured in the Web 
administration interface after installation. 

 

Before installing, refer to System Requirements. If the system requirements are not met, the installer will fail. 
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To install Mail Express Server 

1. Review the important information above before starting the installation. Not reading and 
heeding the information above could cause your installation to fail. Using the Quick Start 
checklist can help ensure a successful installation. 

2. If Mail Express version 2.2 is installed, uninstall it before continuing with the installation. If you 
are upgrading from a previous version, refer to Upgrading Mail Express Server. 

3. Double-click the installer. The Welcome page appears. 

 
4. Click Next. The License Agreement appears. 

 
5. Read the license agreement, and then click I agree. The Choose Install Location page appears. 
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6. Specify a location for Mail Express Server, or keep the default of C:\ Program 

Files\ Globalscape\ Mail Express. 

7. Click Next. The Choose Attachment Folder page appears. 

 
8. Specify a location in which to store file attachments, or keep the default of C:\ Program 

Files\ Globalscape\ Mail Express\ MailExpressAttachments. This folder potentially requires a 
large amount of available space. 

 

Using a UNC path to network locations requires running the Mail Express Server Windows service under a true 
user account instead of Local System. By default, Local System account does not have access to network 
paths, and giving it access is not recommended. Do not use a mapped drive for the file storage location. 

9. Click Next. The Choose Start Menu Folder page appears. 
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By default, the Mail Express Start menu shortcut is installed in Globalscape > Mail Express. 

10. Click Next. The Mail Express Server Administration Account page appears. 

 
¶ In the Username box, provide a username (1-256 characters) to use when administering 

and monitoring Mail Express Server. The username is case-sensitive. 

 

Do not use an Active Directory (AD) username as the Mail Express administrator account, as this 
may cause later collisions between internal Mail Express accounts and AD accounts. 
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¶ In the Password and Confirm Password box, provide a password to use when 
administering and monitoring Mail Express Server. The password cannot be blank, is 
case sensitive, should be between 6 and 128 characters, cannot contain quotation 
marks, must contain at least three different characters of the following types: uppercase 
letters, lowercase letters, numbers, special characters (e.g., #, %, ^), cannot be any of 
the following keywords: password , admin , administrator , sa , or sysadmin  
and must comply with the computer's Windows account password policy (local or 
domain policy) for "Minimum password length" and "Password must meet complexity" 

items. To view the policy, click Start > Run, and then type secpol.msc . The Local 
Security Policy snap in appears. Under Security Settings, expand Account Policies, and 
then click Password Policy. Right click the policy, and then click Properties to view the 
details and to enable, edit, or disable the policy. 

 

Choose and type the password carefully; if you do not know your password at initial login, you will 
not be able to log in and will have to uninstall and then reinstall the application. After you log in to 
the server, you will have the opportunity to change the password and to create other administrator 
accounts. 

¶ In the Email Address box, provide the email address that will receive Mail Express 
administration email notifications. Be sure to verify the email address so that Mail 
Express can email you if you need to reset the password. 

11. Click Next. The Configure EFT Connection Settings dialog box appears. (This page of the wizard 
only appears if you are using the EFT installer to install Mail Express.) 

 
¶ The Enable EFT Server integration check box is selected by default. Clear the check box 

if you do not want to integrate Mail Express with EFT. 

¶ In the Host box, specify the IP address or host name of the EFT service. If you are 
installing Mail Express on the same computer, the IP address is completed for you 
(127.0.0.1). 

¶ In the Port box, specify the EFT administration port (1100 by default). (If EFT is not 
installed on the same computer as Mail Express, you must turn on remote 
administration in EFT.) 
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¶ In the Administrator username and Administrator password boxes, provide the EFT 
administrator login credentials. (The administrator credentials must have at least "Site 
admin" privileges in EFT.) 

¶ Next to the Site name box, click Fetch to retrieve the name of the Site(s) configured 
with the settings you have provided. The installer will retrieve all Sites that fit the 
configuration. Click the list to specify the Site that you want to use with Mail Express. 

¶ The Auto sync EFT configuration check box is selected by default. Clear the check box if 
you prefer to update configuration manually. 

12. Click Next. The Choose Database Server page appears. 

 
13. Choose whether to install the evaluation database or to use an existing database, and then click 

Next 

¶ Install SQL Server 2008 R2 Express EditionτClick Install SQL Server 2008 R2 Express 
Edition, and then click Install. (The Next button changes to Install if you choose this 
option.) Skip to step14. 

¶ Use an existing Oracle serverτClick this option to connect to an Oracle database and 
configure the Mail Express Server to use the database. You will need to provide the 
installer with the database connection information and privileged user account 
credentials. 

¶ Use an existing Use an existing SQL Server or SQL Server ExpressτUse this option to 
have the installer initialize an existing SQL Server or SQL Server Express database and 
configure the Mail Express Server to use the database. You should use this option if you 
have previously used the Mail Express Server Installer wizard to create a database or 
you have manually created the database and database user account for use by the 
Mail Express Server. You will need to provide the installer with the database connection 
information and privileged user account credentials. 

a. If you click Use an existing Oracle server or Use an existing SQL Server or SQL 
Server Express, and then click Next, the Choose New or Existing Database page 
appears. 
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b. Specify whether to create a new database for Mail Express or use an existing 

database: 

Existing database: 

¶ Click Use an existing database. The Configure Database Server Connection 
Settings page appears. 

 
For an existing SQL Server database: 

To create a new Mail Express instance in an existing EFT SQL Server 2008 R2 
Express database, refer to "To create a new Mail Express instance in an 
existing EFT SQL Server 2008 R2 Express database." 

a. Provide the connection information: 

¶ Database server host name (255 characters is the maximum 
length for a SQL Server hostname) 
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¶ Database server port: This option is disabled by default and the 
value defaults to 1433 (the default SQL Server listener port). 
When enabled, the port value is required and must be between 
1 and 65535. If you are not running the SQL Server Browser 
Service and not using the default port, then you need to specify 
the port. 

¶ Database instance name: This option is enabled by default; 
άa{{v[{9w±9wέ ƛǎ ǘƘŜ ŘŜŦŀǳƭǘ ƛƴǎǘŀƴŎŜ ƴŀƳŜ ŦƻǊ ŀƴ {v[ {ŜǊǾŜǊ 
2008 R2 installation. When enabled, the instance name is 
required and must be between 1 and 128 characters. If you 
have not specified a port but are running the SQL Server 
Browser service, then you need to specify the database instance 
name so that the browser service can be queried for the correct 
port. 

¶ Database name: This is selected and named MAILEXPRESS by 
default. 

¶ Authentication mode: Use SQL Server authentication when 
connecting as the privileged user account, which is the default. 
When SQL Server authentication is selected, you must specify 
the username and password for the privileged user account to 
use when connecting to the database. When Windows 
authentication is selected, the installer will use the active 
Windows user account when connecting to the database. (The 
"active Windows user account" is the account running the 
installer.) 

¶ Login name and password: The credentials Mail Express is to 
use to log in to the database. When Windows authentication is 
selected these fields are disabled. 

b. (Optional) To verify that Mail Express will be able to connect to the 
database using these settings click Test. 

¶ If the connection is successful, click OK to dismiss the success 
message. 

¶ If the connection fails, click OK to dismiss the error message and 
then verify that you have entered the configuration correctly. 

c. Click Install. Continue to the final step. 

For an existing Oracle database: 

d. On the Configure Database Server Connection Settings page, provide 
the database instance connection information (the fields are case 
sensitive): 

¶ Database server host name (255 characters is the maximum 
length for a SQL Server hostname) 
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¶ Database server port: This field defaults to 1521 (the default 
Oracle listener port). When enabled, the port value is required 
and must be between 1 and 65535. If you are not running the 
Oracle listener service and not using the default port, then you 
need to specify the port. 

¶ Oracle service name: name for the running instance of the 
database. 

¶ Login name and Password: The account Mail Express uses to 
connect to the database server (with permission to create users, 
and create or alter users). These fields are case sensitive. 

e. (Optional) To verify that Mail Express will be able to connect to the 
database using these settings, click Test. 

¶ If the connection is successful, click OK to dismiss the success 
message. 

¶ If the connection fails, click OK to dismiss the error message and 
then verify that you have entered the configuration correctly. 

f. Click Install. Continue to the final step. 

New databaseτUse this option to have the installer create a new database and 
database user account for Mail Express. The installer will initialize the database 
and configure the Mail Express Server to use the newly created database user 
account when connecting to the database. You will need to provide the installer 
with the database connection information and user credentials. The installer will 
use these credentials to create the new database, database user, and database 
objects for Mail Express. 

¶ Click Create a new database. The Configure Database Server 
Connection Settings page appears. 

 
To create a new Mail Express instance in an existing EFT Server SQL 
Server 2008 R2 Express database: 
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In the Configure Database Server Connection Settings page, provide 
the EFT Server Database server host name and Database instance 
name (GLOBALSCAPE), and then click Windows authentication and 
Test. If connection to the database is successful, click Next to configure 
the Mail Express database settings, as shown below. 

For a new SQL Server database: 

a. On the Configure Database Server Connection Settings page, 
provide the database instance connection information: 

¶ Database server host name (255 characters is the 
maximum length for a SQL Server hostname) 

¶ Database server port: This option is disabled by default 
and the value defaults to 1433 (the default SQL Server 
listener port). When enabled, the port value is required 
and must be between 1 and 65535. If you are not 
running the SQL Server Browser Service and not using 
the default port, then you need to specify the port. 

¶ Database instance name: This option is enabled by 
ŘŜŦŀǳƭǘ ŀƴŘ ǘƘŜ ǾŀƭǳŜ ŘŜŦŀǳƭǘǎ ǘƻ άa{{v[{9w±9wΦέ 
When enabled, the instance name is required and must 
be between 1 and 128 characters. If you have not 
specified a port but are running the SQL Server Browser 
service, then you need to specify the database instance 
name so that the browser service can be queried for the 
ŎƻǊǊŜŎǘ ǇƻǊǘΦ άa{{v[{9w±9wέ ƛǎ ǘƘŜ ŘŜŦŀǳƭǘ ƛƴǎǘŀƴŎŜ 
name for an SQL Server 2008 R2 installation. 

¶ Authentication mode: Use SQL Server authentication 
when connecting as the privileged user account, which 
is the default. When SQL Server authentication is 
selected, you must specify the username and password 
for the privileged user account to use when connecting 
to the database. When Windows authentication is 
selected, the installer will use the active Windows user 
account when connecting to the database. (The "active 
Windows user account" is the account running the 
installer.) 

¶ Privileged username and Privileged user password: The 
privileged database account, such as the "sa" account, 
has permission to connect to the database server, 
create users, and create or alter users. When Windows 
authentication is selected these fields are disabled. 
These fields are case sensitive. 

b. (Optional) To verify that Mail Express will be able to connect to 
the database using these settings, click Test. 

¶ If the connection is successful, click OK to dismiss the 
success message. 
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¶ If the connection fails, click OK to dismiss the error 
message and then verify that you have entered the 
configuration correctly. 

c. Click Next. The Configure Database Settings page appears. 

 
d. Provide the database name and owner credentials: 

¶ Database name: Name of the database; e.g., 
MAILEXPRESS 

¶ Authentication mode: When SQL Server authentication 
is selected, you must specify the username and 
password for the user account to use when connecting 
to the database. When Windows authentication is 
selected, the installer will use the account running the 
installer when connecting to the database. 

¶ Database owner username and Database owner 
password: The account credentials to be used by the 
Mail Express Server when connecting to the database. 
When Windows authentication is selected, these fields 
are disabled and you must enter the Windows 
domain\account name. 

e. Click Install. Continue to the final step. 
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For a new Oracle database: 

 
f. On the Configure Database Server Connection Settings page, 

provide the database instance connection information: 

¶ Database server host name (255 characters is the 
maximum length for a hostname) 

¶ Database server port: This option defaults to 1521 (the 
default Oracle listener port). When enabled, the port 
value is required and must be between 1 and 65535. If 
you are not running the Oracle listener service and not 
using the default port, then you need to specify the 
port. 

¶ Oracle service name: name for running instance of the 
database. 

¶ Privileged username and Privileged user password: The 
privileged database account, such as the "SYSTEM" 
account, has permission to connect to the database 
server, create users, and create or alter users. These 
fields are case sensitive. 

g. (Optional) To verify that Mail Express will be able to connect to 
the database using these settings, click Test. 

¶ If the connection is successful, click OK to dismiss the 
success message. 

¶ If the connection fails, click OK to dismiss the error 
message and then verify that you have entered the 
configuration correctly. 

h. Click Next. The Configure Database Server Connection Settings 
page appears. 
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i. Provide the Schema owner username and Schema owner 

password ("schema" account credentials) that Mail Express will 
create and will be used by Mail Express. 

j. Click Install. 

Mail Express Server is installed, and then the Installation Complete page 
appears. 

 
14. Click Next. The Finish page appears. 
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15. Before clicking Finish, select or clear the check boxes as needed: 

¶ Create a desktop shortcut for the Administration InterfaceτThis check box is selected 
by default. The shortcut allows you to connect to the administration interface in your 
default browser. 

¶ Show version historyτThis check box is cleared by default. If you select the check box, 
when you click Finish, a text file of the version history appears in your default text 
reader (typically Notepad). 

¶ Start the Mail Express Server serviceτThis check box is selected by default. If you do 
not want the service to start yet, clear the check box. You will not be able to open the 
administration interface if the service is stopped. 

 

The Mail Express Server service Log On Account is set to use the Local System account by default. If 
you want to run the service under a true user account, rather than the Local System account, clear 
the Start the Mail Express Server service check box and change the Logon Account prior to starting 
the service. 

¶ Start the Administration InterfaceτThis check box is selected by default. If you have 
opted to start the Mail Express Server service, this option will launch your default web 
browser and open the Mail Express Administration Portal. 

16. After you click Finish, if you chose to start the administration interface, the Welcome to Mail 
Express Administration page appears in your default web browser. Refer to Initial Configuration 
of Mail Express Server for instructions for initial setup. (Both the username and the password 
are case sensitive.) 

The installer log (Installer.log), EULA (License.txt), and release notes (README.txt) are stored in 
the root of the Mail Express installation folder (by default C:\ Program Files\ Globalscape\ Mail 
Express).  
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Installing Mail Express in a Cluster 

To achieve high availability through failover clustering, you can install Mail Express (v3.2 and later) in an 
active-passive cluster. In an active-passive cluster, you would install a Mail Express server on two 
separate computers, and point their attachments directories to a shared (remote) location. In this 
configuration, when one (active) computer or network connection fails, the other (passive) computer 
becomes active and continues to process file attachments. (TIP: Print this topic and check off the steps 
as they are completed.) 

Installing Mail Express in a Cluster 

 

Before you add Mail Express to your cluster, you must setup your cluster manager. Please consult your cluster manager 
ǾŜƴŘƻǊΩǎ ŘƻŎǳƳŜƴǘŀǘƛƻƴ ŦƻǊ ŘŜǘŀƛƭǎΦ Globalscape's Support team can provide assistance with basic configuration 
questions, and Globalscape Professional Services group can provide assistance with installing and configuring a cluster, if 
needed.  

To install Mail Express in a cluster: 

  Step Description 

  1. Setup Microsoft CŀƛƭƻǾŜǊ /ƭǳǎǘŜǊƛƴƎΣ {ȅƳŀƴǘŜŎΩǎ ±ŜǊƛǘŀǎ /ƭǳǎǘŜǊ {ŜǊǾŜǊΣ ƻǊ ƻǘƘŜǊ ǘƘƛǊŘ-party cluster 
ƳŀƴŀƎŜǊ ŀŎŎƻǊŘƛƴƎ ǘƻ ȅƻǳǊ ŎƭǳǎǘŜǊ ƳŀƴŀƎŜǊ ǾŜƴŘƻǊΩǎ ŘƻŎǳƳŜƴǘŀǘƛƻƴΦ 

  2. Validate that the node that you are installing on has connectivity and access to the shared storage for 
packages (attachments) sent through Mail Express, such as a UNC path to a network share, a SAN-
connected drive, or another shared storage option. 

  3. Validate that you have connectivity and access to an existing Microsoft SQL or Oracle database. 

  4. Run the Mail Express installer on the first computer (node). Follow the prompts and refer to Installing Mail 
Express Server, if necessary.  

  5. When prompted to choose the installation location, specify a path on a local physical drive, and then click 
Next. 

  6. When prompted to choose the attachment location, specify the shared storage path, and then click Next. 

Note: If you cannot browse to the shared resource disk, then the clustered disk is offline or assigned to the 
other node. CANCEL the installation and verify that the clustered disk can be accessed on the node you are 
installing on, and then restart the installation process. 

  7. Follow the remaining prompts in the wizard to continue the installation, including the creation of a 
database in the existing Microsoft SQL or Oracle server.  

Note: You must specify a remote SQL or Oracle server for the database. Do not use a local database, such 
as SQL Server Express. 

  8. On the final page of the installer, clear the Start the Mail Express Server service check box and the Start 
the Administration Interface check box, and then click Finish. Do NOT start the Mail Express Server 
service. 

  9. If the third-party cluster manager owns the shared storage, move (assign) the clustered disk resource to 
the second now. 

  10. Repeat steps 2 ς 9 on the second node.  

  11. While remaining on the second node, use the cluster administrator tool to create a new clustered role 
(generic service > Mail Express) linked to the desired shared resources, such as the shared IP address(es) 
and any shared storage (described in step 2), if it is appropriate to be owned by the cluster manager. 

  12. Once the role is created, the Mail Express service on the second node will be started by the cluster. Launch 
the Mail Express Administration interface, configure Mail Express, and license the product. 

  13. Once you have completed Mail Express configuration on this second node, make the first node in the 
cluster the group owner, then register your second license on that node.  

http://www.globalscape.com/support/techsupport.aspx
http://www.globalscape.com/products/pro_services.aspx
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Silent Installation of Mail Express Server 

The Mail Express Server installer supports silent installation, maintenance, and removal. Installation 
proceeds without any prompts or visual indications to the user. The installer logging functionality may 
be used to verify the outcome and diagnose potential issues. 

To initiate a silent installation use the /S command-line parameter and provide additional parameters as 
described in Installation Command-Line Parameters. 

The sections below provide information on the required and optional command line parameters for 
each of the main functions or paths in the installer. 

New Installation Using an Internal Evaluation Database 

This path will instruct the installer to install the Mail Express Server and the internal SQL Server 2008 R2 
Express database instance, initialize the database, and set it for use by the Mail Express Server. This 
database instance is intended for evaluation purposes. Production environments should use an external 
SQL Server 2008 R2 database. 

This option is only applicable when the Mail Express Server is not already installed. 

Required Parameters Optional Parameters 

¶ κ5ŀǘŀōŀǎŜ¢ȅǇŜҐέLb¢9wb![έ 

¶ κ!ŘƳƛƴ¦ǎŜǊƴŀƳŜҐέғǳǎŜǊƴŀƳŜҔέ 

¶ κ!ŘƳƛƴtŀǎǎǿƻǊŘҐέғǇŀǎǎǿƻǊŘҔέ 

¶ κ!ŘƳƛƴ9ƳŀƛƭҐέғŜƳŀƛƭҔέ 

  

¶ /S 

¶ /debug 

¶ κƭƻƎŦƛƭŜҐέғŦƛƭŜҔέ 

¶ κLƴǎǘŀƭƭ5ƛǊŜŎǘƻǊȅҐέғǇŀǘƘҔέ 

¶ κ!ǘǘŀŎƘƳŜƴǘ5ƛǊŜŎǘƻǊȅҐέғǇŀǘƘҔέ 

¶ κ{ǘŀǊǘaŜƴǳDǊƻǳǇҐέғƎǊƻǳǇҔέ 

¶ /SkipPrereqCheck 

¶ /SkipDBUtilFirewallUpdate 

¶ /SkipDesktopShortcut 

¶ /SkipStartService 

¶ /SkipSQLServerPrereqCheck 

¶ /SkipSQLServerInstall 

¶ /SkipSQLServerSettings 

¶ /SkipSQLServerCreateDB 

¶ /SkipSQLServerCreateDBUser 

¶ /SkipSQLServerCreateSchema 

¶ /SkipValidateSQLServerPassword 

New Installation Creating a New External Database and Database User 

This option installs the Mail Express Server and creates a database and database user on an external SQL 
Server database instance. 

This option is only applicable when the Mail Express Server is not already installed. 
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Required Parameters Optional Parameters 

¶ κ5ŀǘŀōŀǎŜ¢ȅǇŜҐέ9·¢9wb![ψ{v[{9w±9wέ 

¶ κ9ȄǘŜǊƴŀƭ5ŀǘŀōŀǎŜaƻŘŜҐέ/w9!¢9έ 

¶ κ!ŘƳƛƴ¦ǎŜǊƴŀƳŜҐέғǳǎŜǊƴŀƳŜҔέ 

¶ κ!ŘƳƛƴtŀǎǎǿƻǊŘҐέғǇŀǎǎǿƻǊŘҔέ 

¶ κ!ŘƳƛƴ9ƳŀƛƭҐέғŜƳŀƛƭҔέ 

¶ κ5ŀǘŀōŀǎŜ{ŜǊǾŜǊbŀƳŜҐέғǎŜǊǾŜǊҔέ 

¶ κ!ǳǘƘŜƴǘƛŎŀǘƛƻƴ¢ȅǇŜҐέғǘȅǇŜҔέ 

¶ κ[ƻƎƛƴbŀƳŜҐέғǳǎŜǊƴŀƳŜҔέ ƛŦ 
κ!ǳǘƘŜƴǘƛŎŀǘƛƻƴ¢ȅǇŜҐέ{v[{9w±9wέ 

¶ κ[ƻƎƛƴtŀǎǎǿƻǊŘҐέғǳǎŜǊƴŀƳŜҔέ ƛŦ 
κ!ǳǘƘŜƴǘƛŎŀǘƛƻƴ¢ȅǇŜҐέ{v[{9w±9wέ 

¶ κ5.h!ǳǘƘŜƴǘƛŎŀǘƛƻƴ¢ȅǇŜҐέғǘȅǇŜҔέ 

¶ κ5.h[ƻƎƛƴbŀƳŜҐέғǳǎŜǊƴŀƳŜҔέ 

¶ κ5.htŀǎǎǿƻǊŘҐέғǇŀǎǎǿƻǊŘҔέ ƛŦ 
/DBOAuthenticatioƴ¢ȅǇŜҐέ{v[{9w±9wέ 

¶ /S 

¶ /debug 

¶ κƭƻƎŦƛƭŜҐέғŦƛƭŜҔέ 

¶ κLƴǎǘŀƭƭ5ƛǊŜŎǘƻǊȅҐέғǇŀǘƘҔέ 

¶ κ!ǘǘŀŎƘƳŜƴǘ5ƛǊŜŎǘƻǊȅҐέғǇŀǘƘҔέ 

¶ κ{ǘŀǊǘaŜƴǳDǊƻǳǇҐέғƎǊƻǳǇҔέ 

¶ /SkipPrereqCheck 

¶ /SkipDBUtilFirewallUpdate 

¶ /SkipDesktopShortcut 

¶ /SkipStartService 

¶ /SkipSQLServerCreateDB 

¶ /SkipSQLServerCreateDBUser 

¶ /SkipSQLServerCreateSchema 

¶ /SkipValidateSQLServerPassword 

¶ κ5ŀǘŀōŀǎŜtƻǊǘҐέғǇƻǊǘҔέ 

¶ κ5ŀǘŀōŀǎŜLƴǎǘŀƴŎŜbŀƳŜҐέғƛƴǎǘŀƴŎŜ 
ƴŀƳŜҔέ 

¶ κ5ŀǘŀōŀǎŜbŀƳŜҐέғŘŀǘŀōŀǎŜ ƴŀƳŜҔέ 

New Installation Using an Existing Database and Database User 

This option installs the Mail Express Server and uses an existing database and database user on an 
external SQL Server database instance. 

This option is only applicable when the Mail Express Server is not already installed. 

Required Parameters Optional Parameters 

¶ κ5ŀǘŀōŀǎŜ¢ȅǇŜҐέ9·¢9wb![ψ{v[{9w±9wέ 

¶ κ9ȄǘŜǊƴŀƭ5ŀǘŀōŀǎŜaƻŘŜҐέ9·L{¢LbDέ 

¶ κ!ŘƳƛƴ¦ǎŜǊƴŀƳŜҐέғǳǎŜǊƴŀƳŜҔέ 

¶ κ!ŘƳƛƴtŀǎǎǿƻǊŘҐέғǇŀǎǎǿƻǊŘҔέ 

¶ κ!ŘƳƛƴ9ƳŀƛƭҐέғŜƳŀƛƭҔέ 

¶ κ5ŀǘŀōŀǎŜ{ŜǊǾŜǊbŀƳŜҐέғǎŜǊǾŜǊҔέ 

¶ κ!ǳǘƘŜƴǘƛŎŀǘƛƻƴ¢ȅǇŜҐέғǘȅǇŜҔέ 

¶ κ[ƻƎƛƴbŀƳŜҐέғǳǎŜǊƴŀƳŜҔέ ƛŦ 
κ!ǳǘƘŜƴǘƛŎŀǘƛƻƴ¢ȅǇŜҐέ{v[{9w±9wέ 

¶ κ[ƻƎƛƴtŀǎǎǿƻǊŘҐέғǳǎŜǊƴŀƳŜҔέ ƛŦ 
κ!ǳǘƘŜƴǘƛŎŀǘƛƻƴ¢ȅǇŜҐέ{v[{9w±9wέ 

¶ /S 

¶ /debug 

¶ κƭƻƎŦƛƭŜҐέғŦƛƭŜҔέ 

¶ κLƴǎǘŀƭƭ5ƛǊŜŎǘƻǊȅҐέғǇŀǘƘҔέ 

¶ κ!ǘǘŀŎƘƳŜƴǘ5ƛǊŜŎǘƻǊȅҐέғǇŀǘƘҔέ 

¶ κ{ǘŀǊǘaŜƴǳDǊƻǳǇҐέғƎǊƻǳǇҔέ 

¶ /SkipPrereqCheck 

¶ /SkipDBUtilFirewallUpdate 

¶ /SkipDesktopShortcut 

¶ /SkipStartService 

¶ /SkipSQLServerCreateSchema 

¶  /SkipValidateSQLServerPassword 

¶ κ5ŀǘŀōŀǎŜtƻǊǘҐέғǇƻǊǘҔέ 

¶ κ5ŀǘŀōŀǎŜLƴǎǘŀƴŎŜbŀƳŜҐέғƛƴǎǘŀƴŎŜ ƴŀƳŜҔέ 

¶ κ5ŀǘŀōŀǎŜbŀƳŜҐέғŘŀǘŀōŀǎŜ ƴŀƳŜҔέ 
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Reinstall 

This path will instruct the installer to reinstall the Mail Express Server software. 

This path is only applicable when the Mail Express Server is already installed and its version is the same 
as the installer. 

Required Parameters Optional Parameters 

¶ /InstallerOperation=REINSTALL ¶ /S 

¶ /debug 

¶ κƭƻƎŦƛƭŜҐέғŦƛƭŜҔέ 

¶ /SkipPrereqCheck 

¶ /SkipDBUtilFirewallUpdate 

¶ /SkipDesktopShortcut 

¶ /SkipStartService 

Upgrade 

This option upgrades an existing installation of the Mail Express Server software and associated 
database. 

This option is only applicable when an older version of the Mail Express Server is currently installed. 

Required Parameters Optional Parameters 

¶ /InstallerOperation=UPGRADE ¶ /S 

¶ /debug 

¶ κƭƻƎŦƛƭŜҐέғŦƛƭŜҔέ 

¶ κ!ǳǘƘŜƴǘƛŎŀǘƛƻƴ¢ȅǇŜҐέғǘȅǇŜҔέ 

¶ κ[ƻƎƛƴbŀƳŜҐέғǳǎŜǊƴŀƳŜҔέ ƛŦ 
κ!ǳǘƘŜƴǘƛŎŀǘƛƻƴ¢ȅǇŜҐέ{v[{9w±9wέ 

¶ κ[ƻƎƛƴtŀǎǎǿƻǊŘҐέғǳǎŜǊƴŀƳŜҔέ ƛŦ 
κ!ǳǘƘŜƴǘƛŎŀǘƛƻƴ¢ȅǇŜҐέ{v[{9w±9wέ 

¶ /SkipPrereqCheck 

¶ /SkipDBUtilFirewallUpdate 

¶ /SkipDesktopShortcut 

¶ /SkipStartService 

¶ /SkipSQLServerCreateSchema 

Uninstall 

This option removes an existing installation of the Mail Express Server software. 

This option is only applicable when the Mail Express Server is already installed. 

Required Parameters Optional Parameters 

¶ /InstallerOperation=UNINSTALL ¶ /S 

¶ /debug 

¶ κƭƻƎŦƛƭŜҐέғŦƛƭŜҔέ 

¶ /SkipSQLServerUninstall 
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Modify the Database Configuration 

This option modifies the database settings currently in use by the Mail Express Server. 

This path is only applicable when the Mail Express Server is already installed and its version is the same 
as the installer. 

Required Parameters Optional Parameters 

¶ /InstallerOperation=DATABASE 

¶ κ5ŀǘŀōŀǎŜ{ŜǊǾŜǊbŀƳŜҐέғǎŜǊǾŜǊҔέ 

¶ /S 

¶ /debug 

¶ κƭƻƎŦƛƭŜҐέғŦƛƭŜҔέ 

¶ κ5ŀǘŀōŀǎŜtƻǊǘҐέғǇƻǊǘҔέ 

¶ κ5ŀǘŀōŀǎŜLƴǎǘŀƴŎŜbŀƳŜҐέғƛƴǎǘŀƴŎŜ ƴŀƳŜҔέ 

¶ κ5ŀǘŀōŀǎŜbŀƳŜҐέғŘŀǘŀōŀǎŜ ƴŀƳŜҔέ 

¶ κ!ǳǘƘŜƴǘƛŎŀǘƛƻƴ¢ȅǇŜҐέғǘȅǇŜҔέ 

¶ κ[ƻƎƛƴbŀƳŜҐέғǳǎŜǊƴŀƳŜҔέ ƛŦ 
κ!ǳǘƘŜƴǘƛŎŀǘƛƻƴ¢ȅǇŜҐέ{v[{9w±9wέ 

¶ κ[ƻƎƛƴtŀǎǎǿƻǊŘҐέғǳǎŜǊƴŀƳŜҔέ ƛŦ 
κ!ǳǘƘŜƴǘƛŎŀǘƛƻƴ¢ȅǇŜҐέ{v[{9w±9wέ 

 

Installation Command-Line Parameters 

The installer supports specification of the following command line parameters. When run in graphical 
user interface mode (the default) these parameters may typically be used to override the default 

settings. When running the installer in silent mode, using the /S  switch, these parameters are used to 
specify both the required and optional values as detailed further in Silent Installation of Mail Express 
Server. 

Parameter Definitions 

Switch Description 

/S ¶ Description: Initiates a silent installation. See Silent 
Installation below for more information. 

¶ Default: The installer defaults to graphical user interface 
mode. 

¶ Example: /S 

/debug ¶ Description: Enables logging to the Windows system debug 
log. This log may be viewed in real time using tools such as 
DebugView that is part of the SysInternals Suite from 
Microsoft. 

¶ Default: Disabled by default 

¶ Example: /debug 

/logfile="<file>" ¶ Description: Log installation messages to the specified file 
(this is in addition to the internal log that is always created 
by the installer). Quotes should be used for paths 
containing spaces. 

¶ Default: None 

¶ Example: /logfile="C:\Temp\MEInstall.log" 
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Switch Description 

/InstallerOperation="<operation>" ¶ Description: Specifies the main operation that the installer 
should perform. 

¶ Valid values: 

¶ INSTALL ς Perform a new installation of the Mail 
Express Server. Only applicable when the Mail 
Express Server is not already installed. 

¶ UPGRADE ς Upgrade an existing installation of the 
Mail Express Server. Only applicable when an 
older version of the Mail Express Server is 
currently installed. 

¶ REINSTALL ς Reinstall the Mail Express Server 
software. Only applicable when the Mail Express 
Server is already installed and its version is the 
same as the installer. 

¶ DATABASE ς Modifies the database settings used 
by the Mail Express Server. Only applicable when 
the Mail Express Server is already installed and its 
version is the same as the installer. 

¶ UNINSTALL ς Uninstalls the Mail Express Server. 
Only applicable when the Mail Express Server is 
already installed. 

/InstallDirectory="<path>" ¶ Description: The installation directory. Quotes should be 
used for paths containing spaces. 

¶ Default: C:\Program Files\Globalscape\Mail Express 

¶ Example: /InstallDirectory="D:\Applications\Mail Express" 

/AttachmentDirectory="<path>" ¶ Description: The email attachment directory. Quotes should 
be used for paths containing spaces. Supports both local 
physical drives and UNC-style paths. Mapped drives should 
be avoided because they only exist for the logon session of 
the current user. As such they typically will not be available 
to the Mail Express Server when running as a Windows 
Service. 

¶ Default: <Install Directory>\MailExpressAttachments 

¶ Example: 
/AttachmentDirectory="\ \ jupiter\FileStore\MailExpress" 

/StartMenuGroup="<Group Name>" ¶ Description: The Start Menu folder in which to place the 
Mail Express Server shortcuts. 

¶ Default: Globalscape 

¶ Example: /StartMenuGroup="MEAdmin" 

/AdminUsername="<username>" ¶ Description: The username to use for the initial Mail 
Express Administration account. 

¶ Default: None 

¶ Example: /AdminUsername="meadmin" 

/AdminPassword="<password>" ¶ Description: The password to use for the initial Mail Express 
Administration account. 

¶ Default: None 

¶ Example: /AdminPassword=" wkBG2YxgzBpR" 
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Switch Description 

/AdminEmail="<email>" ¶ Description: The email address to use for the initial Mail 
Express Administration account. 

¶ Default: None 

¶ Example: /AdminEmail=meadmin@example.com 

/DatabaseType="<type>" ¶ Description: Specifies if the installer will install an internal 
database or use an external database. 

¶ Valid values: 

¶ INTERNAL ς specifies that the installer should 
install and use the internal SQL Server 2008 R2 
Express database instance. 

¶ EXTERNAL _SQLSERVER ς specifies that the 
installer should use an external, pre-existing SQL 
Server database. 

¶ EXTERNAL_ORACLE ς specifies that the installer 
should use an external, pre-existing Oracle 
database. 

¶ Default: EXTERNAL _SQLServer  

¶ Example: /DatabaseType="INTERNAL" 

/ExternalDatabaseMode="<mode>" ¶ Description: When DatabaseType=EXTERNAL, specifies if 
the installer should create a new external database and 
user or use an existing database and user. 

¶ Valid values: 

¶ CREATE ς specifies that the installer should create 
a new database and user. 

¶ EXISTING ς specifies that the installer should use 
an existing database and user. 

¶ Default: CREATE 

¶ Example: /DatabaseMode="EXISTING" 

/DatabaseServerName="<server>" ¶ Description: The database server host or IP address. 

¶ Default: The local computer name. 

¶ Example: /DatabaseServerName="jupiter" 

/DatabasePort="<port>" ¶ Description: The listener port for the database on the 
database server host. 

¶ Default: 1433 

¶ Example: /DatabaseServerPort="55000" 

/DatabaseInstanceName="<instance 
name>" 

¶ Description: The database server instance name. 

¶ Default: MSSQLSERVER 

¶ Example: /DatabaseInstanceName="SQLSRV_3" 

/DatabaseName="<database name>" 

This feature is not applicable to an Oracle 
database server. 

¶ Description: The name of the database. 

¶ Default: MAILEXPRESS 

¶ Example: /DatabaseName="MEDB1" 
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Switch Description 

/AuthenticationType="<type>" 

This feature is not applicable to an Oracle 
database server; Windows authentication is 
not supported. 

¶ Description: The type of authentication to use when 
connecting to the database in the installer. The installer can 
use SQL Server authentication or Windows authentication. 
When using Windows authentication the installer will 
attempt to connect to the database as the user account 
currently running the installer. 

¶ Valid values: 

¶ SQLSERVER ς The installer should use SQL Server 
authentication. 

¶ WINDOWS ς The installer should use Windows 
authentication. 

¶ Default: SQLSERVER 

¶ Example: /AuthenticationType="WINDOWS" 

/LoginName="<username>" ¶ Description: The login name to use when connecting to the 
database when /AuthenticationType=SQLSERVER. 

¶ Default: sa 

¶ Example: /LoginName="sa" 

/LoginPassword="<password>" ¶ Description: The password to use when connecting to the 
database when /AuthenticationType=SQLSERVER. 

¶ Default: None 

¶ Example: /LoginPassword="3qym9NCebHDJ" 

/DBOAuthenticationType="<type>" 

This feature is not applicable to an Oracle 
database server; Windows authentication is 
not supported. 

¶ Description: The type of authentication that the Mail 
Express Server should use when connecting to the 
database. 

¶ Valid values: 

¶ SQLSERVER ς The installer should use SQL Server 
authentication. 

¶ WINDOWS ς The installer should use Windows 
authentication. 

¶ Default: SQLSERVER 

¶ Example: /DBOAuthenticationType="WINDOWS" 

/DBOLoginName="<username>" ¶ Description: The login name that the Mail Express server 
should use when connecting to the database when 
/DBOAuthenticationType=SQLSERVER. Additionally, this is 
the account created when 
/ExternalDatabaseMode="CREATE". 

¶ Default: None 

¶ Example: /DBOLoginName="medatabase" 

/DBOLoginPassword="<password>" ¶ Description: The password to use when connecting to the 
database when /AuthenticationType=SQLSERVER. 

¶ Default: None 

¶ Example: /DBOLoginPassword=" fkV6ZsX669p3" 
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Switch Description 

/SkipPrereqCheck ¶ Description: Skips checking the common and installation 
prerequisites that occurs when the installer is initially 
launched. This setting is mainly used for debugging 
purposes. 

¶ Default: Disabled by default 

¶ Example: /SkipPrereqCheck 

/SkipDBUtilFirewallUpdate ¶ Description: The installer uses an embedded Java-based 
utility for interacting with the database. If Windows Firewall 
is enabled a dialog may be displayed when running the 
installer asking the user to configure the firewall rules for 
the embedded Java Runtime Environment. To prevent this 
dialog from displaying the installer temporarily modifies the 
Windows Firewall settings. This command line option 
instructs the installer to bypass modifying the Windows 
Firewall. This setting is mainly used for debugging purposes. 

¶ Default: Disabled by default 

¶ Example: /SkipDBUtilFirewallUpdate 

/SkipDesktopShortcut ¶ Description: Skips creation of the Windows Desktop 
shortcut to the Mail Express administration portal that 
typically occurs at the end of installation, reinstallation, and 
upgrade. 

¶ Default: Disabled by default 

¶ Example: /SkipDesktopShortcut 

/SkipStartService ¶ Description: Skips launching of the Mail Express Server 
Windows service that typically occurs at the end of 
installation, reinstallation, upgrade, or database settings 
modification. 

¶ Default: Disabled by default 

¶ Example: /SkipStartService 

/SkipSQLServerPrereqCheck ¶ Description: Skips checking the prerequisites for installing 
the internal SQL Server 2008 R2 Express database software. 
This setting is mainly used for debugging purposes. 

¶ Default: Disabled by default 

¶ Example: /SkipSQLServerPrereqCheck 

/SkipSQLServerInstall ¶ Description: When the installer has been configured to use 
the internal SQL Server 2008 R2 Express database instance 
enabling this setting will instruct the installer to skip the 
actual installation of the SQL Server software. This setting is 
mainly used for debugging purposes. 

¶ Default: Disabled by default 

¶ Example: /SkipSQLServerInstall 
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Switch Description 

/SkipSQLServerSettings ¶ Description: When the installer has been configured to use 
the internal SQL Server 2008 R2 Express database instance 
enabling this setting will instruct the installer to updating 
the settings related to SQL Server that typically occur after 
installing the SQL Server software. This setting only takes 
effect if the SQL Server install has not been skipped. This 
setting is mainly used for debugging purposes. 

¶ Default: Disabled by default 

¶ Example: /SkipSQLServerSettings 

/SkipSQLServerCreateDB ¶ Description: For installation paths where the installer would 
normally create the database, this setting will instruct the 
installer to skip the database creation. This setting is mainly 
used for debugging purposes. 

¶ Default: Disabled by default 

¶ Example: /SkipSQLServerCreateDB 

/SkipSQLServerCreateDBUser ¶ Description: For installation paths where the installer would 
normally create the database user, this setting will instruct 
the installer to skip the database user creation. This setting 
is mainly used for debugging purposes. 

¶ Default: Disabled by default 

¶ Example: /SkipSQLServerCreateDBUser 

/SkipSQLServerCreateSchema ¶ Description: For installation paths where the installer would 
normally initialize the database schema, this setting will 
instruct the installer to skip initialization of the database 
schema. This setting is mainly used for debugging purposes. 

¶ Default: Disabled by default 

¶ Example: /SkipSQLServerCreateSchema 

/SkipSQLServerUninstall ¶ Description: By default the uninstaller will remove the 
internal evaluation SQL Server 2008 R2 Express database 
server instance if it is present. This option provides a way to 
instruct the uninstaller to leave the database server 
instance on the computer. 

¶ Default: Disabled by default 

¶ Example: /SkipSQLServerUninstall 

/SkipValidateSQLServerPassword ¶ Description: By default the installer will validate the Mail 
Express Admin password against the SQL Server Express 
password requirements (e.g. the Windows account 
password policy plus some additional illegal keywords). This 
option provides a way to instruct the installer to skip this 
validation check. 

¶ Default: Disabled by default 

¶ Example: /SkipValidateSQLServerPassword 
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Installation Logging 

The installation log file is intended for debugging purposes and contains messages that may help resolve 
issues that arise in the field. During installation and maintenance the installer will create and log to an 
άLƴǎǘŀƭƭŜǊΦƭƻƎέ ŦƛƭŜ created in <Documents & Settings>\ <Current User>\ Local Settings\ Temp\ Mail 
Express. At the completion of the installation run, either due to success or failure, the installer will copy 
the final log to the <Installation Directory>\ logs directory if it exists. Note that if the installer fails during 
an initial clean installation the <Installation Directory>\ logs directory may not exist. In this case the final 
log file will be in <Documents & Settings>\ <Current User>\ Local Settings\ Temp\ Mail Express. 

¶ The installer will attempt to append to the existing log file on subsequent runs of the installer 
όŜΦƎΦΣ ƛŦ ǘƘŜ ǳǎŜǊ ǇŜǊŦƻǊƳǎ ŀ άwŜƛƴǎǘŀƭƭέύΦ Lǘ ŘƻŜǎ ǘƘƛǎ ōȅ ŎƻǇȅƛƴƎ ŀƴȅ ŜȄƛǎǘƛƴƎ Installer.log file from 
the installation directory into the temp directory, writing to it during the install, and then 
copying it back to the <Installation Directory>\ logs directory at the end. 

¶ You can write out the same log messages to another log file of your choosing using the 
/logfile=<Log file>  command line switch to the installer. 

Debug Logging 

The installer is capable of writing the same messages that go to the Main Installer Log (see above) using 
the Windows debug logging infrastructure. These messages may be viewed using a utility such as 
{ȅǎLƴǘŜǊƴŀƭΩǎ 5ŜōǳƎ±ƛŜǿ ŀǇǇƭƛŎŀǘƛƻƴΦ   

¶ To enable this logging, the installer must be run from the command line with the /debug  
switch (see Installation Command-Line Parameters). 

Upgrading Mail Express Server 

Upgrade considerations and notes: 

¶ Mail Express version 3.0 and later do not support upgrading from Mail Express v2.2. The 
installer will abort the installation if it finds Mail Express 2.2 installed. You must uninstall Mail 
Express version 2.2 before continuing with installation. 

¶ During the Mail Express Server upgrade, the Mail Express Server Service will be stopped. When 
the Add-In tries to contact the Mail Express Server, the server will be unavailable, and the Add-
In will be disconnected. Because of this, you should perform the upgrade during a normal 
maintenance window or when email activity is at a minimum. (Refer to Connecting to Mail 
Express Server for details of what happens when Mail Express Server is unavailable.) 

¶ In addition to updating program files and the CRT and XML files, the upgrade also installs new 
templates. Any customized templates are backed up. Because the template format and variables 
have changed, you must migrate your customizations to the new templates rather than simply 
copying your old templates into the directory. Refer to Customizing Mail Express Pages and 
Notifications. 
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¶ If you want to expire external accounts automatically based on inactivity, and you plan to purge 
the database on a schedule, you should wait to enable expiration until a few months have 
passed since the upgrade to give the system a few months to monitor activity. For example, if 
you expire accounts based on 'x' months of inactivity, and you routinely purge the database 
such that Mail Express holds only y months of data, if 'y' is less than 'x,' then Mail Express will 
expire account unexpectedly. Instead, you should wait to enable expiration until at least 'x - y' 
months have passed since the upgrade. Alternatively, you could enable expiration and turn off 
purging until 'x-y' months have passed since the upgrade. (That is, the number of months that 
have passed since the upgrade should be greater than the purge frequency.) 

To upgrade Mail Express Server 

1. On the Internal Settings ǇŀƎŜ ƻŦ ǘƘŜ aŀƛƭ 9ȄǇǊŜǎǎ {ŜǊǾŜǊΩǎ ǿŜō ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ ǎƛǘŜΣ ŎƭŜŀǊ ǘƘŜ 
Add-In services enabled check box, then click Save. This will cause any Add-Ins to gracefully use 
ǘƘŜ ά.ŜƘŀǾƛƻǊ ǿƘŜƴ aŀƛƭ 9ȄǇǊŜǎǎ {ŜǊǾŜǊ ƛǎ ǳƴŀǾŀƛƭŀōƭŜέ ǇǊŜŦŜǊŜƴŎŜΦ ¢ƘŜ Add-In services enabled 
check box should only be re-selected after both the Mail Express Server and the Add-Ins have 
been upgraded. The Mail Express Server and the Add-Ins must have the same version number; 
otherwise, they may not be compatible with each other. If the Add-In detects that its version is 
incompatible with the Mail Express Server version, the Add-Lƴ ǿƛƭƭ ŘƛǎǇƭŀȅ ŀ ά±ŜǊǎƛƻƴ aƛǎƳŀǘŎƘέ 
DŜƴŜǊŀƭ {ǘŀǘǳǎ ƻƴ ǘƘŜ άaŀƛƭ 9ȄǇǊŜǎǎ {ǘŀǘǳǎέ ǘŀǎƪ ǇŀƴŜΣ ǘƘŜ Mail Express Attach File and Send 
Options buttons will be disabled, and the Add-In will be disabled until it is upgraded. Users with 
disabled Add-Ins can still send emails with Outlook, but their emails will be ignored and not 
processed by the Add-In. 

2. Execute the installer on the Mail Express Server computer. The Welcome page appears. 

3. Click Next. The License Agreement appears. 

4. Click I Agree. The installer detects that an older version of Mail Express Server is installed. 

5. Click Upgrade Mail Express. The Database Upgrade Credentials page appears and indicates to 
which database it is connecting. 

 
6. By default, the current credentials are used when upgrading. If you want to use the current 

credentials, skip to step 7. 
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o If you want to connect using an account other than the configured database credentials, 
clear the check box and then specify the new credentials: 

¶ The ability to specify an alternate set of database credentials is provided in case 
Mail Express Server is configured to connect to the database as a user with 
limited database privileges. During upgrades, the installer requires that the 
account used to connect to and upgrade the database has privileges to modify 
database objects. In this case, you should specify alternate credentials for a 
database account with higher privileges, such as an account with the 
"db_ddladmin" or "db_owner" database roles. If alternate credentials are 
specified, they will only be used by the installer to perform the upgrade. The 
credentials in use by the Mail Express Server will not be modified. 

¶ For Authentication mode, use SQL Server authentication when connecting as 
the privileged user account. When SQL Server authentication is selected, you 
must specify the Database owner username and Database owner password for 
the privileged user account to use when connecting to the database. Or you can 
use Windows authentication to use the active Windows user account when 
connecting to the database. (The "active Windows user account" is the account 
running the installer.) 

¶ Click Test to test the connection to the database before continuing. 

7. Click Upgrade (which also tests the connection). 

8. If the Mail Express Server service is running, the installer will stop the service before continuing. 
If a message appears asking if you want to stop the Mail Express Server service, click Yes. The 
Mail Express Server Service is stopped and installation continues. (If you click No, the installation 
aborts.) 

 

During the Mail Express Server upgrade, the Mail Express Server Service will be stopped. When the Add-In tries 
to contact the Mail Express Server, the server will be unavailable, and the Add-In will be disconnected. Refer to 
Connecting to Mail Express Server for details of what happens when Mail Express Server is unavailable. 

9. When installation is complete, click Next. The final page of the wizard appears. 

10. Select or clear the check boxes as necessary: 

¶ If you want to view the version history, select the Show version history check box. 

¶ If you do not want to create a desktop shortcut for the administration interface, clear 
the Create a desktop shortcut check box. 

¶ If you do not want to start the Mail Express Server service, clear the Start the Mail 
Express Server service check box. 

¶ If you do not want to start the administration interface, clear the Start the 
Administration Interface check box. (The server service must be started to start the 
administration interface.) 

11. Click Finish. 

 

When the upgraded Mail Express Server service is started, the previous version's Outlook Add-In will not 
connect. The Add-In will indicate a version mismatch in the Mail Express Status pane and display an 
exclamation point on the toolbar/ribbon. After you upgrade the Add-In, it will then connect successfully. 

12. Upgrade the Mail Express Outlook Add-In. Refer to Upgrading the Outlook Add-In for details. 
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Repairing the Mail Express Installation 

If you need to reinstall Mail Express on the same computer, you can do so using the Mail Express Setup 
Wizard. (Reinstalling Mail Express updates only the Mail Express Server files; it does not affect the 
database files or the Add-in.) 

To repair Mail Express 

1. Execute the installer on the Mail Express Server computer. The Welcome page appears. 

2. Click Next. The License Agreement appears. 

3. Click I agree. The installer detects that Mail Express Server is already installed. 

4. Click Reinstall Mail Express then click Reinstall. 

¶ If the Mail Express Server service is running, a message appears asking you to stop the 
service. Click Yes to continue installation. (If you click No, the installation aborts.) 

¶ If the Mail Express Server service is not running, the Mail Express Server files are 
installed. 

Uninstalling Mail Express Server 

Uninstall Mail Express Server using Window's Add or Remove Programs utility. 

To remove the Mail Express Server 

1. Click Start > Run. The Run dialog box appears. 

2. In the Open box, type appwiz.cpl , then click OK or press ENTER. The Add or Remove 
Programs dialog box appears. 

3. Click Globalscape Mail Express, then click Remove. The uninstaller wizard appears. 

4. Click Uninstall. Mail Express Server is removed. 

 

You can also run the installer and click Uninstall Mail Express. 
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Installing and Uninstalling the Outlook Add-In 

The topics below provide details of deploying, installing, upgrading, and licensing the Mail Express 
Outlook Add-In. 

Deploying the Outlook Add-In 

Listed below are different methods that you can use to install the Outlook Add-In to multiple desktops 
across the enterprise. The following are just general guidelines; the scenario that works best for your 
organization may differ. Deploying the Outlook Add-In includes installing the Outlook Add-In 
prerequisites based on Microsoft Office Version. 

Methods for deploying the Add-In include: 

¶ (Preferred method) Silently install the prerequisites and the Add-In. In this scenario, users are 
never asked to do anything to install the Add-In. Installation can be accomplished a variety of 
ways, such as with a logon script or group policy. 

¶ Silently install the prerequisites, then ask users to run the Add-In installer (.msi file) from a 
network location. 

¶ Silently install the prerequisites, then ask users to run a batch file in a network location to install 
the Add-In silently (or with minimal user interaction) using the installation arguments (described 
in Silent Installation of the Outlook Add-In). With a batch file, the user does not need to know 
about the Add-In installation arguments or how to use the command line. 

¶ Place the prerequisite installer bundle in a network location, then ask end users to manually 
install the Add-In using the bootstrapper, which will install the prerequisites and launch the .msi 
file. (The prerequisites and .msi file need to be in the same folder.) 

You will need to provide end users with instructions to connect to Mail Express Server and to configure 
message options. You can copy and paste instructions into an email directly from the help file or provide 
end users with an online link to the topics in Using Mail Express in Outlook. 

Installing the Outlook Add-In 

Refer to Deploying the Outlook Add-In to determine deployment method before installing. This topic 
covers each of the possible methods. 

For instructions for upgrading the Add-in, refer to Upgrading the Outlook Add-In. 

For instructions for installing the Add-In on Terminal Server, refer to Installing the Outlook Add-In on 
Terminal Server. 

The Outlook Add-In installer is available from the Mail Express Server administration Outlook Add-In 
Installer page and in the Mail Express Server installation folder (by default, C:\ Program 
Files\ Globalscape\ Mail Express). 

¶ Before installing the Outlook Add-In, be sure to review the system requirements. 

¶ You need administrator privileges to install prerequisites; however, the Add-In installer does not 
require administrative privileges to run. 

¶ If .NET is not installed before you install the Add-In, you should reboot after completing the .NET 
installation. If you do not reboot after installing .NET, the Mail Express Add-In may not load 
properly in Outlook. 

¶ You should install and configure Mail Express Server before you install the Outlook Add-In. 



Mail Express v4.3 User Guide 

64 

¶ If you will be using Kerberos authentication, you must create a domain account for the Mail 
Express Server for authenticating with the Kerberos Key Distribution Center (typically Active 
Directory) and to allow a Service Principal Name (SPN) to be associated with the account. Why 
do I need an SPN? According to Microsoft Technet, "A service principal name (SPN) is the name 
by which a Kerberos client uniquely identifies an instance of a service for a given Kerberos target 
computer. If you install multiple instances of a service on computers throughout a forest, each 
instance must have its own SPN. A given service instance can have multiple SPNs if there are 
multiple names that clients might use for authentication. For example, an SPN always includes 
the name of the host computer on which the service instance is running, so a service instance 
might register an SPN for each name or alias of its host." (Refer to "To create the SPN" below.) 

¶ Installers are provided in the Mail Express Server installation directory and, for access 
convenience, on the Outlook Add-In Installer page of the Admin portal. These installers are for 
"proof of concept" non-silent installations and are not intended to be deployed across the 
enterprise. (Refer to Deploying the Outlook Add-In for more information.)  

¶ The bootstrapper installers in the "Prerequisite Installer Bundles" require Internet 
connectivity to download the Add-In prerequisites, and must be run by an account that 
has administrative privileges on the computer on which the Add-In is being installed.  

¶ The bootstrapper installers are not designed to be installed through a deployment tool. 
They do not support installation in quiet/silent mode.  

¶ If Silent mode is preferred, each prerequisite item that the Add-In requires can be 
ŘƻǿƴƭƻŀŘŜŘ ŦǊƻƳ aƛŎǊƻǎƻŦǘΩǎ ǿŜōǎƛǘŜ ŀƴŘ ŜŀŎƘ Ŏŀƴ be deployed and installed silently. 
"Silent mode" is the preferred method for deploying the Add-LƴΩǎ ǇǊŜǊŜǉǳƛǎƛǘŜǎΦ  

¶ The same MSI and bootstrapper used to deploy the 32-bit Outlook Add-In are used to 
deploy the 64-bit Outlook Add-In. (64-bit Outlook Add-in support available in v3.2 and 
later.) 

To install the Outlook Add-In 

1. Log in to the Mail Express Administration portal. 

2. Before installing, review the Outlook Add-In's system requirements and ensure Outlook is 
updated with the latest service packs. 

3. In the navigation pane, under System Information, click Add-In Installer. The Outlook Add-In 
Installer page appears from which you can download the applicable installer files or generate 
and download an installation script. (Or, you can copy the installation files from the Mail Express 
Server installation directory (by default, C:\ Program Files\ Globalscape\ Mail Express).) 

4. Download the applicable installation file(s) from the Outlook Add-In Installer page (using the 
Download links in the top section of the page). 

 

http://social.technet.microsoft.com/wiki/contents/articles/717.service-principal-names-spns-setspn-syntax-setspn-exe.aspx
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¶ Mail Express Outlook Add-In Installer Onlyτ(If the prerequisites are not yet installed, 

use one of the "Prerequisite Installer" bundles below instead of this installer.) Installs 
the Mail Express Outlook Add-In on workstations running Microsoft Office 2007, 2010, 
2013, and 2016 when the prerequisite software has been pre-installed. This installer will 
simply install the Add-In; it will not install the prerequisite items that it requires. This 
installer supports silent installation mode and does not require administrative privileges 
to install. 

¶ Prerequisite Installer Bundle - Outlook 2007τ(If the prerequisites are already installed, 
you do not need this bundle. Instead, use "Mail Express Outlook Add-In Installer Only" 
above.) Zipped bundle containing the Mail Express Outlook Add-In and prerequisite 
software for installation on workstations running Microsoft Outlook 2007. This bundle 
can be used to install the prerequisite items that the Add-In requires plus the Add-In. 
Typically, you will run the bootstrapper installer in this bundle, which will install the 
Add-In prerequisites, and then afterwards it will run the Add-In Installer to install the 
Add-In. 

¶ Prerequisite Installer Bundle - Outlook 2010τ(If the prerequisites are already installed, 
you do not need this bundle. Instead, use the "Mail Express Outlook Add-In Installer 
Only" above.) Zipped bundle containing the Mail Express Outlook Add-In and 
prerequisite software for installation on workstations running Microsoft Outlook 
2010. This bundle can be used to install the prerequisite items that the Add-In requires 
plus the Add-In. Typically, you will run the bootstrapper installer in this bundle, which 
will install the Add-In prerequisites, and then afterwards it will run the Add-In Installer 
to install the Add-In. 

¶ Prerequisite Installer Bundle - Outlook 2013τ(If the prerequisites are already installed, 
you do not need this bundle. Instead, use the "Mail Express Outlook Add-In Installer 
Only" above.) Zipped bundle containing the Mail Express Outlook Add-In and 
prerequisite software for installation on workstations running Microsoft Outlook 2013. 
This bundle can be used to install the prerequisite items that the Add-In requires plus 
the Add-In. Typically, you will run the bootstrapper installer in this bundle, which will 
install the Add-In prerequisites, and then afterwards it will run the Add-In Installer to 
install the Add-In. Note that this bootstrapper does not currently install the Microsoft 
Outlook 2013 PIA because Microsoft has not yet published its redistributable installer. 
By default the PIA will be installed when Microsoft Outlook is installed if .NET was 
installed beforehand. If needed the PIA can be installed via the Microsoft Office 
installer. Refer to the following KB article for more information: 
http://kb.globalscape.com/KnowledgebaseArticle11129.aspx.  

http://kb.globalscape.com/KnowledgebaseArticle11129.aspx
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¶ Prerequisite Installer Bundle - Outlook 2016τ(If the prerequisites are already installed, 
you do not need this bundle. Instead, use the "Mail Express Outlook Add-In Installer 
Only" above.) Zipped bundle containing the Mail Express Outlook Add-In and 
prerequisite software for installation on workstations running Microsoft Outlook 2013. 
This bundle can be used to install the prerequisite items that the Add-In requires plus 
the Add-In. Typically, you will run the bootstrapper installer in this bundle, which will 
install the Add-In prerequisites, and then afterwards it will run the Add-In Installer to 
install the Add-In.  

o Outlook 2016 will not connect to Exchange 2007, only 2010 and later. Mail 
Express has not been tested on Exchange 2016. Refer to 
https://kb.intermedia.net/article/20784  for more information about Outlook 
2016. 

5. In the Outlook Add-In Installation Script area: 

 
a. For the Installation type options, specify whether the script is for a New/Upgrade or to 

Modify/Repair existing installation: 

o Use the New/Upgrade option when installing the Add-In for the first time or 
when installing a new version of the Add-In for the first time (i.e. an upgrade). 

o Use the Modify/Repair existing option when reinstalling the same version of 
the Add-In that is already on the computer either to repair it or to provide 
different values for the installation parameters. 

 

If you choose the wrong option, the Add-In may not install at all. 

b. In the Internal Mail Express server host box, specify the Mail Express Server hostname 
as recognized by internal workstations. (This may be different from the setting on the 
General Configuration page, which may be the host name of the fronting web server.) 

c. In the Internal Mail Express server port box, specify the port through which the Mail 
Express Server connects, if different than the default. (It will default to 443.) 

o For the Internal Mail Express server host and the Internal Mail Express server 
port, you should add a listening IP on the General Configuration page in the IP 
Port Bindings area, and set it for port 443. 

https://kb.intermedia.net/article/20784


Installing and Uninstalling the Outlook Add-In 

67 

d. For the Login type options, specify Manual or Single sign-on. 

o If you click Single sign-on, in the Service Principal Name (SPN) box, specify the 
service context. (e.g., <service type >/< mail express instance server host name 
>:< port number >/< service name >). For example, HTTP/meserver. The SPN is a 
name by which the Add-In can uniquely identify the Mail Express Server Service. 

o To create the SPNsΣ ŜȄŜŎǳǘŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘǎ ƻƴ ǘƘŜ ŘƻƳŀƛƴΩǎ ǇǊƛƳŀǊȅ 
Active Directory server using the command console. In the commands below, 
substitute: 

o <MailExpressServerHostName> with the host name of the Mail Express 
Server 

o <MailExpressServerFullyQualifiedDomainName> with the fully qualified 
domain name of the Mail Express Server 

o <PreAuthUsername> with the username of the pre auth user account. 
You will need to create a domain account for the Mail Express Server for 
participating in Kerberos authentication. This account is used by the 
Mail Express Server when authenticating with the Kerberos Key 
Distribution Center (typically Active Directory) and allows a Service 
Principal Name (SPN) to be associated with the account using the setspn 
command. 

setspn ςA HTTP/<MailExpressServerHostName> <PreAuthUsername> 

setspn ςA HTTP/<MailExpressServerFullyQualifiedDomainName> 
<PreAuthUsername> 

For example: 

setspn ςA HTTP/meserver mepreauthuser 

setspn ςA HTTP/meserver.globalscape.com mepreauthuser 

These SPNs should work regardless of the account the Mail Express Server 
Service is running as. 

To view the SPNs to verify that they were created successfully, run the 
following command, substituting <PreAuthUsername> with the username of the 
pre auth user account: 

setspn ςl <PreAuthUsername> 

(Note: The switch is a lower-cased letter L, not the number one.) 

For example: 

setspn -l mepreauthuser 

If the Outlook Add-In is installed silently, the SPN must be provided as an 
installation parameter. The installation parameter name is 
ά{9w±L/9twLb/Lt![b!a9Φέ 

a. Click Generate to create the installation script. The necessary script 
appears in the Installation script box. 

b. Click Download to save the script. 
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6. Save the script and the installation files in the same directory, or ensure that the script can 
access the installer. The command line parameters in the script are imperative for the proper 
operation of the Outlook Add-In. Use one of the following methods to install the Add-In on 
users' desktops: 

o Execute the script at each user's desktop to silently install the Add-In. 

o Install the Add-Lƴ Ƴŀƴǳŀƭƭȅ ƻƴ ŀ ǳǎŜǊΩǎ ŘŜǎƪǘƻǇ ōȅ ŘƻǳōƭŜ-clicking on the Add-In MSI 
installer. Or, send an email instructing users to install the Add-In themselves and provide 
a walkthrough or screenshots to guide them through the installation wizard screens. 

o Deploy the Add-In across the enterprise using a deployment tool. For example, use a 
logon script to install the Add-In silently on workstations since the Add-In MSI does not 
require administrative privileges to install. 

File/Configuration Locations 

¶ The log files for the Add-In are (by default) stored in %userprofile%\ Application 
Data\ Globalscape\ Mail Express Outlook Addin\ Logs\ . 

¶ The default installation directory of the Add-In is %userprofile%\ Application 
Data\ Globalscape\ Mail Express Outlook Addin. 

¶ Connection-based settings and settings configured by the installer are stored in the registry 
under the following key: HKEY_CURRENT_USER\ Software\ Globalscape\ Mail Express Outlook 
Addin\ Settings. 

¶ General settings are saved in an XML file named settings.config, which will reside under the 
installation folder of the Add-In. 

Running the MSI Installer 

To run the Outlook Add-In installer (msi) manually 

1. Double-click the .msi file. The Welcome page appears. 

 
2. Click Next. The Connection Settings page appears. 
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¶ If prerequisites required to install the Add-In are not found on the system, an error 
message appears. Click OK to abort the installation, and install the prerequisites using 
ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ōƻƻǘǎǘǊŀǇǇŜǊ ƛƴǎǘŀƭƭŜǊ ƻǊ ŘƻǿƴƭƻŀŘ ǘƘŜƳ ŦǊƻƳ aƛŎǊƻǎƻŦǘΩǎ ǿŜōǎƛǘŜ and 
installing them separately. Afterwards, restart the Add-In installation. 

 
3. In the Mail Express Server Host box, provide the Host name or IP address of the Mail Express 

Server. 

4. In the Port box, provide the port number used by Mail Express Server. (443 is the default.) 

5. In the Login Type box, click the down arrow to specify Windows authentication (the default) or 
Manual authentication. 

¶ If you chose Windows Authentication, in the Mail Express Server Service Principal 
Name box, provide the SPN of the Mail Express Server service. (Refer to "To create the 
SPN" above.) 

¶ If you chose Manual Authentication, provide a valid username and password for an 
Internal Mail Express user. 

6. Click Next. The Destination Folder page appears. 

http://msdn.microsoft.com/en-us/library/cc280459(SQL.100).aspx
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7. The folder defaults to %userprofile%\ Application Data\ Globalscape\ Mail Express Outlook 

Addin\ . To install to a different folder click Change and specify the location. 

8. Click Next. The File Store Configuration appears. 

 
9. The File Store location defaults to %userprofile%\ Local Settings\ Application 

Data\ Globalscape\ Mail Express Outlook Addin\ . The Add-In will temporarily store attachments 
for emails that it is processing in this folder. To specify a different location, click Change and 
specify the location. 

10. Click Next. The Ready to Install page appears. 
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11. Click Install to begin the installation. The Setup Wizard installs the application and the 

Completed page appears. 

 
12. The Launch Outlook check box is selected by default. Clear it if you do not want to open 

Outlook. If Outlook is already open, you need to close it and then reopen it for the changes to 
take effect. If the computer has not yet been rebooted since the .NET Framework was installed, 
it is highly recommended that the computer is rebooted before trying to use the Add-In. 

13. If you want to view the version history, select the Show version history check box. 

14. Click Finish to close the wizard. 

15. If Outlook appears, a message appears asking if you want to install the Add-In. Click Install. 

16. You must first enable the Add-In in Outlook to use it; refer to The Mail Express User Interface for 
details.  


























































































































































































































































































































































































