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Introduction to Mail Express®

Mail Expressallows you to send large email file attachments to recipients inside or outside of your
organization quickly, reliably, and securely, while reducing the load on your mail SelaieExpress

also allows your recipients to send large email file attachments to you through a Web portal. You can
send files using a Microsoft Outlook Atid a Web portal, or both, using secure authentication and
auditing capabilities. The Mail Expreystem will offload file attachments to an independent server and
can notify recipients that the files are available for pickup.

You can configure the authentication scheme to change the way recipients authenticate against Mail
Express Server to downlo#akir files. One authentication scheme allows users to access their files
without providing any credentials; the other requires the recipient to type in a temporary password that
is provided in oubf band communication with the recipient (e.g., phone calkmail). By default, the

Mail Express system retains attachments for 2 weeks, but you can increase or decrease this period
based on corporate security, auditing, and usage requirements.

When you send an attachment, the attachment is uploaded to MaitdsspServer over HTTPS, and then

the recipient receives an email with hyperlinks to download the files from the server. When the

recipient clicks the hyperlink in the email notification, a Web page appears from which the recipient can
download the attachmat. All visits to the download page and file downloads are recorded in the
database. Auditing to a database provides a detailed history of transfers showing senders and receivers,
which files were transferred, and when they were transferred.

When you allowMail Express to manage email attachments sent via Microsoft Outlook, emails remain in

the Outbox until the Mail Express processing is complete, and the attachments are completely

uploaded. Normally, mail clients have a hard time managing large attachrapdtsan often become

dzy NBaLRyaAr@dS ¢gKATS (KS&S 7TAf StichlFingittoh, uetylla@&ieR® | A A Y
can be attached to an email, quickly reducing the time waiting for the mail client to become responsive

again. When Mail Expressanages an email, it uploads the attachments to the Mail Express Server,

removes the attachments from the email, and inserts links into the email from which the recipient(s) can
download the attachment(s). This process has the added benefit of end usteegeeeding their email

server's mailbox quota or attachment size limits, since the resulting email itself is normally quite small.

In Mail Express v4.1 and later, in addition to sending secure attachments, you can send an email with a
secure message bodyhe message and attachments are encrypted in transit.

The Mail Express workflow:
1. Using a web browser or Outlook Atld User A sends an email with attachments of any size.

2. Attachments and message body are stripped off of the email and stored on th&kfaigss
server.

3. Mail Express inserts a download link in place of the message, and email is sent via the email
server.

4. User B opens the email that contains the download link.

5. User B clicks the link, opens the Mail Express Pickup portal in the browselpwntbads the
message and attachments.

6. (Optionally) User B responds to User A using the Mail Express Reply portal.
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Mail Express Architecture

The Mail Express application is composed of the following components:

|l

Server Applications ¢ KS  { SNIISNJ | LILX AOFGA2y&a 2F al Af 9ELINS
Usingsettings and configuration defined by the Mail Express administrator, web server

applications transfer, store, and manage all of the files processed by the system. A database
application stores and provides data regarding all of the file transfers thegt fhsough the

system and the configuration changes that are requested by the administrator

Administration Portat As with any enterprise level software, Mail Express provides an
AYGSNFIFOS GKFG Fff2ga GKS da2gy SNikonane G KS | LILIX A
management, sender administration, and transaction auditing. Mail Express offers a web

interface that an administrator (either an IT administrator or a business unit manager,

depending on who within an organization owns the solution) can usedess all of the

necessary management features and functions.

Outlook AddInt The Microsoft Outlook Adth provides the ability to send files automatically
using Mail Express via the normal Outlook messaging workflow based either on predetermined
use casegeither administrator or sender defined) or in ad hocmanner using Mail Express

tools that are integrated into the Outlook User Interfaces. No Mail Exgessific action will be
required by the sender after the initial installation and configuratiéthe AddIn.

Internal Web Portat Mail Express includes an Internal Portal, a web page from which internal
parties can send files to recipients inside or outside the organization. The Internal Portal
provides a wekbased alternative to using the Outlook dvth and is driven by a set of
administrative settings that are shared with the Alid

Package Drowfft Mail Express includeszop-off Portal, a web page from which external
parties can send files to Mail Express customers. The PackageRyrtal povides a bi
directional flow of information between you and your partners.

Package Piclapt Mail Express provides multiple options for recipients to download the files

that have been sent to them. Recipients have the ability to download files instantjcking

on the links provided in an email or by visiting PiekUp portal where files are listed for

download.

Reply Portat When an internal or external user receives an email from a Mail Express user, the

email can contain a link to theeplyportal inwhich recipients can respond to the email to
return files to the sender.

11
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External : Internal
Users DMZ Gateway Mail Express Uksra

DMZ Gateway serves as a rse proxy beh 1 External users and GlobaSCAPE applications,
Mail Expresscan share configuration, event rule pracessing and reporting withEFT
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Mail Express Quick Start

Provided below is a "quick start" checklist to help you install and configure Mail Express. Additional
configuration may be required, depending on your individual requirements. Click the links in each step
to read the detailed procedures, complete with screen shots.
1 All passwords must be at least 6 characters and contain at least 3 of the following types of
characters: uppercase letters, lowercase letters, numbers, and special characters (e.g., #, %, ").

|

Server Installation:

Verify thatprerequisitesare installed angystem requirementsave been met.

Ensure that port 443 is available on the IP address desigfatéde internal Mail Express Server host.
TIP. Use the following command to check against any conflicts: netstetp TCP

NOTE If there is any other process listening on port 443 (including the global 0.0.0.0 interface), please refer to Mz
Express Knowledgebase artigi0636for more information.

If you are using Microsoft Exchange for your mail server, Mail Relay should be turned on if you do not create an
account on the Exchange Server for the Mail Express Server. For information, refer to
http://exchangepedia.com/2007/01/exchanegerver2007-how-to-allow-relaying.html Refer toConfiguring
Anonymous Access to Excharege Configuring Authenticated Access to Exchaiegénformation about configuring
Exchange.

Create a new service account on your Active Directory network for the Mail Express service. This account iSoeqy
Mail Express to perform Kerberos authentication for connecting clients and for LDAP queries, and it can also be
allow authenticated relay through the mail server.

Ensure you have access to log into a Domain Controller with Domain Adihts This is required in order to enable
Kerberos authentication in Mail Express. After installation and initial configuration have been completed, it is no |
required.

Install all available Windows Updates (required for security@ndpatibility)

Reboot the server computer. (required before the Mail Express installation can begin)

526yf2FR I 021k 2F (GKS al Af O9ELINBaa AyadlfttSN 2yi2

Install Mail Express Serv@un the executable); 3Bit or 64-bit depending on operating system. You will need the
following information:

9 Installation directory (Where to write installation files)

9  Attachment storage directory (Any storage that can be accessed from server)

9 Mail Express administrator username/password and email address

9 If using an external database, database server connection parameters

9 Ifintegrating with EFT, you will need to know tBET host, port, "Site Admin" credentials, and Site name.

Server Configuration:

Sg“ecim the domaiof Mail Express Server. This system name will be used for portal and package URL informatiorj
SEFYLX S AT (4KS R2YIAYy Aada asSité G2 avySo3aizolfaldlkLISa0
GKOGLIAYkkYSdIAT 20 f & O IBOTORINMNAI O] dzLIk £ dzy A |j dzS AR

SpecifySystem Notification addresseshese are the email addresses to which system notifications are sent; the en
address provided at installation is used by default.

Configure IP port binding® prevent conflicts with other applications and to connect to other IP addresses and por
that you want Mail Express to listen on; by default, only localhost:8443 is an active listening por

Configure the mail server connection

Enable attachment pickup

Create newnternal user for testing purposes
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|

Outlook Installation and Configuration:

Install the Outlook Addh on the client workstation(s), includinddIn prerequisites

Specifithe host name, username, and password for the Internal user created during server setup

Enable the Mail Express User Interfac®utlook.

Enable the Status parie Outlook to display the connection status between the Mail Expressiddd Mail Express
Server

Send a test emawith an attachment using thAttach Fileicon on the Mail Express tool bar.

Pick up the package

Advanced Featuregcan be setup after the initial configuration is completed and the basic system functionality has been
verified. Not critical to the basic functionality of the system.)

Specify a Mail Express SSL Certificate

Enable Active Directory Authentication

Enable Single Sign @sing Kerberos

Enable Dromwff Page

Enable and configure Internal Portal

Enableand configure the Reply Portal

Enable attachment purging

Enable database purging

Silent installation of Outlook Add clients

Install and configure EFT in the Mail Express administration interface.

Install andconfigure DMZ Gateway

Register the ServandDMZ Gatewayn the Mail Express administration interface.
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What's New in Mail Express®?

Mail Express was updated with the changes described below. To view a complete version history and to
download the latest version, go tadtp://www.globalscape.com/support/gme.aspx

Changes in Mail Express 4.3.0

il

Support for theMail Express Adth inOutlook 2016.

Changes in Mail Express242

il

f
f
f

Localization bug fix

OpenSSL update to address security vulnerabilities in earlier SSL versions
Option to expire links immediately (upon first use)

Include latest Java Runtime (JRE)

Changes in Mail Express 4.2

il

f
f

Email and attachments managed by Mail Express can be procesartirgisanddata loss
preventiontools before being sent.

Added aScanActivityreport to show processing errors and successful/failed attempts for
processing by antivirus and data loss prevention tools.

Audit Event Historgan now be filtered by specific Event Types.
Addedlanguage supportor Italian and Portuguese

Changes in Mail Express v4.1

il

|l

Email managed by Mail Express sent from the OutlookiAdd the web portals can be
encryptedso that only the sender and the receiver can read its content

Updated interfaces in theveb portals
Administrators can nowequire veified usersn the Reply portal

Semicolons are allowed as email delimiters in the To, Cc, and Bcc fieldDubhaff, Reply
andInternalportals

Default package expiration is now 1 year instead of 1 month

Changes in Mail Express v4.0.4

|l

Limit the number of attachments allowed for emails in théernal Settingsind theDropOff
Settings

TheRequest Accounlink on the DrogOff Portal can be visible or hidden based on the setting in
General User Settings

Allow an internal user account to expire based onlititernal Users expiration settings the
General User Settingsage.

In the DMZ Gateway configuratigryou can specify which portals are to be accessed through the
DMZ Gateway address, and whether LDAP authentication is to be used for portals accessed
through DMZ Gateway.

Purge internal user accounts (same as exaéuser accounts)
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f
il

Removedsupportfor Outlook 2003.
A 64bit SQL Express installer is included in the Mail Expreb# Bistaller.

Changes in v4.0.3

il

Updated Tomcat native connector to address "Heartbleed"VaBilerability

Changes in v4.0.2

|l

Added static configuration item to prohibit invalid characters from LDAP query usernames.

Changes in Mail Express v4.0

il

Filetype exclusiomdded to Internal Portal and Outlook Aditk Administrators can prevent
internal users from sending certain types of files. The user may still be able to send the files
without Mail Express, if the Outlook Adid is configured to allow it. The system niaif users if
they attempt to send files with a restricted extension, allowing them to remove the restricted
file.

Password policgdded for Internal user accourttsAdministrators can specify password reset,
expiration, reuse, and user notification of password expiration. The settings apply to internally
managed account, external user accounts, and administrator accounts.

Account lockouadded for Internal user accourtt3NVhen using Active Directory for user
authentication, a user (or malicious user) could lock themselves out of their account with too
many failed attempts to log in. Mail Express provides the ability to lockout a user prior to the AD
lockout, and the abilityor the administrator to manually lock or unlock the account.

Increased Client Access Licenses (CAL) available to 100,000 (depending on the number
purchased). The total number of CAL available is displayed d@gheral Configuratiopage
underLicensing and Registratiolhe number of licenses consumed is displayed orivihié
Express Statysage.

Administrator ca configureFIPS 14@-compliant protocol (TLS) and algorithms for
communication across the system (to support HIPAA compliance) dagheral Configuration
page undeilEnhanced Communication Security

The Outlook Addh (OAI) can connect to a newer version of Mail Express Sdoweever, an
OAI cannot connect to an older Mail Express Server. This setting allows existing clients to
connect when the Serves upgraded, without immediately upgrading the OAI to the new
version (within 2 minor versions, that is, 4.0 to 4.1 and 4.2)

External web users can be presented witheams of Service agreemaryon firstlog in.
Administrators carenable/disable this functionalitgnd cancustomize the messadkat is
presented.
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Installing and Uninstalling Mail Express

Installing Mail Express includes installing Mail Express Sargehan installing the Mail Express
Outlook AddIn on users' workstations. These topics provide the system requirements, installation
procedures, and activation instructions.

System Requirements, Prerequisites, and Supported Applications

Globalscape Quality Assurance (QA) tested and approved Mail Express for use with the programs and
hardware described below. Teinimum system requirements below are organizedMgil Express
ServerSQL Server 2008 R2 ExprasslOutlook Addin requirements. The installer must be run by a

user with administrative privileges on the computer. The installer/uninstaller will check for this at the
beginning of execution.

Please review each of the requirements and prerequisites below andetizat they are mebefore
installing Mail Expres€nsure all Microsoft updates have been installed and the computer has been
rebooted. If all of the prerequisites are not met, the installation will abort. Youpcam this pageof the
help and check dthe requirements as you verify that they are installed/available.

While it is possible for the Mail Express Server andidtiwork on system configurations other than those listed
below, programs antiardware not listed below were not tested and are not supported.

The system requirements/prerequisites on the computer on which Mail Express Server is installed are
listed in the table below. The following important notes should be considered beforéngtart
installation.

1 Mail Express v4.2 installs .NET 4.5.2, if it's not already installed, and enables the ICAP service.
o The ICAP service has to be installed and running for any ICAP functionality (integration
with antivirus and data loss prevention toote)work.
1 For Outlook Addn system requirements, refer Outlook Adedln Requirements/Prerequisites
below.

1 For SQL Server 2008 R2 Express system requirements, ré8@t t8erver 2008 R2 Express
Installation Requirements/Prerequisitdxelow. (These are the requirements that the installer
verifies; refer to the Microsoft link below for additional SQL Server system requirements.)

1  For SQL Server 2008 R&teyn requirements, refer to
http://www.microsoft.com/download/en/details.aspx?id=12548
1 Mail Express "silently" installs the latest version of the Java RuntimieoBEment (JRE) and
Apache Tomcat; you do not need to update or maintain these applications.
1 Mail Express v3.3 and later is supported with the following Oracle database versions:
o Oracle Database 11g Release 2: 11.210.2.0.3 (patch set as of Septemb@02)
o Oracle Database 11g Release 1: 11.110.8.0.7 (patch set as of September 2008)

f Separate installers are provided for-B2 and 64bit installations. Please use the proper
installer for your operating system. Mail Express integration with EFT only works with-the 32
version of Mail ExpresH.you use the 64oit installer, the EFTntegration options will not be
available because the COM calls required for integration will not work. The EFT installer
provides the 32bit Mail Express installer.
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{1 If you are using Mail Express with EFT, you should use the Mail Express version inuthdled
EFT installer. Mail Express and EFT compatibility depend on the version of the COM API built in
to EFT. For example, Mail Express version 4.0.4 is compatible with EFT version 7; but Mail
Express version 4.0.4 is not compatible with version 6.58&07, because their API versions are
different.

1 The Java applet (for transferring files in a web browser) must b&thst available versian

Requirement/Prerequisite

Mail Expraes Server must be accessible from the Internet, either directly or via the DMZ Gateway, if applicabl
that recipients can browse the attachment links to pick up attachments (typically in the DMZ behind a firewall
as Microsoft ISA Server). Using®l | £ a O LJISQa 5a% DIFIiSgl & ASNBSNE (KS§
remain in the DMZ and can reside within the internal network. When deploying the Mail Express Server in a
virtualized cluster environment, setting a static MAC address for the servequired.

Ensure that port 8443 is available to the Mail Express IP address (and that no port conflicts exist on that IP
address). This port can be assigned to a specific IP address placed on the system for Mail Express expressly
firewall isenabled on the computer on which Mail Express Server is installed, you must create an exception fi
port 8443.

f  Microsoft Windows Server 2012
Microsoft Windows Server 2012 R2, requires GUI component (64 bit)
{ Microsoft Windows Server 2008 R2

Microprocessors:
1 GHz x8tased processor or higher for ki operating systems
9 1.4 GHz x8®ased processor or higher for ®t operating systems

1 GB RAM or more

Disk space:

9 Installation temporarily requires up to 125 MB free disk space orsylséem drive to accommodate
temporary installation files.

f  Upto 500 MB of additional storage on the selected installation drive to accommodate Mail Express
Server log files and temporary files

Adequate storage should be provided for uploadgthchments

Regular disk maintenance/management of resources. Mail Express administration requires a small
amount of available disk space in order to service requests. When the disk is full, Mail Express may|
function as expected.

1024x768 ohigher resolution monitor

Supported browsers (with latest OS/browser patches and updates, with JavaScript and cookies enabled):
 Chrome: Latest public release version (32 on release date)
9 Firefox: Latest public release version (26 on release date)
I Safari: Latest public release version (7.0.1 on release date)

9 Internet Explorer: Internet Explorer: Latest public release version (10 or later recommended)
Users should instathe latest Java releasfor web transfers using the Java applet. (You can transfer files withou
the Java applet, however. The applet, if enabled, allows unlimited file size, depending on the limit the
administrator has set for the portal.)

Access to a maiksver. Mail Express is supported on Exchange Server 2007, 2010, 2013

Additional modules in Exchange Server that meet the specific needs of Mail ERefssoConfiguring
Anonymous Access todBangeor Configuring Authenticated Access to Exchaogaletails.

Service account in AD for Mail Express (Optional); Account is necesséeylieros authenticatigran existing
account can be used, if preferred.
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d Requirement/Prerequisite

Access to a SQL Server or Oracle database (SQL Server Express, which can be installed with the Mail Exprg
installer for evaluation, is not intended for production use.) M&aipress is supported on SQL Server 2008 R2, S
Server 2012, SQL Server 2014, and Oracle 11g.

Anti-~virus: (optional) The Mail Express Server computer should have a curremirastapplication installed so
that attachments managed by Mail Express 8eare free from malicious software.

@ If slowerthan-normal uploads are observed, ensure you
antivirus software is properly configured

If you are installing SQL Server 2008 R2 Express (available in the Mail Express Server installer for
evaluation purposes), ensure that the computer meets the requirements/prerequisites in the table
below. When you choose to ingt&QL Server 2008 R2 Express with the Mail Express Server installer, the
installer will verify that the proper prerequisites/requirements are available before installing. If the
requirements are not met, the installation will abort.

71 Listed in the tabldelow are the requirements that the installer verifies; refer to the Microsoft
link below for additional SQL Server system requirements.

1 If you are connecting to an external SQL Server 2008 R2 database, refeSltigerver 2008
R2 requirements

v Requirement/Prerequisite

Microsoft .NET Framework v3.5.1 SP1

Microsoft Installer Service 4.5 or later (included in Windows 2008)

The following privileges muske enabled for the administer account running the installer:

 SeBackupPrivilege

 SeDebugPrivilege

9 SeSecurityPrivilege

Installation temporarily requires up to 3.6 GB of free space on the system drive

Minimum of 500 MB on the system drivegnsumed by SQL Server installation files and initial database

10 GB of additional storage on the system drive to accommodate database growth

The table below lists the system requirements/prerequisites on tramuter on which the Outlook
Addn is installed.

v Requirement/Prerequisite

Mail Express Server must be installed before installing the OutlookmAdd

Operating Systems:
I Windows 10 Enterprise
Windows 8
I Windows 7 Professional (32nd 64bit)
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N Requirement/Prerequisite

Outlook versions (refer to Microsoft documentation foutlook requirements
Y Outlook 2007
9 Outlook 2010, 3it or 64bit (64-bit support added in version 3.2)
9 Outlook 2013, 3ait or 64-bit (added in v3.3.2)
f

Outlook 2016, 3dit or 64hit (added in v4.3.0) (Refer télbw Do | Configure Outlook 2016 to Connect
To Exchandefor details of Outlook 2016.)

Minimum systenrequirements
T Asingle 1 GHz x8tased CPU or better
{ 1 GB of RAM or more
9 1024x768 or higher resolution monitor

The Outlook Addn prerequisites below apply to versions prior to 4.3.1.
Later versionsnclude the necessary requirement installers/dependencies.

Outlook Addin prerequisites based on Microsoft Office version; Due to interdependencies among the followin
prerequisites they should be indkad in the order listed. The prerequisites are available at the links listed below
Outlook Addn Prerequisite Resources

Prerequisites when using Office 2007:
{ Microsoft Windows Installer 3.ar Later
{ Microsoft .NET Framework v3.5 SP1
f  Microsoft Office 2007 Primary Interop Assemblies
Microsoft Visual Studio Tools for the Microsoft Office System (version 3.0 Runtime) and Service Pa

Prerequisites when using Office 2010:
f  Microsoft Windowdnstaller 3.1 or Later
{ Microsoft .NET Framework 3.5 SP1
9 Microsoft Office 2010 Primary Interop Assemblies
f  Microsoft Visual Studio 2010 Tools for Office Runtime

Prerequisites when using Office 2013:
Microsoft Windows Installer 3.1 or Later
f  Microsoft .NETFramework 3.5 SP1
9 Microsoft Office 2013 Primary Interop Assemblies
Y Microsoft Visual Studio 2010 Tools for Office Runtime

Prerequisites when using Office 2016:
 Microsoft Windows Installer 3.1 or Later
f Microsoft .NET Framework 3.5 SP1
Microsoft Office 206 Primary Interop Assemblies
 Microsoft Visual Studio 2010 Tools for Office Runtime
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(Not required in version 4.3.1 and later)
The Outlook Addin prerequisites (noted in the table above) can be obtained from the links listed below.
Microsoft Windows Installer3.1 or later

71 Installation of the Mail Express Outlook Abidand its other prerequisites requires Microsoft
Windows Installer 3.1 or later. As of this writing the current version of the Microsoft Windows
Installer is 4.5. Information for both resourcesrisluded below.

1 Microsoft Windows Installer 3.1
o Installer Name: Windows Installer 3.1 Redistributable (v2)
o Installer File: WindowslInstalld&¢B893803/2-x86.exe

o Download Page:
http://www.microsoft.com/downloads/en/details.aspx?Family|D=889482ff66-4a38
b838-de776fd4138c

o Direct Download Linkttp://go.microsoft.com/fwlink/?Linkld=49256
1 Microsoft Windows Installer 4.5

o Installer Name: Windows Installer 4.5 Redistributable

o Installer File: <Operating System Dependent>

o Download Page:
http://www.microsoft.com/downloads/en/details.aspx?FamilylID=5a58b66b6-4412
95b954d056d6f9f4&displaylang=en

Microsoft .NET Framework v3.5 SP1
1 Installer Nane: Microsoft .NET Framework 3.5 Service Pack 1
1 Installer File: dotnetfx35setup.exe

1 Download Pagehttp://www.microsoft.com/downbads/en/details.aspx?Familyld=AB99342F
5D1A41305831981DA479AB0OD7&displaylang=en

1 Direct Download Linkttp://go.microsoft.com/fwlink/?linkid=118076
Note: Installation may require reboot
Microsaft Office 2007 Primary Interop Assemblies

1 Installer Name:2007 Microsoft Office System Update: Redistributable Primary Interop
Assemblies

1 Installer File: 02007PIA.msi

1 Download Pagehttp://www.microsoft.com/downloads/en/details.aspx?FamilyID=59daebaa
bed44282a28ch864d8bfa513&DisplaylLang=en

b2iSY ¢KS R2gyf2FR FA{S Aad yIFrYSR dat NAYdrNBELY(GSN
file will be extracted from this executable when run.
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Microsoft Office 2010 Primary Interop Assemblies
71 Installer Name: Microsoft Office 2010: Primary Interop Assemblies Redistributable
1 Installer File: 02010PIA.msi

1 Download Pagehttp://www.microsoft.com/downloads/en/details.aspx?FamilylD=938fe8ad
583b4bd7-a34523250dc15855

b2GiSY ¢KS R2gyt2IR TEf SKEAAaFHYBRt &t DYGSRAAY®SE

extracted from this executable when run.
Microsoft Office 2013 Primary Interop Assemblies

Microsoft has not yet published this PIA redistributable installer. The PIA is installed by default when
Outlook is instdéd, if .NET was installed beforehand. The PIA can be installed via the Microsoft Office
installer if needed. & more information, efer to the Knowledgebase article at
http://kb.globalscape.com/KnowledgebaseArticle11129.aspx

Microsoft Visual Studio 2005 Tools for Office Second Edition Runtime (build 8.0.50727.940)

71 Installer Name: Microsoft Visual Studio 2005 Tools for Office Second Edition Runtime (build
8.0.50727.940) (x86)

1 Instaler File: vstor.exe

1 Download Pagéhttp://www.microsoft.com/downloads/en/details.aspx?FamilylD=8315654b
a5ae4108b7fc1864025632b&displaylang=en

Microsoft Visual Studio Tools for the Microsoft Office System (version 3.0 Runtime) and Service Pack 1

Note that this prerequisite consists of 2 separate installers. The main installer and a service pack
upgrade installer. Both are detad below.

1 Microsoft Visual Studio Tools for the Microsoft Office System (version 3.0 Runtime)

o Installer Name: Microsoft Visual Studio Tools for the Microsoft Office system (version
3.0 Runtime) (x86)

o Installer File: vstor30.exe

o Download Page:
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=54eb38e&240f9-
a2dl-eecd7a092dcb&displaylang=en

1 Microsoft Visual Studio Todisr the Microsoft Office System Service Pack 1

o Installer Name: Microsoft Visual Studio Tools for the Microsoft Office System (version
3.0 Runtime) Service Pack 1 (x86)

o Installer File: vstor30spkB94925&86.exe

o Download Page:
http://www.microsoft.com/downloads/en/details.aspx?Family|D=D8E B48321A
4B5E973F0B96EGCCF376

o Direct Download Linkttp://go.microsoft.com/fwlink/?Linkld=120187
Microsoft Visual Studio 2010 Tools for Office Runtime

1 Installer Name: Microsoft Visual Studio 2010 Tools for Office Runtime (VSTOR 2010)
Redistributabé
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1 Installer File:

o For 32bit editions of Microsoft Windows O%stor40_x86.exe
On 32bit editions of Microsoft Windows OS, it is not strictly required to install this
prerequisite prior to installing the Mail Express Outlook Adthecause Outlook 2010
and later will automatically install the Microsoft Visual Studio 2010 Tools for Office
Runtime if it is not already installed. This occurs the first time that Outlook loads the
AddIn and does not require the user to have administrative privileges on thguatan
However, this will cause a slight delay the first time -eisérs start Outlook after the
AddIn has been installed. Administrators wishing to provide a more streamlined end
user experience may want to go ahead and-prstall this prerequisite.

o For64-bit editions of Microsoft Windows OSstor40_x64.exe

On 64bit editions of Microsoft Windows OS, this automatic installation does not
function for Outlook 2010; therefore, the prerequisite must be manually installed.

1 Download Pagehttp://www.microsoft.com/downloads/en/details.aspx?
1 Direct Download Link:

o For 32bit editions of Microsoft Windows OS
http://go.microsoft.com/fwlink/?Linkld=158917

o For 64bit editions of Microsoft Windows OS
http://go.microsoft.com/fwlink/?Linkld=158918

Authentication Options for Connections to SQL Server 2008 R2

The Mail Express Server installer and the Mail Express Server support the SQL Server Authentication and

Windows Authentication options for connecting to the SQL Server 2008 R2 instance.
1 When using SQL Serverthentication, both a username and a password must be provided.

1 When using Windows Authentication the current user account for the process will be used when

connecting:
o When the installer performs tasks that require connecting to the instance such as
creating the database, database user, and database schema or when upgrading the
schema it will use the credentials for the user account that launched the installer.

o When the Mail Express Server connects to the database, it will use the credentials of the
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To specify the account that Mail Express Server service is to log on as
1. ClickStart, click in theStart Searchbox, type the following text, then press ENTER:
services.msc
2. In the details pane, rightlick the Mail Express Server service, and then Eliokerties
3. Click theLog Ortab, and then do one of the following:
f To specify that the service uses the Local System account,ctiak System account
(Set by default.)
1 Tospecify that the service uses the Local Service account,Ttliskaccountand then
type NT AUTHORITW LocalService
1 To specify that the service uses the Network Service accountTdlislaccountand
then typeNT AUTHORITY NetworkService

23


http://www.microsoft.com/downloads/en/details.aspx?familyid=f4d7a5a1-8ca8-489d-97eb-663a54d609a0&displaylang=en
http://go.microsoft.com/fwlink?LinkId=158917
http://go.microsoft.com/fwlink?LinkId=158918

Mail Express v4.3 User Guide

1 To specify aother account, clicRhis accountclickBrowse and then specify a user
account in theSelect Usedialog box. When you are finished, cl@k

1 Type the password for the user account in fPasswordand Confirm passwordoxes
and then cliclOK If you setct the Local Service account or Network Service account, do
not type a password.

To configure how a service is started using the command line
You can also manage services usingstheonfig  command. For more information about the
options available, opea command prompt and typsc config /? . For examples and detailed

descriptions of the commantine options, see the commardihe reference at
http://go.microsoft.comifwlink/?linkid=53528

Internal SQL Server 2008 R2 Express Instance

For new installations, you can use an internal evaluation SQL S@&IR2 Express database instance.
When selected, the installer will automatically install the database instance with an instance name of
Gal Af 9ELINB&&E YR | RIGlFIolasS ylLYyS 2F da! L[ 9-tw9
password specifieddA y3 Ayadltflr A2y 6Aff 06S dzaASR F2NJ (KS
installer will create a database user account for use by the Mail Express Server. The username and
password for this account will match the initial Mail Express administratssyord.

Only the Database Engine and limited configuration tools are installed. The tools include the "SQL Server
Configuration Manager." The following services are installed:

1 SQL Server (MAILEXPRES®E Mail Express Database Instance.

1 SQL Server Age(MAILEXPRESSDhis service is disabled by default and not used by Mail
Express.

1 SQL Server Browsethe browser service used to locate the MAILEXPRESS database instance
when using dynamic TCP/IP ports.

1 SOQL Server VSS Writer

{1
o

The Mail Exgess Server uses Java Database Connectivity (JDBC) and the SQL Server JDBC driver to
communicate with the database. This driver uses TCP/IP to connect to the database so the MAILEXPRESS
SQL Server database instance is installed with TCP/IP support enabled.

For enhanced security, the TCP/IP settings are configured to listen for connections only from the local
computer, using the localhost interface (127.0.0.1). To allow remote connections or to modify the
communications settings, use the SQL Server Configar&lanager.

When the internal evaluation database is used, the Mail Express Server installer will automatically create
an additional service dependency for the Mail Express Server Windows service on the SQL Server
Databasenstance Windows Servie&x { v[ { SNIWSNJ 6a! L[ 9-t wo9{ {0 DE
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External Database

The installer allows you to configure the Mail Express Server to useexisting external SQL Server

2008 R2 or 2012 gtance or Oracle 119 instance. You can instruct the installer to either create a new
database and user on an existing external instance or to use an existing database and database user. In
this case, the installer will simple create the necessary databbget and default data within the

existing database. This option is provided for users that prefer more manual control over the database
creation.

Required Settings

For proper operation with a SQL Server database, the Mail Express Server requireswirgoll
attributes of the instance, database, and database user account used by the Mail Express Server:

1 The TCP/IP protocol must be enabled for connections to the SQL Server instance
The database must use a case sensitive collation

The database "ALLOW_SNAPRS _ISOLATION" setting must be ON

The database "READ_COMMITTED_SNAPSHOT" setting must be ON

¢KS RIFGFolraS dzaSNna RSTlLdzZ G aOKSYlI akKz2dZ R 0S5

=A =4 =4 -4 =4

because the Mil Express Server does not modify the database DDL during the course of
operation, the "Database role membership" may be optionally locked down to "dbdatareader"
and "dbdatawriter" after initial installation. Note, however, that during subsequent upgrades

the database user used during the upgrade must have permission to modify the database DDL.
As such, provision is provided in the upgrade sequence of the installer to specify an alternate
user to use for performing the actual upgrade. Alternatively, y@y nemporarily grant the

normal Mail Express Server database user the right to modify the database DDL for the course of
the upgrade.

Database Creation Example

The following sample SQL statements will create the database for SQL Server. The collatishawdhe
be adjusted depending on the desired database language. {€&asitive collation is required. Case
sensitive collations typically include "_BIN" (for Binary) or "_CS" (for Case Sensitive) in the collation
identifier. You should avoid using collat®whose identifier contains "_CI" (for Case Insensitive).)

CREATE DATABASE "MAILEXPRESS" COLLATE SQL_Latinl_General_CP1_CS_AS
ALTER DATABASE "MAILEXPRESS" SET ALLOW_SNAPSHOT_ISOLATION ON
ALTER DATABASE "MAILEXPRESS" SET READ_COMMITTED_SNAPSHOT ON

There ae no equivalent statements for Oracle. Oracle does not have an entity between the instance and
the schema like SQL Server; also, Oracle is implicitlyseas#tive and the default transaction isolation
is sufficient.

Database User Creation Example
The folowing sample statements will create the database user:

CREATE LOGIN "medatabase" WITH PASSWORD="Hv2rKQ8n2NVM',
DEFAULT _DATABASE="MAILEXPRESS", CHECK_ EXPIRATION=0OFF, CHECK_ POLICY=0OFF

USE "MAILEXPRESS"; CREATE USER "medatabase” FOR LOGIN "medatabase” WITH
DEFAULT_SCHEMA=dbo

USE "MAILEXPRESS"; EXEC sp_addrolemember 'db_owner', "medatabase”
These are the corresponding statements for Oracle:
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CREATE USER "MEDATABASE" IDENTIFIED BY "Hv2rKQ8n2NVM"
GRANT CONNECT, RESOURCE to "MEDATABASE"

Mail Express Server Database Utility

In Mail Express Version 3.2.0 and later, a commaredutility included with the Mail Express Server is
provided for performing various databaselated tasks. Most common database tasks are handled by
the Mail ExpresServer installer; however, on occasion it may be useful to use the command line utility
to verify status or to provision additional databases.

You can use the database utility to perform the following tasks:

1 Create a database and user with settings appiaip for use by the Mail Express Server. This
only creates the database and a database user; it does not create the database objects.

1 Check the version of the database to see if it is current. This action may be used to see if an
upgrade must be performedn a database before it is ready to be used by the local version of
the Mail Express Server.

71 Initialize the database for use by the Mail Express Server. This action can be used to either
initialize a new database or upgrade an existing database. Whéaliiziitg a new database, this
action will create the database objects and appropriate default data.

1 Update the database configuration used by the local Mail Express Server. This action may be
used to point the Mail Express Server at an alternate database change the credentials used
to log in to the database. This action is similar to running the Mail Express Server installer in
maintenance mode modify the database configuration.

1 Display the database configuration currently in use by the local MaikExServer.
1 Test the connection to a database.

1 Perform limited validation of a database and/or database user account to ensure they have
settings appropriate for use by the Mail Express Server.

The database utility is executed using the DOS batch file/tiDiat" in the Mail Express's <Installation
Directory>bin directory. For your convenience, the Mail Express Server installer cregtag menu
shortcut that will open a Command Prompt in this directory.

To open the database utility

f  Open the Mail Express command prompt. By default, it is availal8tadt> Globalscape > Mail
Express > Mail Express Command Pronipwill be under a different folder if you chose an
alternate Startmenu group during the Mail Express Server instalhatio

The utility includes buiin help documentation. Additionally, the utility provides feedback on incorrect
or missing command line parameters.

To view help on using the utility
1 To start the utility, type:
DBUtil.batchelp
1 For detailed help with the varus top level actions, type:
DBUtil.batchelp caction <Action ID>
Where <Action ID> is one of:
1 CREATE_DATABASE AND U3&#Res a database and a user.
1 CHECKchecks the version of the database to see if it is up to date.
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INIT- initializes the databasebjects and default data.

PROPSupdates the current database settings for use by the Mail Express Server.
DISPLAYdisplays the current database settings in use by the Mail Express Server.
CONNECTtests connecting to a database.

VALIDATEcombines tle VALIDATE_DATABASE and VALIDATE_DATABASE_USER
actions.

VALIDATE_DATABA®Erforms some minor validation of database settings.
VALIDATE_DATABASE_U$®ERorms some minor validation for the current database
user.

Example executions for each of the aocsupported by the database utility may be viewed in the
command line help for each action.

=A =4 4 -4 =4

= =4

Command line parameters for the utility are described below. Depending on the action performed, only
a subset ofthe parameters will be applicable.

1 -help
o 5SAONRLIIA2YY 5AaLdle KStLI 2y GKS O2YYIFYyR fA
additional information.
9 £23FAtSé¢ frTAfSHE
o Description: When specified, logs the output of the execution to the specified file.
o Default: Not set
o Examplesf 2 3FWE 3 /Yot 2 3¢
9 SNNEBENFAES arfr TAf SHE
o Description: When specified, logs terminal error messages to the specified file.
o Default: Not set
o Example:S NNE2 NV A § 8 A d /6 NNE
9 2LIWGA2yaTFALS af TAf SHE
o Description: When specified, [da command line parameters from the file. The file
dK2dzZ R aLISOATFEe LI NFYSGSNE Ay | &Ll NI YSGSNT ¢
Parameters specified on the command line override parameters specified in the file.
o Default: Not set
o Example2 LIGA2YBTFAGSEt PAY A £

o Description: When specified, enables the utility to display graphical interface
components when necessary. This is mainly for use by external applications such as the
Mail Express Server installer that call the utility internally. Curreh#yui option is only
applicable to the INIT action for displaying upgrade progress graphically.

o Default: Not set

1 -verbose
o Description: When specified, enabled debug level logging.
o Default: Not set

1 -useprops
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o Description: When specified, the current Maxidiess Server database configuration
values will be used rather than requiring them to be provided on the command line.

o Default: Not set
9 LINRPLIJFAES Gf LINPLISNLI@ FTAfSHE

o Description: Ifuseprops is set and this value is specified the database connection
information will be loaded from this file rather than the default Mail Express Server
database configuration file.

o Default: None
o Example:usepropcLINE LIN2 RS OPLINE LISNII A S& ¢
{ -action <action id>
o Description: Specifies the overall action the utility shouldqren.
o Value values:
A CREATE_DATABASE AND USeRes a database and a user.
A CHECKCchecks the version of the database to see if it is up to date.
A INIT-initializes the database objects and default data.
A

PROPSupdates the current database settings iase by the Mail Express
Server.

A DISPLAYdisplays the current database settings in use by the Mail Express
Server.

CONNECHtests connecting to a database.

A VALIDATEcombines the VALIDATE_DATABASE and VALIDATE_DATABASE_USER
actions.

A VALIDATE_DATABAS®Erforms some minor validation of database settings.

A VALIDATE_DATABASE_U$ERorms some minor validation for the current
database user.

o Default: None
o Exampleraction CREATE_DATABASE AND USER
1 -timeout <seconds>

o Description: The timeout in secondsdontinue trying to connect to the database. A
value of 0 will only attempt to connect once.

o Default: 120 seconds
o Example:timeout 5
9 -ASNIBSNJ afr aSNBSNJ yI YShH¢E
o Description: The database server host or IP address.
o Default: None
o Example:da SN S NJ & WdzLJA G S NE
1 -port <port>
o Description: The listener port for the database on the database server host.
o Default: None
o Example:port 1433
1 -type <type>
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o Description: The dialect of the database.
o Valid values:
A SQLSERVERSQL Server/SQL Server Express database
A ORACLE10@nOracle database
o Default: None
o Example:type SQLServer
AyaialryOS afrAyaidlyOS ylYSHE
o Description: The database server instance name.
o Default: None
o ExamplesAyaidlyOS daf{{v[{9w+9wé
RFEGF0lr&aS afrRFEGFIOFrAaS yIYSHE
o Description: The name of the database.
o Default:None
o Example:RI Gl ol &S ada! L[ 9-tw9{{¢§
4 LI AOFGA2Y Gf LI AOFGA2Y yI YSHE
o Description: The application name to present to the database for use when identifying
connections.

o Default: Mail Express Server
o Example:k LILIX AOF A2y Ga9 { SNIISNI! ¢
-auth <authenticatio type>

o Description: The type of authentication to use when connecting to the database. SQL
Server authentication and Windows authentication are supported.

o Valid values:
A  SQLSERVERQL Server authentication.
A WINDOWSWindows authentication.
o Default: None
o Example:-auth SQLSERVER
-dza SNJ arf dza SNpH €
o Description: The login name to use when connecting to the database géeh is set
to SQLSERVER.
o Default: None
o Example:dza SNJ a YSRI Gl ol aS¢e
L a4 af L) aasg2NRBE
o Description: The password to use when connecting todhiabase whergauth is set to
SQLSERVER.
o Default: None
o Example:LJr 84 dolj@Ydb/ Sol 5 W
-newauth <authentication type>
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o Description: The type of authentication to be used by the new database user account.
Specified when creating database users. SQL Servegraightion and Windows
authentication are supported.

o Valid values:
A SQLSERVERQL Server authentication.
A WINDOWSWindows authentication.
o Default: None
o Example:newauth SQLSERVER
9 vS6dzASNI arySé dzaSNYIl YSHE
o Description: The username for the new databaseraseount. Specified when creating
database users.
Default: None
Example:y’ S ¢ dza SNJ G YSROH €
9 ¥YSoLIl aa arySe LI aasg2NRbHE
o Description: The passwordhfor the new database user account. Specified when creating
new databaseusersargy Sg | dzU K Aa asSio 02 a{v[{9wxtoweé D
o Default: None
o Examplesy SgLI aad aF{|xc%a-ccoplloé
9 5YS®FRYAY®PdzaSNY I YS arf dzaSNHe
o Description: The username to use for the initial Mail Express Administration account.

Specified when initializing a new database ¢BlIstyle parameters must come last when
specfied on the command line.

o Default: None
o Examples5 YS®I RYAY ®dzASNY I YS aYSIRYAYE
9 5YSOIRYAYODPLI aa62NR Gf LI dag2NRHE
o Description: The password to use for the initial Mail Express Administration account.

Specified when initializing a new database ¢BlIstyle mrameters must come last when
specified on the command line.

o Default: None

o Example:5 YS®F RYAY®DLI 8462NR ag]1. Du, EIT . Lwé
9 5YSOPIRYAYDPSYLF At afrSYFAf FRRNBaapé

o Description: The email address to use for the initial Mail Express Administration

account. Specified en initializing a new database. AD style parameters must come
last when specified on the command line.

o Default: None
o Example:5 YS®F RYAY®PSYI Af aYSFIRYAYXSEFYLE SoO2VYE
9 5YSOFAtSaeadtdSYONRP2(0 arfr LI GKBHE
o Description: The email attachment directory. Specifidgew initializing a new database.
Supports both local physical drives and Bile paths. Mapped drives should be
avoided because they only exist for the logon session of the current user. As such they

typically will not be available to the Mail Expressv8ewhen running as a Windows
Service. AKD style parameters must come last when specified on the command line.
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o Default: None
o Example:Dme filesystem.rooté\\jupitenFileStoréa | A f 9 E LING & & ¢

Modifying Mail Express Database Configuration

If the external database information has changed (for example, you have installed SQL Server on a more
powerful computer with a larger hard drive), you will have to recamfigMail Express with the new
information. You can run the Mail Express Setup wizard (installer) on the Mail Express computer and
provide the new database server host and so on. The database login name specified below must have
permission on the database tonnect to the database server, read data, and write data.

To modify Mail Express database configuration
1. Execute the installer on the Mail Express Server computenMéleomepage appears.
2. ClickNext ThelLicense Agreemerdppears.
3. Clickl agree Theinstaller detects that Mail Express Server is already installed.

ﬁﬁhhalscape Mail Express Setup HE R
Existing Installation Detected
Choose the maintenance operation to perform, ﬂl

Globalscape Mail Express is already installed, Select the operation you want to perform,

&' Modify database configuration
™ Reinstall Mail Express

™ Uninstall Mail Express

rullsaft Install Systen vz 46

< Back I Mext = I Cancel |

4. ClickModify database configuratiorthen clickNext. TheChoose Database Servpage
appears.
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)\ Globalscape Mail Express Setup M=
Choose Database Server
Choose the type of database server to use with Mail Express. gl

¢ Uge an existing SQL Server or SQL Server Express

" Use an existing Oracle server

rullsaft Install Systent vE 46

< Back I Next = I Cancel |

5. Click the type of database you are going to use, then Bliok. TheDatabase Server
Connecton Settingspage appears with the current database connection settings.

7\ Globalscape Mail Express Setup M= B
Configure Database Server Connection Settings
Specify the database connection's settings and login credentials. ﬂl

Database server host: I localhost

[~ Database server port:

¥ Database instance name: IGLOBALSCAPE

[V Database name: IM-"‘\ILE‘(PRESS

Authentication mode: & 50L Server authentication ~ Windows authentication
Login name: I Eftserverl

Password: I XTI YT)

Test |
< Back I Save I Cancel |

6. Provide the new connection information. (Referltstalling Mail Express Senver details of
these fields.)

7. To verify ttat Mail Express will be able to connect to the database using these setting§adick
If the connection fails, verify that you have entered the configuration correctly.

Tullsaft Install System w246

8. If the connection is successful, cliskve

9. You will have to restart the Mail ExmeServer service for the Server to connect to the new
database. (You should do this during times of least user activity.)
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Installing Mail Express® Server

This topic provides information about installing Mail Express Server. For information about installing the
Outlook Addin, refer tolnstalling the Outlook Adth. For instructions for uninstalling the server, refer
to Uninstalling Mail Express Server

You can install the Mail Express server with the "stalwhe" instller or the EFT combined installer.

When you install Mail Express as a "module” using the EFT installer, the installation process includes a
wizard page on which you must specify the EFT host name, administrator account login credentials, and
the Site name. Because of this, you should have already installed EFT and created a Site for Mail Express
connections before you install Mail Express. However, you can install Mail Express the standalone
installer and configure the EFT connection later. You can lin&dll Express on the same computer as

EFT or remotely. (You must enable remote administration in EFT for remote connections.) For
information about using Mail Express with EFT, refded ConfiguratiorFa information about

installing and configuring EFT, please refer to the EFT documeri&flodocumentation

@ No configuration is necessary within EFT for integration with Mail Express.

Before beginning installation, please review the following important information:

1 Mail Express versions 3.0 and later not support upgrading from Mail Express v2.2he
installer will abort the installation if it finds Mail Express 2.2 installed. You omirgstall Mail
Express version 2.2 before continuing with installation of version 3.0.

1 Separate installers are provided for-BR and 64bit installations. Please use the proper
installer for your operating system. (Mail Express integration with EffTwantks with the 3z2bit
version of Mail ExpresH.you have the 64it installer, the EFT integration options will not be
available because the COM calls required for integration will not work.)

1 mail-expresswindows-x86-32.exeis the installer for use 082-bit systems.
1 mail-expresswindows-x86-64.exeis the installer for use on 64it systems.

1 You must run the installer with administrative privileges. When the installer is executed, it
checks for permission and aborts the installation if you do not llaggroper permission.

1 The installer installs Mail Express Server, the Java Runtime Environment (JRE), Apache Tomcat
(webserver), and, optionally, SQL Server 2008 R2 Express.

1 Ifyou are installing SQL Server 2008 R2 Express:

o SQL Server 2008 R2 Expressfesed only for evaluation purposes; it is not
recommended for production.

o SQL Server 2008 R2 Express requires that .NET Framework 3.5 SP1 or 4.0 is already
installed.

o SQL Server 2008 R2 Express uses TCP/IP to connect to the database so the MAILEXPRESS
SQLServer database instance is installed with TCP/IP support enabled. For enhanced
security, the TCP/IP settings are configured to listen for connections from the local
computer only, using the localhost interface (127.0.0.1). To allow remote connections or
to modify the communications settings, use 8L Server Configuration Managar
database instance with an instance name of MAILEXPRESS is createdwhbse the
Mail Express installer to install the database. The installer creates the database and
creates the Mail Express database user with the username and password supplied
during installation. Only the SQL Server Express Database Engine and limited
configuration tools are installed, including the SQL Server Configuration Manager.
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o If you want to create a new Mail Express instance in an existing EFT SQL Server 2008
R2 Express databas@/hen you create the Mail Express database instance,dfiekan
exiging database use the EFT database server host name and database instance name,
and then cliclCreate a new databasw® create the Mail Express instance (described in
detail below).

{1 If you arenot installing SQL Server 2008 R2 Express, install SQL Z¥18dR2 or Oracle 119
R1/R2 before installing Mail Express (unless you're using the EFT database).

1 Service Dependencie®uring installation, the installer will automatically create service
dependencies for the Mail Express Server Windows service org "Bfd Ancillary Function
Driver for WinSock" and "TcpipThe TCP/IP service." These service dependencies are created to
ensure the Mail Express Server is not started until the networking layer or the operating system
is operational.

T If you are migrating &im development to production or to a new system, or doing a new
installation in a different directory while continuing to use the same database, the IP:port
bindings in Mail Express will be out of sync with the database settings. To get the system in sync,
add a new item to the bindingsvhich will force a sync between the database and Mail Express.

An installer wizard guides you through the installation process. You will need to provide the following
information:

71 Installation directory (default ¥Program FilesGlobalscape&Mail Expres¥

1 File store directory (default =<Installation_Directory*MailExpressAttachments
This directory will be used to store attachmentgrequently, very large attachments. Ensure
this location can provide adequate disk storage for uploaded attachments.

T Initial Mail Express administrator account username%6 characters) and password266
characters). The password must contain at least three of the following types of characters:
uppercase letters, lowercase letters, numbers, special characters (e.g., #, %, /). This account will
be used for the initial log in to the Mail Express Administration Portal and finalize the initial
system configuration.

/& 1 Do notuse an Active Directory (ABEname as the Mail Express administrator account, as this me
cause later collisions between internal Mail Express accounts and AD accounts.

Choose and type the password carefully; if you do not know your password at initial login, you wi
be able tdog in and will have to uninstall and then reinstall the application. After you log in to the
server, you will have the opportunity to change the password and to create other administrator
accounts.

@ Using a UNC path to network locations requitgming the Mail Express Server Windows service under &
user account instead of Local System. By default, Local System account does not have access to net\
paths, and giving it access is not recommended.

T If you are connecting to a remote databgseipported in v3.2 and later), you will need the
database connection information (host name, port, privileged user credentials).

All otherconfiguration such as licensing, IP address/hostname, @ortl so on is configured in the Web
administration interface after installation.

@ Before installing, refer t8ystem RequirementH the system requirements are not mite installer will fail.
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To install Mail Express Server

1. Review the important information above before starting the installation. Not reading and
heeding the information above could cause your installation to fail. Using @eick Start
checklistcan help ensure a successful installation.

2. If Mail Express version 2.2 is installed, uninstall it before continuing with the installation. If you
are upgrading from a previous version,aefo Upgrading Mail Express Server

3. Doubleclick the installer. Th#&/elcomepage appears.

) Globalscape Mail Express Setup =

Welcome to the Globalscape Mail
Express Setup Wizard

This wizard will guide you through the installation of
Globalscape Mail Express.

-
; )Ma’l It is recommended that you dose all other applications

before starting Setup. This will make it possible to update
EX r relevant system files without having to reboot your
computer.

Click Mext to continue.

global

Next = I Cancel |

4. ClickNext ThelLicense Agreemerdppears.

ﬂ Globalscape Mail Express Setup M= E
License Agreement
Please review the license terms before instaling Globalscape Mail Express. 9'

Press Page Down to see the rest of the agreement.

lobalSCAPE(R) Mail Express(TM) version 3 ﬂ
End-User License and Support Agreement

This Software is licensed by GlobalSCAPE Inc, {"GlobalSCAPE™), not sold. You may use
this Software only as described in this Agreement.

BY INSTALLING OR USIMG THE EMCLOSED SOFTWARE OR. UTILIZING THE

REGISTRATIOM SERIAL MUMEER., YOU AGREE AMD ARE SUBJECT TO THE SOFTWARE
LICEMSE TERMS SET FORTH BELOW. If you do not agree to the terms of this

Agreement, do notinstall the Software or use any registration serial number that was j

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Globalscape Mail Express.

Mullseft Install System w2, 46

< Back I 1 Agree I Cancel |

5. Read the license agreement, and then cliekiree TheChoose Install dcation page appears.
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)\ Globalscape Mail Express Setup M= B
Choose Install Location
Choose the folder in which to install Globalscape Mail Express. 9'

Setup will install Globalscape Mail Express in the following folder. To install in a different
folder, dick Browse and select another folder. Click Mext to continue.

C:\Program Files\GlobalSCAPEMail Express Browse... |

Space required: 240,8MB
Space available: 20.0G8

"Desﬁnaﬁon Folder

rullsaft Install Systen w2 46

< Back I Next = I Cancel |

6. Specify a location for Mail Express Server, or keep the defaGlt Bfogram
Filed Globalscap&Mail Express.

7. ClickNext TheChoose Attachment Foldgrage appears.
ﬁ Globalscape Mail Express Setup M= E

Choose Attachment Location
Choose the folder in which to store the Globalscape Mail Express email attachments, 9'

The Mail Express Server will store email attachments under the following folder. To store the
attachments in a different folder, dick Browse and select another folder, Click Next to
continue.

Please ensure the Mail Express Server service is run with the necessary permissions to access
the specified location.

".l'-\tladﬂment Faolder

pgram Files\GlobalSCAPEMail Express \MailExpressAttachments Browse... |

Space available: 20.0GE

fullsakt Install Systen w2, 46

< Back I Mext = I Cancel |

8. Specify a location in which to store file attachments, or keepdéfault ofC\ Program
Files Globalscap&Mail ExpressMailExpressAttachmentsThis folder potentially requires a
large amount of available space.

@ Using a UNC path to network locations requires running the Mail Express Server Windows service unt
user account instead of Local System. By default, Local System account does not have access to net\
paths, and giving it access is not recommendedi@aise a mapped drive for the file storage location.

9. ClickNext TheChoose Start Menu Foldgrage appeatrs.
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:Z‘.Glohalscape Mail Express Setup [_ O] x|

Choose Start Menu Folder
Choose a Start Menu folder for the Globalscape Mail Express shortouts, ﬂl

Select the Start Menu folder in which you would like to create the program's shortouts, You
can also enter a name to create a new folder.

Accessories

Administrative Tools
Extras and Upgrades
Globalscape

HTML Help Workshop
Maintenance

Microsoft Office

Micrasoft Silverlight
Microsoft SQL Server 2008
Microsoft 5QL Server 2008 R2
SharePoint

Startup

Hullsaft Install Systen w2 46

< Back I Mext = I Cancel |

By default, the Mail Express Start menu shortcut is installéélabalscape > Mail Express
10. ClickNext. TheMail Express Server Administration Accoupage appears.
ﬂ Globalscape Mail Express Setup M= E

Configure Globalscape Mail Express Server Administration Account
Specify the Globalscape Mail Express Server administrator account credentials. 9'

Globalscape Mail Express Server uses a web interface for administering and monitoring the
system, Please enter the username and password you would like to use for the initial
administrator account. Click Next to continue.

The password must be at least 6 characters in length, and adhere to at least 3 of the
following: contain at least 1 digit, 1 lower case, 1 upper case, and 1 non-alphanumeric
character (e.g. %, %, or 1),

Username: I |

Password: I

Confirm Password: I

Email Address: I

Mullseft Install System w2, 46

< Back I Next = I Cancel |

1 IntheUsernamebox, provide a username-@56 characters) to use whexdministering
and monitoring Mail Express Server. The username issEsstive.

/B Do not use an Active Directory (AD) username as the Mail Express administrator account, as
may cause later collisions between internal Mail Express accounts and é\iditacc
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In the Passwordand Confirm Passwordox, provide a password to use when
administering and monitoring Mail Express Server. The password cannot be blank, is
case sensitive, should be between 6 and 128 characters, cannot contain quotation
marks, mustontain at least three different characters of the following types: uppercase
letters, lowercase letters, numbers, special characters (e.g., #, %, ), cannot be any of
the following keywordspassword , admin , administrator , sa, orsysadmin

and must complyvith the computer's Windows account password policy (local or
domain policy) for "Minimum password length" and "Password must meet complexity"
items. To view the policy, cli@art > Runand then type secpol.msc . ThelLocal

Security Policysnap in appea. UnderSecurity SettingsexpandAccount Policiesand
then clickPassword PolicyRight click the policy, and then cliekopertiesto view the
details and to enable, edit, or disable the policy.

/B Choose and type the password carefully; if you do nowkyour password at initial login, you will
not be able to log in and will have to uninstall and then reinstall the application. After you log
the server, you will have the opportunity to change the password and to create other adminis
accouns.

1 IntheEmail Addres®ox, provide the email address that will receive Mail Express
administration email notificationdBe sure to verify the email address so that Mail
Express can email you if you need to reset the password.

11. ClickNext. TheConfigure ET Connection Settingtialog box appears. (This page of the wizard
only appears if you are using the EFT installer to install Mail Express.)

) Globalscape Mail Express Setup M= E3
Configure EFT Server Connection Settings
Spedfy the EFT Server name and admininstrator account login credentials, 9'
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Please specify the EFT Server name and the login credentials for an administrator account
that may connect to the EFT Server and use the COM interface. Click "Fetch” to retrieve the
sites from the EFT Server using the supplied settings. Click Next to continue.

™ Enable EFT Server integration

Host

Port

Administrator username

Administrator password I

Site name I j Feteh

|7 Auta sync EFT Server configuration

< Back I Next = I Cancel |

1 TheEnable EFT Server integraticheck box is selected by default. Clear the check box

if you do not want to integrate Mail Express with EFT.

1 IntheHostbox, specify the IP address or host name of the EFT service. If you are
installing Mail Express on the same computer, the IP addsesmipleted for you
(127.0.0.1).

1 InthePortbox, specify the EFT administration port (1100 by default). (If EFT is not
installed on the same computer as Mail Express, you must turn on remote
administration in EFT.)
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il

In the Administrator usernameand Administrator passwordboxes, provide the EFT
administrator login credentials. (The administrator credentials must have at least "Site
admin" privileges in EFT.)

Next to theSite namebox, click-etchto retrieve the name of the Site(s) configured

with the settings you have provided. The installer will retrieve all Sites that fit the
configuration. Click the list to specify the Site that you want to use with Mail Express.

TheAuto sync EFT configuratiatheck box is selected by default. Clear the check box if
you prefer to update configuration manually.

12. ClickNext. TheChoose Database Servpage appears.

SaGk:balscape Mail Express Setup M= =
Choose Database Server
Choose the type of database server to use with Mail Express. gl

Choose whether to use an existing database server or to install an evaluation database
SErVEr,

Mullsaft Install Svstem vE, 46

% Uge an existing SQL Server or SQL Server Express
" Usean existing Oracle server

" Install SQL Server 2008 R.2 Express Edition® { Prerequisites)
“Thiz apfion iz provided for evallistion puposes and is nof infended for use in
proguction envionments. SQL Server Express can fake more than 20 minutes fo
install

< Back I MNext = I Cancel |

13. Choose whether to install the evaluation database or to use an existing database, and then click

Next
1

Install SQL Server 2008 R2 Express EditiGfickinstall SQL Server 2008 R2 Express
Edition, and then clicknstall. (TheNextbutton changes tdnstall if you choose this

option.) Skip to stepl14

Use an existing Oracle servielClick this option to conne¢b an Oracle database and
configure the Mail Express Server to use the database. You will need to provide the
installer with the database connection information and privileged user account
credentials.

Use an existing Use an existing SQL Server or SQker3express Use this option to

have the installer initialize an existing SQL Server or SQL Server Express database and

configure the Mail Express Server to use the datab#dea.should use this option if you

have previously used the Mail Express Server &tisr wizard to create a database or

you have manually created the database and database user account for use by the

Mail Express Servelfou will need to provide the installer with the database connection

information and privileged user account credersial

a. If you clickJse an existing Oracle server Use an existing SQL Server or SQL

Server Expressand then clicNext, the Choose New or Existing Databagage
appears.
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)\ Globalscape Mail Express Setup P ]
Choose Mew or Exdsting Database
Choose whether to create a new database or use an existing database. 9'

Choose to create a new database if you would ke the installer to create a new database for
use by Mail Express, Choose to use an existing database if one is already available and you
would like to use it with this installation of Mail Express.

(™ Create a new database

¥ |ge an existing database

rullsaft Install Systen w2 46

< Back I Mext = I Cancel |

b. Specify whether to create a new database for Mail Express or use an existing

databa®:

Existing database:

1 ClickUse an existing databas& heConfigure Database Server Connection

Settingspage appears.
) Globalscape Mail Express Setup W= E3

Configure Database Server Connection Settings 1

Specify the database connections settings and login credentials.

Database server host: I WIN-YISVEE41S9K

[" Database server port:

¥ Datshase instance name: II'\'1SSQLSER'=-'ER

W Databasze name: II'*1AILE}(PRESS

Authentication mode: (¥ SQL Server authentication ( Windows authentication
Lagin niame: I

Password: I

Test |
< Back I Install I Cancel |

For an existing SQL Server database:
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To create a new Mail Express instance in an existing EFT SQL Server 2008 R2
Express database, reféo "To create a new Mail Express instance in an
existing EFT SOL Server 2008 R2 Express datdbase

a. Provide the connection information:

1 Database server hostame (255 characters is the maximum
lengthfor a SQL Server hostname)
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1 Database server portThis option is disabled by default and the
value defaults to 1433 (the default SQL Server listener port).
When enabled, the port value is required and must be between
1 and 65535. If you are not running tB€L Server Browser
Service and not using the default port, then you need to specify
the port.

1 Database instance namé his option is enabled by default;
Ga{{v[{9w+x9wé¢ A& GKS RSTlrdzZ G Ayadl
2008 R2 installation. When enabled, timstance name is
required and must be between 1 and 128 characters. If you
have not specified a port but are running the SQL Server
Browser service, then you need to specify the database instance
name so that the browser service can be queried for the atrre
port.

1 Database nameThis is selected and named MAILEXPRESS by
default.

1 Authentication mode UseSQL Server authenticatiomhen
connecting as the privileged user account, which is the default.
WhenSQL Server authenticatiois selected, you must specify
the username and password for the privileged user account to
use when connecting to the database. When Windows
authentication is selected, the installer will use the active
Windows user account when connecting to the database. (The
"active Windows user aount" is the account running the
installer.)

1 Login name and password he credentials Mail Express is to
use to log in to the database. Wh#vindows authenticationis
selected these fields are disabled.

b. (Optional) To verify that Mail Express will be able to connect to the
database using these settings clibést

1 If the connection is successful, cliokKto dismiss the success
message.

1 If the connection fails, clidRKto dismiss the error message and
then verify that you have entered the configuration correctly.

c. Clickinstall. Continue to thdinal step.
For an existing Oracle database:

d. On theConfigure Database Server Connection Settipgge, proule
the database instance connection information (the fields are case
sensitive):

1 Database server hogtame (255 characters is the maximum
length for a SQL Server hostname)
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1 Database server portThis field defaults to 1521 (the default
Oracle listener port). When enabled, the port value is required
and must be between 1 and 65535. If you agt running the
Oracle listener service amwbt using the default port, then you
need to specify the port

f Oracle service namename for the running instance of the
database.

71 Login name and Passward@he account Mail Express uses to
connect to the database server (with permission to create users,
and create or alter users). These fields are case sensitive.

e. (Optional) To verify that Mail Express will be able to connect to the
database using these settings, clicikst

1 If the connection is successful, cliokto dismiss the success
message.

1 If the connection fails, clidRKto dismiss the error message and
then verify that you have entered the configuration correctly.

f. Clickinstall. Continue to thdinal step.

New database Use this option to have the installer create a new database and
database user accoufdr Mail Express. The installer will initialize the database
and configure the Mail Express Server to use the newly created database user
account when connecting to the database. You will need to provide the installer
with the database connection informiah and user credentials. The installer will
use these credentials to create the new database, database user, and database
objects for Mail Express.

1 ClickCreate a new databasel'heConfigure Database Server
Connection Settingpage appears.

Saﬁlohalscape Mail Express Setup M= E3
Configure Database Server Connection Settings
Specify the database server name and privileged user account login credentials. gl

Flease specify the database server name and the login credentials for a privileged database
account, such as the "sa” account, that may connect to the database server, create a
database, and create or alter a user. Click Test to connect to the database using the supplied
settings. Click Next to continue.

Database server host: I localhast

I- Database server port:
v Database instance name: IGLOBALSCAPE

Authentication mode: ™ 5QL Server authentication {* Windows authentication

Privileged username: I 53

Privileged user password: I

Test |
< Back I Next = I Cancel |
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To create anew Mail Express instance in an existing EFT Server SQL
Server 2008 R2 Express database:
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In the Configure Database Server Connection Settipgge, provide
the EFT Servdédatabase server hogtame andDatabase instance
name(GLOBALSCAPE), and then @icidows authenticationand
Test If connection to the database is successful, dliektto configure
the Mail Express database settings, as shown below.

For a new SQL Server database:

a. On theConfigure Database Server Connection Settipgge,
provide the déabase instance connection information:

1 Database server hogtame (255 characters is the
maximum length for a SQL Server hostname)

1 Database server portThis option is disabled by default
and the value defaults to 1433 (the default SQL Server
listenerport). When enabled, the port value is required
and must be between 1 and 65535. If you are not
running the SQL Server Browser Service and not using
the default port, then you need to specify the port.

1 Database instance name his option is enabled by
RSTlLdzZ G YR GKS @It dzS RSTI dzf G2
When enabled, the instance name is required and must
be between 1 and 128 characters. If you have not
specified a port but are running the SQL Server Browser
service, then you need to specify the databasstdnce
name so that the browser service can be queried for the
O2NNBOU LR2NIP® da{{v[{ow+towé A:
name for an SQL Server 2008 R2 installation.
1 Authentication mode UseSQL Server authentication
when connecting as the privileged user accpuvhich
is the default. WhersQL Server authenticatiois
selected, you must specify the username and password
for the privileged user account to use when connecting
to the database. When Windows authentication is
selected, the installer will use the agti Windows user
account when connecting to the database. (The "active
Windows user account"” is the account running the
installer.)

1 Privileged username and Privileged user passwortie
privileged database account, such as the "sa" account,
has permissiond connect to the database server,
create users, and create or alter users. Wkheimdows
authenticationis selected these fields are disabled.
These fields are case sensitive.

b. (Optional) To verify that Mail Express will be able to connect to
the database usg these settings, clickest
91 If the connection is successful, cliokKto dismiss the
success message.
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1 If the connection fails, clicRKto dismiss the error
message and then verify that you have entered the
configuration correctly.

c. ClickNext TheConfgure Database Settingsage appears.

)\ Globalscape Mail Express Setup M= B
Configure Database Settings
Spedfy the database name and database owner credentials, 9'

Please specify the name of the database to be created and the username and password of
the database owner account that will be created and used by the Mail Express Server, Click
Mext to continue,

Database name: I MAILEXPRESS

Authentication mode: " 501 Server authentication % Windows authentication

Windows domain account: I

Database owner password: I

Confirm password: I

rullsaft Install Systen w2, 46

< Back I Install I Cancel |

d. Provide the database name and owner credentials:

1 Database nameName of the database; e.g.,
MAILEXPRESS

1 Authentication mode WhenSQL Server authentication
is selected, you must specify the username and
password fothe user account to use when connecting
to the database. Whelindows authenticationis
selected, the installer will use the account running the
installer when connecting to the database.

1 Database owner username and Database owner
password The account centials to be used by the
Mail Express Server when connecting to the database.
WhenWindows authenticationis selected, these fields
are disabled and you must enter the Windows
domainiaccount name.

e. Clickinstall. Continue to thdinal step.
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For a new Oracle database:

)\ Globalscape Mail Express Setup M= B
Configure Database Server Connection Settings
Specify the database server name and privileged user account login credentials. 9'

Please specify the datsbase server name and the login credentials for a privileged datsbase
account, such as the "SYSTEM™ account, that may connect to the database server, create a
schema, and create or alter a user. Click Test to connect to the database using the supplied
settings. Click Mext to continue,

Database server host: I LA2008YM

™ Database server port: I 1521 _l;

Oracle service name:

Privileged username:

Privileged user password: I
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| SYSTEM

Test |

< Back I Mext = I Cancel |

f. On theConfigure Database Server Connection Settipgge,
provide the database instance connection information:

il

Database server hogtame (255 characters is the
maximum length for a h&tname)

Database server portThis option defaults to 1521 (the
default Oracle listener port). When enabled, the port
value is required and must be between 1 and 65535. If
you are not running the Oracle listener service and not
using the default port, theyou need to specify the

port.

Oracle service namename for running instance of the
database.

Privileged username and Privileged user passwortie
privileged database account, such as the "SYSTEM"
account, has permission to connect to the database
server, create users, and create or alter users. These
fields are case sensitive.

g. (Optional) To verify that Mail Express will be able to connect to
the database using these settings, cli@st

1

If the connection is successful, cliokto dismiss the
success mesage.
If the connection fails, clioRKto dismiss the error

message and then verify that you have entered the
configuration correctly.

h. ClickNext TheConfigure Database Server Connection Settings
page appears.
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:.'f}, Globalscape Mail Express Setup M= |

Configure Database Settings
Specify the schema name and schema owner credentials. gl

Please specify the name of the schema to be created and the username and password of the
schema owner account that will be created and used by the Mail Express Server. Click Mext to

continue.

Schema owner USername: I
Schema owner password: I
Confirm password; I
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< Back I Install I Cancel

i. Provide theSchema owner usernamand Sclema owner
password("schema" account credentials) that Mail Express will
create and will be used by Mail Express.

j- Clickinstall.

Mail Express Server is installed, and thenlttsallation Completepage
appears.

j}ﬁk:halscape Mail Express Setup M= E
Installation Complete
Setup was completed successfully, gl

Completed

Create folder: C:'\ProgramData\Microsoft\Windows\Start Menu\Programs\GlobalSCAF. .. ;I
Create shortcut: Cr'\ProgramData\Microsoft\Windows'Start Menu'\Programs \Globalsc. ..
Create shortcut: Cr'\ProgramData\Microsoft\Windows'Start Menu'\Programs \Globalsc. ..
Create shortcut: Ci\ProgramDataMicrosoft\Windows'\Start Menu\Programs\GlobalsC...
Delete file: C:\Users\ADMINI~1\AppData'Local \Temp'Mail Express\DEUL ini

Output folder: C:YJsers\ADMINI~1\AppData'Local \Tempinsg2B47. tmpYdbutil

Delete file: C\Jsers\ADMINI~1\AppData'Local \Temp'Mail Express\DEULL log

Qutput folder: C:\Program Files\GlobalSCAPE\Mail Express'bin

Created uninstaller: C:\Program Files'GlobalSCAPE \Wail Express\bin\MailExpressUnins. ..

Completed j
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< Back I Mext = I Zance| |

14. ClickNext. TheFinishpage appears.
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7 Globalscape Mail Express Setup M= B3

Completing the Globalscape Mail
Express Setup Wizard

Globalscape Mail Express has been installed on your
computer,

@Mail Click Finish to dose this wizard.

Create a desktop shortcut for the Administration

Express

[ Show version history

[V start the Mail Express Server service®
[V Start the Administration Interface

*The Mail Express Server service Log On Account has been
set to use the Local System account by default.

< Back I Finigh I Zance| |

15. Before clickingrinish select or clear the check boxes as needed:

1 Create a desktop shortcut for the Administration InterfateTlhis check box is selected
by default. The shortcut allows you to connect to the administration interface in your
default browser.

1 Show version history This check box is cleared by default. If you select the check box,
when you clicinish a text file of the version history appears in your default text
reader (typically Notepad).

1 Start the Mail Express Server servic@his check bois selected by default. If you do
not want the service to start yet, clear the check box. You will not be able to open the
administration interface if the service is stopped.

global

(D The Mail Express Server service Log On Account is set to use the Local @gstenibg default. If

you want to run the service under a true user account, rather than the Local System account,
the Start the Mail Express Server servideeck box and change the Logon Account prior to stari
the service.

§ Start the Administraton Interfacer This check box is selected by default. If you have
opted to start the Mail Express Server service, this option will launch your default web
browser and open the Mail Express Administration Portal.

16. After you click=inish if you chose to stathe administration interface, th&/elcome to Mail
Express Administratigmage appears in your default web browser. Refenitial Configuration
of Mail Express Servfar instructions for initial stup. (Both the username and the password
are case sensitive.)

The installer log (Installer.log), EULA (License.txt), and release notes (README.ixt) are stored in
the root of the Mail Express installation folder (by defa@itProgram FilesGlobalscapgMail
Express.
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Installing Mail Express in a Cluster

To achieve high availability through failover clustering, you can install Mail Express (v3.2 and later) in an
active-passive cluster. In an actiyassive cluster, you would install a Mail Express server on two

separate computers, and point their attachments directories to a shared (remote) location. In this
configuration, when one (active) computer or network connection fails, the other (passiguter

becomes active and continues to process file attachmemi®:Print this topic and check off the steps

as they are completed.)

Installing Mail Express in a Cluster

Before you add Mail Express to your cluster, you must setup your cluster malRkegese consult your cluster manage
BSYR2NRa& R2 Odzy SGlabdlstapess Bupdot tdcaR Hravidd dssistance with basic configuration
questions, andslobalscape Professional Services grmampprovide assistance with installing and configuring a clust
needed.

To install Mail Express in a cluster:

1.  SetupMicrosofClF Af 2 @SNJ / € dZAGSNA YIS { &Yl yi SpadiclusteS NA 0 |
YIEyYylF3ISNI F OO2NRAY3I (G2 @2dz2NJ Of dzad SNJ YIylF 3ISNI @Sy
2. Validate that the node that you are installing on has connectivity and access to the shared sorage

packages (attachments) sent through Mail Express, such as a UNC path to a network share, a SAN
connected drive, or another shared storage option.

Validate that you have connectivity and access to an existing Microsoft SQL or Oracle database.

Run the Mail Express installer on the first computer (node). Follow the prompts and réfestatling Mail
Express Servgf necessary.

5. When prompted to choose the installation location, specify a path on a local physical drive, and then
Next.

6. When prompted to choose the attachment location, specify the shared storage path, and theNeotick
Note: If you cannot browse to the shared resource disk, then the clustered disk is offline or assigned
other node. CANCEL the installation and verify that the clustered disk can be accessed on the node
installing on, and then restart the instatian process.

7. Follow the remaining prompts in the wizard to continue the installation, including the creation of a
database in the existing Microsoft SQL or Oracle server.
Note: You must specify a remote SQL or Oracle server for the database. e rrolocal database, such
as SQL Server Express.

8. On the final page of the installer, clear tBéart the Mail Express Server servickeck box and thS8tart
the Administration Interfacecheck box, and then clidknish Do NOT start the Maixpress Server
service.
9. If the third-party cluster manager owns the shared storage, move (assign) the clustered disk resource
the second now.
10. Repeat steps 2 9 on the second node.
11. While remaining on the second node, use the clusiministrator tool to create a new clustered role

(generic service > Mail Express) linked to the desired shared resources, such as the shared IP addre
and any shared storageescribed in step 2), if it is appropriate to be owned by the cluster gana

12. Once the role is created, the Mail Express service on the second node will be started by the cluster.
the Mail Express Administratiointerface, configure Mail Express, and license the product.

13. Once you have completed Mail Express configuration on this second node, make the first node in the
cluster the group owner, then register your second license on that node.
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Silent Installation of Mail Express Server

The Mail Express Server installer supports silent installation, maintenance, and removal. Installation
proceeds without any prompts or vialindications to the user. The installer logging functionality may
be used to verify the outcome and diagnose potential issues.

To initiate a silent installation use th8 commandline parameter and provide additional parameters as
described irinstallation Commandline Parameters

The sections below provide information on the required and optional command line parameters for
each of the main functions or paths in the installer.

This path will instruct the installer to install the Mail Express Server and the internal SQL Server 2008 R2
Express database instance, initialize the database, and set it for use by the Mail Express Server. This
databasenstance is intended for evaluation purposes. Production environments should use an external
SQL Server 2008 R2 database.

This option is only applicable when the Mail Express Server is not already installed.

Required Parameters Optional Parameters

f k5FdrolFasSeaLISreLop IS

T k! RYAY! &SNYIYSTér /debug

T k! RYAYtlI&&862NRTEérF Kt 23FAESTér TAL SHE
T k! RYAYOYLFAtTérSYL KLyadltt5ANBOG2NE
K! G031 OKYSYy(i5ANBOI
K{GF NI aSydzDNER dzLJ' ¢
/SkipPrereqCheck
/SkipDBUtilFirewallUpdate
/SkipDesktopShortcut
/SkipStartService
/SkipSQLServerPrereqCheck
/SkipSQLServerinstall
/SkipSQLServerSettings
/SkipSQLServerCreateDB
/SkipSQLServerCreateDBUser
/SkipSQLServerCreateSchema
/SkipValidateSQLServerPassword

=

=4 =4 =4 =4 -4 -4 A -8 -4 -8 - a8 s

This option installs the Mail Express Server and creates a database and database user on an external SQL
Server database instance.

This option is only applicable when the Mail Express Sesvetialready installed.

49



Mail Express v4.3 User Guide

Required Parameters Optional Parameters
T k5FdFo6l aS¢ceLISréeéo- ¢owhb! | 1 /s
T Kk9EGSNYIFE5FdGlI6FaSaz2RSTé 9 /debug
T k! RYAY! &SNYI YSTér dzaSNY I T kf23FAESTérFTALSHE
T k! RYAYtl 8862NRTéf LI 8462 T kLy&adltt5ANBOG2NET ¢
T k! RYAYOYIAfTésrSYlI ALt BHE T k! GidFOKYSYGi5ANBOG2N
T k5FGFolFaS{SNIBSNbI YSTéra T k{lGFNIaSydzDNERdzLJ ¢ 3
1 k! dzZiKSYGAOF A2y ¢eLIST ¢+ 9 /SkipPrereqCheck
T k[ 23AYblYSTérdzASNYI YSHE 9 /SkipDBULtilFirewallUpdate
k! dzi KSy G A Ol uxzjwceusts{v 1 /SkipDesktopShortcut
T xk[23Ayt I-,aa}ﬂ’z’*N\RleidzgSl'\ly k 9 /SkipStartService
K! dZi KSYGAOFGA2Yy¢@LIST & {v .
PV " A 9 /SkipSQLServerCreateDB
T k5. h! dzi KSYGAOFGAZ2y¢c&aLIST .
., A 9 /SkipSQLServerCreateD&er
T k5. h[23AYblFYSTérdzASNYIY )
Lo Lo Lo . 9 /SkipSQLServerCreateSchema
T k5. htladag2NRIré+ LI adae62NR ) )
/DBOAuthenticatiy’ ¢ & LIST & { v[ { 9 w+ 9 ' /SkipvalidateSQLServerPassword
T k5FdFolasSt2NITrérf LI2N
1 k5FdFolasSLyaidlyOShbl
YIYSHE
1 k5FdFolasSblyYSrérRIG

This option installs the Mditxpress Server and uses an existing database and database user on an
external SQL Server database instance.

This option is only applicable when the Mail Express Server is not already installed.

Required Parameters Optional Parameters
T k5FdFo6lasS¢celdSréeéo- ¢owhb! | 1 /s
T K9OEGSNYIE5FGlo0lF&aSaz2zRST 4 {1 /debug
T k! RYAY! &SNY I YST éf dz&a SNy | 1 xkft23FAfSTérTALISHE
T k! RYAYtl a8862NRIéf LI 3464 9 kLyadltt5ANBOG2NETEF
T k! RYAYOYIFAfTérSYlLAfBHE T k! GGFrOKYSY(i5ANBOG2NH
T k5FGFoFaS{SNBSNbI YSTér 3 T k{GFNIaSydzDNERdzLI ¢ ¢ 3N
T k! dzi KSYGAOFGAZ2Yy ¢@LIST & f 1  /SkipPrereqCheck
1 k[ 23AYyblYSTrérdzaSNYI YSBHE 1 /SkipDBULtilFirewallUpdate
K ! dzil KSy (G A OF[ ({A92wyx¢8mLdS T' € { v 1 /SkipDesktopShortcut
oxkl[23Ayttaagz NRT £ ¥ dza SNYI 1 /SkipStartService
K! dZi KSYGAOl GA2y ¢@LIST & { \ _
 /SkipSQLServerCreateSchema
I  /SkipValidateSQLServerPassword
T k5FGFoF&asSt 2NIT & L2 NI
T k5FdFolaSLyadlyOSbl Y
T «k5FGFolF&aSblyYSrésREGE
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This path will instruct the installer to reinstall the Mail Expréssver software.

This path is only applicable when the Mail Express Server is already installed and its version is the same
as the installer.

Required Parameters Optional Parameters

/InstallerOperation=REINSTALL q /s

/debug

Kt 23IFAESTér FAL
/SkipPrereqCheck
/SkipDBUtilFirewallUpdate
/SkipDesktopShortcut
/SkipStartService

= =4 -4 —a —a -9

This option upgrades an existing installation of the Mail Express Server software and associated
database.

This option is only applicable when an older versiothefMail Express Server is currently installed.

Required Parameters Optional Parameters
9 /InstallerOperation=UPGRADE T /s
T /debug
1 kt23FAESIrér At SHE
1 k! dzi KSYGAOFGAZ2Yy ¢&LIST éF (& LISH
T k[ 23AYyblIYSTérdzASNYIYSHBE AT

K! dZKSYGAOLGAZ2y¢c@LISTE{v] {9V

T x[23Ayt I aSBNRYSEHE AT
K! dZiKSYGAOLGA2y¢c@LISTE{v] {9V
9 /SkipPrereqCheck
i /SkipDBUtilFirewallUpdate
9 /SkipDesktopShortcut
9 /SkipStartService
T /SkipSQLServerCreateSchema

This option removes an existing installation of the Mail Express Server software.
This opion is only applicable when the Mail Express Server is already installed.

Required Parameters Optional Parameters

9 /installerOperation=UNINSTALL T /s

9 /debug

1 kE23IFALSTer FA
9 /SkipSQLServerUninstall
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This option modifies thelatabase settings currently in use by the Mail Express Server.

This path is only applicable when the Mail Express Server is already installed and its version is the same
as the installer.

Required Parameters Optional Parameters

/InstallerOperation=DATABASE 1 /s

1 k5F&GF6laS{SNIZBSNDb! 1 /debug
T kf23FAESTérTAESHE
T k5FGFo6lasSt2NITrér LI2ZNIBHE
T xk5FGFolaSLyaialyOSblYSTérA
T k5FGFolaSblYSrérRIGEOFAS
T k! dziKSYyGAOFdA2y¢eLlISrérdey
T k[ 23AYyblIYSTérdzASNYIIYSHE A

K! dZi KSYGAOlLGAZ2yedLISTre{v]{
1 k[ 23AYytl ad&862NRIéF dzASNY I YS
K! dZi KSYGAOlIGAZ2yedLISre{v]{

Installation CommaneLine Parameters

The installer supports spé#ication of the following command line parameters. When run in graphical
user interface mode (the default) these parameters may typically be used to override the default
settings. When running the installer in silent mode, using/$hewitch, these pammeters are used to
specify both the required and optional values as detailed furth&ilient Installation of Mail Express
Server

Parameter Definitions

Switch Description

/S I Description Initiatesa silent installation. See Silent
Installation below for more information.

I Default The installer defaults to graphical user interface
mode.

Example /S

/debug I Description Enables logging to the Windows system debu
log. This log may be viewed in réiahe using tools such as
DebugView that is part of the SysiInternals Suite from

Microsoft.
I Default Disabled by default
Example /debug
Nlogfile="<file>" 9 Description Log installation messages to the specified file

(this is in addition to the internal lotpat is always created
by the installer). Quotes should be used for paths
containing spaces.

{ Default None
T Example /logfile="CiTempgMElInstall.log"
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Switch

Description

/InstallerOperation="<operation>"

9 Description Specifies the main operation that the installer

{ Valid values

should perérm.

 INSTALEL Perform a new installation of the Mail
Express Server. Only applicable when the Mail
Express Server is not already installed.

T UPGRADEUpgrade an existing installation of the
Mail Express Server. Only applicable when an
olderversion of the Mail Express Server is
currently installed.

REINSTAIqReinstall the Mail Express Server
software. Only applicable when the Mail Express
Server is already installed and its version is the
same as the installer.

T DATABASEMOodifies the datalse settings used
by the Mail Express Server. Only applicable whe
the Mail Express Server is already installed and i
version is the same as the installer.

f UNINSTAL4 Uninstalls the Mail Express Server.
Only applicable when the Mail Express Server is
already installed.

/InstallDirectory="<path>"

Description The installation directory. Quotes should be
used for paths containing spaces.

Default C\Program FilésslobalscapeMail Express
Example /InstallDirectory="DiApplication$Mail Express"

/AttachmentDirectory="<path>"

Description The email attachment directory. Quotes shoul
be used for paths containing spaces. Supports both local
physical drives and UNstyle paths. Mapped drives should
be avoided because they only exist for the logorsg®ssof
the current user. As such they typically will not be availabl
to the Mail Express Server when running as a Windows
Service.

Default <Install Directory®MailExpressAttachments

Example
/AttachmentDirectory=\\jupiter\ FileStor&éMailExpress"

/StartMenuGroup="<Group Name>"

Description The Start Menu folder in which to place the
Mail Express Server shortcuts.

Default Globalscape
Example /StartMenuGroup="MEAdmin"

[AdminUsername="<username>"

Description The username to use for the initiglail
Express Administration account.

Default None
Example /AdminUsername="meadmin"

/AdminPassword="<password>"

Description The password to use for the initial Mail Expreg
Administration account.

Default None
Example /AdminPassword=" wkBG2YxgzBpR"
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Switch

Description

[AdminEmail="<email>"

1

Description The email address to use for the initial Mail
Express Administration account.

{ Default None
Example /AdminEmail=meadmin@example.com
/DatabaseType:"<type>" Description Specifies if the installer will install an internal
database or use an external database.
{ Valid values

INTERNAE specifies that the installer should
install and use the internal SQL Server 2008 R2
Express database instance.

EXTERNAL _SQLSER\pBECcifies that the
installer should use an externale-existing SQL
Server database.

1 EXTERNAL_ORAGIsRecifies that the installer
should use an external, pexisting Oracle
database.

I Default: EXTERNAL _SQLServer
1 Example /DatabaseType="INTERNAL"
[ExternalDatabaseMode="<mode>" Description WhenDatabaseType=EXTERNAL, specifies if
the installer should create a new external database and
user or use an existing database and user.
f Vvalid values

 CREATEspecifies that the installer should create
a new database and user.

9 EXISTINGspecifies that thenstaller should use
an existing database and user.

I Default CREATE

I Example /DatabaseMode="EXISTING"
/DatabaseServerName="<server>" 9 Description The database server host or IP address.

9 Default The local computer name.

Example/DatabaseServerName="jupiter"
/Databaseport:"<port>" 9 Description The listener port for the database on the

database server host.

{ Default 1433

I Example /DatabaseServerPort="55000"
/DatabaselnstanceName="<instance 9 Description The database serva@rstance name.
name>" 1 Default MSSQLSERVER

f  Example /DatabaselnstanceName="SQLSRV_3"
/DatabaseName="<database name>" I Description The name of the database.
This feature is not applicable to an Oracle 1 Default MAILEXPRESS
database server. 1 Example/DatabaseName="MEDB1"
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Switch

Description

/AuthenticationType="<type>"

This feature is not applicable to an Oracle
database server; Windows authentication is
not supported.

1

Description The type of authentication to use when
connecting to the database in the installer. Thetaller can
use SQL Server authentication or Windows authentication
When using Windows authentication the installer will
attempt to connect to the database as the user account
currently running the installer.

Valid values:

SQLSERVERNhe installeshould use SQL Server
authentication.

WINDOWS The installer should use Windows
authentication.

Default SQLSERVER
Example /AuthenticationType="WINDOWS"

/LoginName="<username>"

Description The login name to use when connecting to thg
database wherAuthenticationType=SQLSERVER.

Default sa
Example /LoginName="sa"

/LoginPassword="<password>"

Description The password to use when connecting to the
database when /AuthenticationType=SQLSERVER.

Default None
Example /LoginPassword="3qym9NCebHDJ"

/DBQAuthenticationType="<type>"

This feature is not applicable to an Oracle
database server; Windows authentication is
not supported.

Description The type of authentication that the Mail
Express Server should use when connecting to the
database.

Valid values:

f  SQLSERVERNhe installer should use SQL Serve
authentication.

f WINDOWS The installer should use Windows
authentication.

Default SQLSERVER
Example /DBOAuthenticationType="WINDOWS"

/DBOLoginName="<username>"

Description The login name that the Mdixpress server
should use when connecting to the database when
/DBOAuthenticationType=SQLSERVER. Additionally, this
the account created when
/ExternalDatabaseMode="CREATE".

Default None
Example /DBOLoginName="medatabase"

/DBOLoginPassword="<passwotd>

Description The password to use when connecting to the
database when /AuthenticationType=SQLSERVER.

Default None
Example /DBOLoginPassword=" fkV6ZsX669p3"
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Switch

Description

/SkipPrereqCheck

1

Description Skips checking the common and installation
prerequisites thabccurs when the installer is initially
launched. This setting is mainly used for debugging
purposes.

Default Disabled by default

Example /SkipPrereqCheck

/SkipDBULtilFirewallUpdate

Description The installer uses an embedded Jaased
utility for interacting with the database. If Windows Firewa
is enabled a dialog may be displayed when running the
installer asking the user to configure the firewall rules for
the embedded Java Runtime Environment. To prevent thi
dialog from displaying the install temporarily modifies the
Windows Firewall settings. This command line option
instructs the installer to bypass modifying the Windows
Firewall. This setting is mainly used for debugging purpos

Default Disabled by default
Example /SkipDBUtilFirewallUpdate

/SkipDesktopShortcut

Description Skips creation of the Windows Desktop
shortcut to the Mail Express administration portal that
typically occurs at the end of installation, reinstallation, an
upgrade.

Default Disabled bylefault

Example /SkipDesktopShortcut

/SkipStartService

Description Skips launching of the Mail Express Server
Windows service that typically occurs at the end of
installation, reinstallation, upgrade, or database settings
modification.

Default Disablecby default

Example /SkipStartService

/SkipSQLServerPrereqCheck

Description Skips checking the prerequisites for installing
the internal SQL Server 2008 R2 Express database softw.
This setting is mainly used for debugging purposes.

Default Disabledy default
Example /SkipSQLServerPrereqCheck

/SkipSQLServerlinstall

Description When the installer has been configured to use
the internal SQL Server 2008 R2 Express database instar
enabling this setting will instruct the installer to skip the
actualinstallation of the SQL Server software. This setting
mainly used for debugging purposes.

Default Disabled by default
Example /SkipSQLServerInstall
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Switch Description

/SkipSQLServerSettings 9 Description When the installer has been configured to use
the internal SQIServer 2008 R2 Express database instanc
enabling this setting will instruct the installer to updating
the settings related to SQL Server that typically occur afte
installing the SQL Server software. This setting only takes
effect if the SQL Server indtahs not been skipped. This
setting is mainly used for debugging purposes.

I Default Disabled by default
Example /SkipSQLServerSettings

/SkipSQLServerCreateDB 9 Description For installation paths where the installer woulg
normally create the databas#his setting will instruct the
installer to skip the database creation. This setting is main
used for debugging purposes.

I Default Disabled by default

Example /SkipSQLServerCreateDB

/SkipSQLServerCreateDBUser 9 Description For installation paths whertbe installer would
normally create the database user, this setting will instruct
the installer to skip the database user creation. This settin
is mainly used for debugging purposes.

I Default Disabled by default
Example /SkipSQLServerCreateDBUser

/Skip®LServerCreateSchema 9 Description For installation paths where the installer woulg
normally initialize the database schema, this setting will

instruct the installer to skip initialization of the database
schema. This setting is mainly used for debugginggses.

I Default Disabled by default
Example /SkipSQLServerCreateSchema

/SkipSQLServerUninstall I Description By default the uninstaller will remove the
internal evaluation SQL Server 2008 R2 Express databas
server instance if it is present. This optiaovides a way to
instruct the uninstaller to leave the database server
instance on the computer.

I Default Disabled by default
Example /SkipSQLServerUninstall

/SkipValidateSQLServerPassword 1  Description By default the installer will validate the Mail
Express Admin password against the SQL Server Expres
password requirements (e.g. the Windows account
password policy plus some additional illegal keywords). T
option provides a way to instruct the installer to skip this
validation check.

I Default Disalted by default
I Example /SkipValidateSQLServerPassword
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Installation Logging

The installation log file is intended for debugging purposes and contains messages that may help resolve
issues that arise in the field. During installation and maintenance the installer will create and log to an
GLYy &l f teraedihdaamedsh& SettingsdxCurrent UserdLocal SettingsTemp Mail
ExpressAt the completion of the installation run, either due to success or failure, the installer will copy
the final log to the<installation Directory*logsdirectory if it exists. Note that if the installer fails during
an initial clean installation thelnstallation Directory*logsdirectory may not exist. In this case the final
log file will be ikDocuments & Settingd=Current User¥Local SettingsTemp Mail Express
1 The installer will attempt to append to the existing log file on subsequent runs of the installer
0SPIPE AF GKS dzASNJ LISNF2NXY & | dlns@llenfogfielfront ¢ 0 ®
the installation directory into the temp directory, writing to it during the install, and then
copying it back to thelnstallation Directory*logsdirectory at the end.
1 You can write out the same log messages to another log file of your clgoasimg the
llogfile=<Log file> command line switch to the installer.

The installer is capable of writing the same messages that go to the Main Installer Log (see above) using
the Windows debug logging infrastructure. These messages mag\Wwed/using a utility such as
{RALYGSNYIftQa 5S0daA+ASg | LILX AOFGA2Y ®

1 To enable this logging, the installer must be run from the command line wittdttaig
switch (sednstallation Commandline Pararaters).

Upgrading Mail Express Server

Upgrade considerations and notes:

1 Mail Express version 3.0 and later not support upgrading from Mail Express v2.2he
installer will abort the installation if it findslail Express 2.2 installed. You must uninstall Mail
Express version 2.2 before continuing with installation.

1 During the Mail Express Server upgrade, the Mail Express Server Service will be stopped. When
the AddlIn tries to contact the Mail Express Seribe server will be unavailable, and the Add
In will be disconnected. Because of this, you should perform the upgrade during a normal
maintenance window or when email activity is at a minimum. (Ref&donecting to Mall
Express Servéor details of what happens when Mail Express Server is unavailable.)

{1 In addition to updating program files and the CRT and XML files, the upgrade also installs new
templates. Any customized templates are backed upaBse the template format and variables
have changed, you must migrate your customizations to the new templates rather than simply
copying your old templates into the directory. ReferGastomizing Mil Express Pages and
Notifications
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If you want toexpire external accountutomatically based on inactivitgnd you plan topurge

the databaseon a scledule, you should wait to enable expiration until a few months have
passed since the upgrade to give the system a few months to monitor activity. For example, if
you expire accounts based on 'x' months of inactidtyd you routinely purge the database

such that Mail Express holds only y months of data, if 'y' is less than 'x,' then Mail Express will
expire account unexpectedly. Instead, you should wait to enable expiration until at legst 'x
months have passed sintige upgrade. Alternatively, you could enable expiration and turn off
purging until 'xy' months have passed since the upgrade. (That is, the number of months that
have passed since the upgrade should be greater than the purge frequency.)

To upgrade Mail Epress Server

1.

a s> wDN

6.

On thelnternal SettingdJ- 3S 2F GKS al Af 9ELINXaa { SNBSNDa ¢S
Add-In services enabledheck box, then clicRave This will cause any Adds to gracefuy use

GKS a. SKFE@A2N 6KSy al Af 9 ELINB AdHIn{sSNcEsSMNbledd  dzy | 0
check box should only be-selected after both the Mail Express Server and the-kddchave

been upgraded. The Mail Express Server and thelAgldhust lave the same version number;

otherwise, they may not be compatible with each other. If the Addetects that its version is

incompatible with the Mail Express Server version, the-ddd ¢ At f RAALI & | a+SN
DSYSNI t { G (dza &2 ¢ (6 & 8z3 & a Kakl Bxpresk kiyoB Biland Jerk

Optionsbuttons will be disabled, and the Add will be disabled until it is upgradedsers with

disabled Addns can still send emails with Outlook, but their emails will be ignored and not

processed by the Addh.

Execute the installer on the Mail Express Server computer'Widleomepage appears.
ClickNext. TheLicense Agreemerdppears.
Clickl Agree The installer detects that an older version of Mail Express Server is installed.

ClickUpgrade Mail ExpressTheDatabase Upgrade Credentigimge appears and indicates to
which database it is connecting.

Zathalscape Mail Express Setup M= B
Database Upgrade Credentials
Specify the credentials to use when uparading the database. 9'

The installer will upgrade the current Mail Express Server database "MAILEXPRESS” on the
database server Tocalhost\GLOBALSCARE™,

By default the credentials currently configured for use by the Mail Express Server will be used
when upgrading. However, you may optionally spedally an alternate account if the
configured account lacks the necessary database administration privileges.

¥ Use the configured Mail Express Server database credentials

Authentication mode: ¥ 50 Server authentication £ Windows authentication

Database owner username: I

Database owner password: I

Test |
< Back I Upgrade I Cancel |

By default, the current credentials are used when upgrading. If you want to use the current
credentials, skip to step.

Mullseft Install System w2, 46
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(0]

If you want toconnect using an account other than the configured database credentials,
clear the check box and then specify the new credentials:

1 The ability to specify an alternate set of database credentials is provided in case
Mail Express Server is configured to cecirto the database as a user with
limited database privileges. During upgrades, the installer requires that the
account used to connect to and upgrade the database has privileges to modify
database objects. In this case, you should specify alternate ctiadefor a
database account with higher privileges, such as an account with the
"db_ddladmin” or "db_owner" database roles. If alternate credentials are
specified, they will only be used by the installer to perform the upgrade. The
credentials in use bghe Mail Express Server will not be modified.

1 ForAuthentication mode useSQL Server authenticatiowhen connecting as
the privileged user account. Wh&QL Server authenticatios selected, you
must specify thdDatabase owner usernamandDatabase ownepasswordfor
the privileged user account to use when connecting to the database. Or you can
useWindows authenticationto use the active Windows user account when
connecting to the database. (The "active Windows user account” is the account
running the irstaller.)

1 ClickTestto test the connection to the database before continuing.

7. ClickUpgrade(which also tests the connection).

8. If the Mail Express Server service is running, the installer will stop the service before continuing.
If a message appears agkiifiyou want to stop the Mail Express Server service, ¥kskThe
Mail Express Server Service is stopped and installation continues. (If yducglibk installation
aborts.)

O

During the Mail Express Server upgrade, the Mail Express Server Séirbeestopped. When the Add tries
to contact the Mail Express Server, the server will be unavailable, and tHe Adltlbe disconnected. Refer
Connecting to Mail Express Serf@rdetails ¢ what happens when Mail Express Server is unavailable.

9. When installation is complete, clitdext. The final page of the wizard appears.
10. Select or clear the check boxes as necessary:

1 If you want to view the version history, select tBhow version historcheck box.

{1 If you do not want to create a desktop shortcut for the administration interface, clear
the Create a desktop shortcutheck box.

1 If you do not want to start the Mail Express Server service, cleg8tidue the Mail
Express Server serviaheckbox.

{1 If you do not want to start the administration interface, clear Biart the
Administration Interfacecheck box. (The server service must be started to start the
administration interface.)

11. ClickFinish

When the upgraded Mail Express Server seisistarted, the previous version's Outlook Adavill not
connect. The Adth will indicate a version mismatch in the Mail Express Status pane and display an
exclamation point on the toolbar/ribbon. After you upgrade the Audt will then connect suessfully.

12. Upgrade the Mail Express Outlook Aldd Refer taJpgrading the Outlook Adih for details.
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Repairing the Mail Express Installation

If you need to reinstall Mail Express on the same computer, you can do so using the Mail Express Setup
Wizard. (Reinstalling Mail Express updates orgyNtail Express Server files; it does not affect the
database files or the Adih.)

To repair Mail Express
1. Execute the installer on the Mail Express Server computen'Miéleomepage appears.
2. ClickNext TheLicense Agreemerdppears.
3. Clickl agree Theinstaller detects that Mail Express Server is already installed.
4. ClickReinstall Mail Expresthen clickReinstall

1 If the Mail Express Server service is running, a message appears asking you to stop the
service. Cliciesto continue installation. (If yoalickNo, the installation aborts.)

1 If the Mail Express Server service is not running, the Mail Express Server files are
installed.

Uninstalling Mail Express Server

Uninstall Mail Express Server using WindoWdsl or Remove Programdility.
To remove the Mail Express Server
1. ClickStart > RunTheRundialog box appears.

2. In theOpen box, typeappwiz.cpl , then clickOKor press ENTER. TRAdd or Remove
Programsdialog box appears.

3. ClickGlobalscape Mail Expresthen clickRemove The uninstaller wizard appears.
4. ClickUninstall. Mail Express Server is removed.

(D You can also run thastaller and clickJninstall Mail Express
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Installing and Uninstalling the Outlook Adth

The topics below provide details déploying, installing, upgrading, and licensing the Mail Express
Outlook Addin.

Deploying the Outlook Addn

Listed below are different methods that you can usenstall the Outlook Addn to multiple desktops
across the enterprise. The following are just general guidelines; the scenario that works best for your
organization may differ. Deploying the Outlook Alddncludes installing th®utlook Aden

prerequisites based on Microsoft Office Version

Methods for deploying the Adédn include:

1 (Preferred method)Silently install the prerequisites and tigld-In. In this scenario, users are
never asked to do anything to install the Abid Installation can be accomplished a variety of
ways, such as with a logon script or group policy.

1 Silently install the prerequisites, then ask users to run the-ddstdler (.msi file) from a
network location.

1 Silently install the prerequisites, then ask users to run a batch file in a network location to install
the Addin silently (or with minimal user interaction) using the installation arguments (described
in Silent Installation of the Outlook Adid). With a batch file, the user does not need to know
about the Addin installation arguments or how to use the command line.

1 Place the prerequisite installer bundlea network location, then ask end usersm@anually
install the Adeln using the bootstrapper, which will install the prerequisites and launch the .msi
file. (The prerequisites and .msi file needs® in the same folder.)
You will need to provide end users with instructiongtmnect to Mail Express Seraed toconfigure
message optionsyou can copy and paste instructions into an email directly from the help file or provide
end users with an online link to the topicslising Mail Express in Outlaok

Installing the OutlookAdd-In

Refer toDeploying the Outlook Addn to determine deployment method before installing. This topic
covers each of the possible methods.

For instructions for upgrading the Adih, refer toUpgrading the Outlook Addn.

For instructions for installing the Adth on Terminal Server, refer tmstalling the Outlook Adeln on
Terminal Server

TheOutlook Addin installer is available from the Mail Express Server administratigtook Addn
Installerpage and in the Mail Express Server installation folder (by defalRrogram

Filed Globalscap&Mail Expresy

1 Before installing the Outlook Add, be sure to review theystem requirements

1 You need administrator privileges to install prerequisites; however, thelAdustaller does not
require administrative privileges to run.

1 If .NET is ninstalled before you install the Add, you should reboot after completing the .NET
installation. If you do not reboot after installing .NET, the Mail Expresdi\ddy not load
properly in Outlook.

f You shouldnstalland configureMail Express Server before you install the Outlook-Add
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1 If you will be using Kerberos authentication, you must create a domain account for the Malil
Express Seer for authenticating with the Kerberos Key Distribution Center (typically Active
Directory) and to allow a Service Principal Name (SPN) to be associated with the addount.
do | need an SPNAccording taVlicrosoft Technet"A service principal name (SPN) is the name
by which a Kerberos client unigyabentifies an instance of a service for a given Kerberos target
computer. If you install multiple instances of a service on computers throughout a forest, each
instance must have its own SPN. A given service instance can have multiple SPNs if there are
multiple names that clients might use for authentication. For example, an SPN always includes
the name of the host computer on which the service instance is running, so a service instance
might register an SPN for each name or alias of its host." (Reféiotoreate the SPNvelow.)

71 Installers are provided in the Mail Express Server installation directory and, for access
convenience, on th@®utlook AddIn Installerpage of the Admin portal. These iafiers are for
"proof of concept” norsilent installations and are not intended to be deployed across the
enterprise. (Refer t@eploying the Outlook Add for more information.)

1 The bootstrapper instédrs in the "Prerequisite Installer Bundles" require Internet
connectivity to download the Adth prerequisites, and must be run by an account that
has administrative privileges on the computer on which the-Adi$ being installed.

1 The bootstrapper inglllers are not designed to be installed through a deployment tool.
They donot support installation in quiet/silent mode.

T If Silent mode is preferred, each prerequisite item that the Audequires can be
R2gyf 2 RSR FTNRBY ai ONZ dedeplo@ed and Bsdalied silétlyl y
"Silent mode" is the preferred method for deploying the Adg/ Q& LINBS NB |j dzA

1 The same MSI and bootstrapper used to deploy thdiB®utlook Addin are used to
deploy the 64bit Outlook Addin. (64bit Outlook Addin support available in v3.2 and
later.)

To install the Outlook Addn
1. Log in to the Mail Express Administration portal.

2. Before installing, review th®utlook Addn's system requirementnd ensure Oilook is
updated with the latest service packs.

3. Inthe navigation pane, und&ystem Information clickAdd-In Installer. TheOutlook AddIn
Installer page appears from which you can download the applicable installer files or generate
and download an insthtion script. (Or, yowan copy the installation files from the Mail Express
Server installation directory (by defaut\ Program FilesGlobalscap&Mail Express)

4. Download the applicable installation file(s) from the Outlook Aalthstaller page (usignthe
Downloadlinks in the top section of the page).

Outlook Add-In Installer Files

R SIC
aAlSa

Installer Description

MailExpress Outlook Add-  Installs the Mail Express Outlook Add-In an workstations running Microsoft Office [
In Installer Only 2007, 2010, and 2013. For use when prerequisite software has been pre-installed. |~
Prerequisite Installer Bundle containing the Mail Express Outlook Add-In and prerequisite software for Download
Bundle - Outlook 2007 installation on workstations running Microsoft Outlook 2007, e
Prerequisite Installer Bundle containing the Mail Express Outlook Add-In and prerequisite software for Download
Bundle - Qutlook 2010 installation on workstations running Microsoft Outlook 2010. S
Prerequisite Installer Bundle containing the Mail Express Outlook Add-In and prerequisite software for Download
Bundle - Outlook 2013 installation on workstations running Microsoft Outlook 2013, e
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Outlook Add-In Installer Files

Installer Description

MailExpress® Outlook  Installs the Mail Express® Outlook Add-In on workstations running Microsoft Office 2007, Download
Add-In Installer Only 2010, 2013 and 2016. For use when prerequisite software has been pre-installed. S
Prerequisite Installer Bundle containing the Mail Express® Qutlook Add-In and prerequisite software for installation B
Bundle - Outlook 2007  on workstations running Microsoft Outlook 2007, T
Prerequisite Installer Bundle containing the Mail Express® Outlook Add-In and prerequisite software for installation Download
Bundle - Outlook 2010 on workstations running Microsoft Outlook 2010. B
Prerequisite Installer Bundle containing the Mail Express® Outlook Add-In and prerequisite software for installation e
Bundle - Outlook 2013 on workstations running Microsoft Outlook 2013. S
Prerequisite Installer Bundle containing the Mail Express® Outlook Add-In and prerequisite software for installation Download
Bundle - Outlook 2016 on workstations running Microsoft Outlook 2016. S

1 Mail Express Outlook Adth Installer Only (If the prerequisites are not yet installed,
use one of the "Prerequisite Installer" bundles below instead of this instaliestalls
the Mail Express Outlook Add on workstations running Microsoft Office 2007, 2010,
2013, and 2016 when the prerequisite software has beenipstalled. This installer will
simply install the Addin; it will not install theprerequisite items that it requireJhis
installer supports silent installation mode and does not require administrative privileges
to install.

1 Prerequisite Installer Bundle Outlook 2007 (If the prerequisites are etady installed,
you do not need this bundle. Instead, use "Mail Express OutlooKi\tigstaller Only"
above) Zipped bundle containing the Mail Express Outlook-idahd prerequisite
software for installation on workstations running Microsoft Outlool020rhis bundle
can be used to install the prerequisite items that the Adaequires plus the Adth.
Typically, you will run the bootstrapper installer in this bundle, which will install the
AddIn prerequisites, and then afterwards it will run the Alidinstaller to install the
Addn.

1 Prerequisite Installer Bundle Outlook 201G (If the prerequisites are already installed,
you do not need this bundle. Instead, use the "Mail Express Outlookrhladtaller
Only" above). Zipped bundle containing the M#&xpress Outlook Aded and
prerequisite software for installation on workstations running Microsoft Outlook
2010.This bundle can be used to install the prerequisite items that thelAddquires
plus the Addn. Typically, you will run the bootstrappstaller in this bundle, which
will install the Addn prerequisites, and then afterwards it will run the Alsdinstaller
to install the Addin.

1 Prerequisite Installer Bundle Outlook 2013 (If the prerequisites are already installed,
you do not needhis bundle. Instead, use the "Mail Express Outlook-Kddstaller
Only" above). Zipped bundle containing the Mail Express Outlook-kdahd
prerequisite software for installation on workstations running Microsoft Outlook 2013.
This bundle can be used istall the prerequisite items that the Adad requires plus
the AddIn. Typically, you will run the bootstrapper installer in this bundle, which will
install the Addin prerequisites, and then afterwards it will run the Aliidinstaller to
install the Adl-In. Note that this bootstrapper does not currently install the Microsoft
Outlook 2013 PIA because Microsoft has not yet published its redistributable installer.
By default the PIA will be installed when Microsoft Outlook is installed if .NET was
installed beforehand. If needed the PIA can be installed via the Microsoft Office
installer. Refer to the following KB article for more information:
http://kb.globalscape.com/Knowledgebaseiie11129.aspx
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1 Prerequisite Installer Bundle Outlook 201G (If the prerequisites are already installed,
you do not need this bundle. Instead, use the "Mail Express OutlookmAkidtaller
Only" above). Zipped bundle containing the Mail Express Outladk-in and
prerequisite software for installation on workstations running Microsoft Outlook 2013.
This bundle can be used to install the prerequisite items that thelAddquires plus
the AddIn. Typically, you will run the bootstrapper installer in thisdle, which will
install the Addin prerequisites, and then afterwards it will run the Aliidinstaller to
install the Addin.

o Outlook 2016 will not connect to Exchange 2007, only 2010 and later. Malil
Express has not been tested on Exchange 2016. ®efer
https://kb.intermedia.net/article/20784for more information about Outlook
2016.

In the Outlook AddIn Installation Scriptarea:

Outlook Add-In Installation Script

Use the following options to create an end-user workstation installation script for use with the Mail Express Outlook Add-In Installer.

Installation type: & New/Upgrade © Modify/Repair existing
Internal Mail

Express server host: |192' 168.122.158]

Internal Mail

Express server port: I443

Login type: = Manual © Single sign-on (Kerberos)
Service Principal I

Mame (SPN):

Installation script:

=
Generatel Downluad_l

a. For thelnstallation typeoptions, specify whether the script is folNew/Upgradeor to
Modify/Repair existinginstallation:

o Use theNew/Upgradeoption when installing the Adth for the first time or
when installing a newersionof the Addin for the first time (i.e. an upgradle

o Use theModify/Repair existingoption when reinstalling theameversion of
the AddIn that is already on the computer either to repair it or to provide
different values for the installation parameters.

@ If you choose the wrong option, the Attdmay rot install at all.

b. Inthelnternal Mail Express server hosibx, specify the Mail Express Server hostname
as recognized by internal workstations. (This may be different fronseting on the
General Configuration pagevhich may be the host name of the fronting web server.)

c. Inthelnternal Mail Express server poliox, specify the port through which the Mail
Express Server connects, if different than the default. (It will default to 443.)

o Forthe Internal Mail Express server hoand thelnternal Mail Express server
port, you should add a listening IP on Beneral Configuratiopage in thedP
Port Bindingsrea, and set it for port 443.
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d. For theLogin type options, speciffManual or Single sigron.

o If you clickSingle sigron, in theService Principal Name (SPbx, specify the
service context. (e.g., <service type >/< mail express instance server host name
>:< port number >/< service name >). For exampITTP/meserver. The SPN is a
name by which the Adth can uniquely identify the Mail Express Server Service.
o TocreatetheSPN SESOdziS G(KS F2tt26Ay3d O2YYl yRE
Active Directory server using the command console. In the commands pel

substitute:
o <MailExpressServerHostName> with the host name of the Mail Express
Server

o <MailExpressServerFullyQualifiedDomainName> with the fully qualified
domain name of the Mail Express Server

o <PreAuthUsername> with the username of the pre auth useoant.
You will need to create a domain account for the Mail Express Server for
participating in Kerberos authentication. This account is used by the
Mail Express Server when authenticating with the Kerberos Key
Distribution Center (typically Active Ditecy) and allows a Service
Principal Name (SPN) to be associated with the account using the setspn
command.

setspncA HTTP/<MailExpressServerHostName> <PreAuthUsername>

setspncA HTTP/<MailExpressServerFullyQualifiedDomainName>
<PreAuthUsername>

For examp:
setspncA HTTP/meserver mepreauthuser
setspncA HTTP/meserver.globalscape.com mepreauthuser

These SPNs should work regardless of the account the Mail Express Server
Service is running as.

To view the SPSslto verify that they were created successfully, run the
following command, substituting <PreAuthUsername> with the username of the
pre auth user account:

setspn¢l <PreAuthUsername>

(Note: The switch is a loweased letter Lnot the number one.)
For example:
setspn-I mepreauthuser

If the Qutlook Addn is installed silentithe SPN must be provided as an
installation parameter. The installation parameter name is
a{9wxL/9twLb/Lt![b! a9 o¢

a. ClickGenerateto create the installation script. The necessarygcri
appears in thenstallation scriptbox.

b. ClickDownloadto save the script.
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6. Save the script and the installation files in the same directory, or ensure that the script can
access the installer. The command line parameters in the script are imperatitresfproper
operation of the Outlook Addh. Use one of the following methods to install the Addbn
users' desktops:

o Execute the script at each user's desktogilently install the Addn.

o Installthe AdLy Yl ydz ffe 2y | edickydhine R&@aMSh 2 LI

installer. Or, send an email instructing users to install the-lxdthemselves and provide
a walkthrough or screenshots to guide them through the installation wizarégssre

o Deploy the Aden across the enterprise using a deployment tool. For example, use a
logon script to install the Adth silently on workstations since the Atld MSI does not
require administrative privileges to install.

1 The log files for the Addin are (by default) stored i#buserprofile%Application
Data\ Globalscap&Mail Express Outlook Addihogs.

1 The default installation directory of the Add is%userprofile%Application
Data Globalscap&Mail Express Outlook Addin

1 Camnectionbased settings and settings configured by the installer are stored in the registry
under the following keyHKEY CURRENT_USERware Globalscap&Mail Express Outlook
Addin\ Settings

1 General settings are saved in an XML file nasettings.config which will reside under the
installation folder of the Addn.

To run the Outlook Addn installer (msi) manually
1. Doubleclick the .msi file. Th&/elcomepage appears.

15 Globalscape Mail Express Outlook Addin Setup - B

Welcome to the Globalscape Mail Express
Qutlook Addin Setup Wizard

g™ The Setup Wizard will install Globalscape Mail Express
77 } COutlook Addin on your computer, Click Mext to continue or
al Cancel to exit the Setup Wizard,

globalsca

Back Cancel

2. ClickNext TheConnection Settingpage appears.
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{1 If prerequisites required to install the Add are not found on the system, an error
message appears. CliGkto abort the installation, and install the prerequisites using
GKS T LIIINPLNARFGS 0220a0GNF LILISNI Ayadl &anél SNI 2 NJ F
installing them separately. Afterwards, restart the Alddnstallation.

1 Globalscape Mail Express Qutlook Addin Setup = B

Connection Settings
Flease specify settings the Add-in will use to connect to the Mail Express Server, 9!

Mail Express Server Host: Fort:
| 443

Login Type:
Windows Authentication "

Mail Express Server Service Principal Mame:

|

In the Mail Express Server Hobbx, provide the Host name or IP address of the Mail Express
Server.

In the Port box, provide the port number used by Mail Express Server. §é@ idefault.)

In the Login Typebox, click the down arrow to speci¥yindows authentication(the default) or
Manual authentication.
1 If you chose Windows Authentication, in tMgail Express Server Service Principal
Namebox, provide theSPNof the Mail Express Server service. (RefefTio Ereate the
SPNabove.)

1 If you chose Manual Authé¢ination, provide a valid username and password for an
Internal Mail Express user.

ClickNext. TheDestination Foldempage appears.
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b, Globalscape Mail Express Qutlook Addin Setup = B

Destination Folder
Click Mext to install to the default folder or dick Change to choose another. 9!

Install Globalscape Mail Express Outlook Addin to:

‘C:‘|,L|sers‘l,-'-\dminist'ab:r‘n,t'—\ppData‘l,Roaming‘l,GlobaISCAPE‘I,MaiI Express Outiook Addiny

Change...

7. The folder defaults t@ouserprofile%Application DatA Globalscap&Mail Express Outlook
Addin\. To install to a differentolder clickChangeand specify the location.

8. ClickNext TheFile Store Configuratioappears.

) Globalscape Mail Express Outlook Addin Setup - =

File Store Configuration
Please specify the file store path used by the Add-in. 9!

The Addin will temporarily copy attachments here:

JC:‘I,Users‘n,-'-\drninistrab:ur‘n,AppData‘nJ_ocaI‘n,GIobaISCAPEWaiI Express Outlook Addin}

Change...

9. The File Store location defaults ¥userprofile%Local SettingsApplication
Data Globalscapg&Mail Express Outlook Addin The Addn will temporarily store aachments
for emails that it is processing in this folder. To specify a different location Gti@kgeand
specify the location.

10. ClickNext. TheReady to Instalpage appears.
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11.

12.

13.
14.
15.
16.

Clickinstall to begin the installation. ThBetup Wizardnstalls the apptiation and the
Completedpage appears.

TheLaunch Outloolcheck box is selected by default. Clear it if you do not want to open
Outlook. If Outlook is already open, you need to close it and then reopen it for the changes to
take effect. If the computer has not yet been rebooted since the .NET Framework wdlgdhsta
it is highly recommended that the computer is rebooted before trying to use thelAdd

If you want to view the version history, select tBaow version historycheck box.
ClickFinishto close the wizard.
If Outlook appears, a message appears asking if you want to install thie Adlick nstall.

You must first enable the Add in Outlook to use it; refer tdhe Mail Express User Interfdoe
details.
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